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1.1 Introduction

1 Diameter Users Guide

The diameter application is a framework for building applications on top of the Diameter protocol.

1.1 Introduction

The diameter application is an implementation of the Diameter protocol as defined by RFC 6733. It supports arbitrary
Diameter applications by way of a dictionary interface that allows messages and AV Ps to be defined and input into
diameter as configuration. It has support for all rolesdefined inthe RFC: client, server and agent. This chapter provides
ashort overview of the application.

A Diameter node is implemented by configuring a service and one or more transports using the interface module
diameter. The service configuration defines the Diameter applications to be supported by the node and, typically,
the capabilities that it should send to remote peers at capabilities exchange upon the establishment of transport
connections. A transport is configured on aservice and provides protocol -specific send/receive functionality by way of
atransport interface defined by diameter and implemented by a transport module. The diameter application provides
two transport modules. diameter_tcp and diameter_sctp for transport over TCP (using gen tcp) and SCTP (using
gen_sctp) respectively. Other transports can be provided by any modul e that implements diameter'stransport interface.

While a service typically implements a single Diameter node (as identified by an Origin-Host AV P), transports can
themselves be associated with capabilities AVPs so that a single service can be used to implement more than one
Diameter node.

Each Diameter application defined on a service is configured with a callback module that implements the application
interface through which diameter communi cates the connectivity of remote peers, requests peer selection for outgoing
requests, and communicates the reception of incoming Diameter request and answer messages. An application using
diameter implements these application callback modules to provide the functionality of the Diameter node(s) it
implements.

Each Diameter application is also configured with a dictionary module that provide encode/decode functionality
for outgoing/incoming Diameter messages belonging to the application. A dictionary module is generated from
a dictionary file using the diameterc utility. Dictionaries for the RFC 6733 Diameter Common Messages, Base
Accounting and Relay applications are provided with the diameter application.

1.2 Usage

To be written.

1.3 Examples

Example code can be found in the diameter application'sexanpl es subdirectory.

1.4 Standards Compliance

Known points of questionable or non-compliance.

1.4.1 RFC 6733
e Thereisno support for DTLS over SCTP.
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1.4 Standards Compliance

» Thereisno explicit support for peer discovery (section 5.2). It can possibly be implemented on top of diameter
asisbut thisis probably something that diameter should do.

e Thepeer state machine's el ection process (section 5.6.4) isn'timplemented as specified sinceit assumes knowledge
of a peer's Origin-Host before sending it a CER. (The identity becoming known upon reception of CEA.) The
possibility of configuring the peer's Origin-Host could be added, along with handling of the case that it sends
something else, but for many applications this will just be unnecessary configuration of a value that it has no
control over.

Commentary

A more detailed commentary on RFC 6733 follows. Its purpose is to (hopefully) clarify not only what is supported
but how, given that semantics and features discussed in the RFC are not solely the responsibility of the diameter
application: in many cases much depends on the configuration a user passes to diameter, the implementation of
diameter_app(3) callback modules in particular.

Comments apply to al text following the preceding comment. Be sure to distinguish between capitalized Diameter,
the protocol defined by the RFC, and lowercase diameter, the Erlang application to which the commentary applies.

Warning:

The commentary is not yet complete. Comments currently stop at chapter 4.
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1. Introduction

Authentication, Authorization, and Accounting (AAA) protocols such as
TACACS [RFC1492] and RADIUS [RFC2865] were initially deployed to
provide dial-up PPP [RFC1661] and terminal server access. Over time,
AAA support was needed on many new access technologies, the scale and
complexity of AAA networks grew, and AAA was also used on new
applications (such as voice over IP). This led to new demands on AAA
protocols.

Note that diameter implements the Diameter protocol as defined in RFC 6733. It also supported the previous version
of the protocol, as defined in RFC 3588, when there are differences. (Which will be noted below.) It does not support
RADIUS.

Network access requirements for AAA protocols are summarized in
Aboba, et al. [RFC2989]. These include:

Failover

[RFC2865] does not define failover mechanisms and, as a result,
failover behavior differs between implementations. 1In order to
provide well-defined failover behavior, Diameter supports
application-layer acknowledgements and defines failover algorithms
and the associated state machine.
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1.4 Standards Compliance

No comment.

Transmission-level security

RADIUS [RFC2865] defines an application-layer authentication and
integrity scheme that is required only for use with response
packets. While [RFC2869] defines an additional authentication and
integrity mechanism, use is only required during Extensible
Authentication Protocol (EAP) [RFC3748] sessions. While attribute
hiding is supported, [RFC2865] does not provide support for per-
packet confidentiality. In accounting, [RFC2866] assumes that
replay protection is provided by the backend billing server rather
than within the protocol itself.

While [RFC3162] defines the use of IPsec with RADIUS, support for
IPsec is not required. In order to provide universal support for
transmission-level security, and enable both intra- and inter-
domain AAA deployments, Diameter provides support for TLS/TCP and
DTLS/SCTP. Security is discussed in Section 13.

Whether or not IPsec is used is transparent to diameter.

The transport protocol used on a given peer connection is also transparent to diameter in that transport to diameter
is ssimply a module that implements the transport protocol documented in diameter transport(3). A diameter user
configures this modul e as the diameter:transport_opt() t r ansport _nodul e.

While a user can implement their own transport modules, diameter includes implementations for TCP and SCTP:
diameter_tcp(3) based on gen_tcp(3) and diameter_sctp(3) based on gen_sctp(3). The former supports TLS but the
latter does not currently support DTLS.

Reliable transport

RADIUS runs over UDP, and does not define retransmission behavior;
as a result, reliability varies between implementations. As

described in [RFC2975], this is a major issue in accounting, where
packet loss may translate directly into revenue loss. In order to
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provide well-defined transport behavior, Diameter runs over
reliable transport mechanisms (TCP, Stream Control Transmission

Protocol (SCTP)) as defined in [RFC3539].

Agent support
RADIUS does not provide for explicit support for agents, including
proxies, redirects, and relays. Since the expected behavior is

not defined, it varies between implementations. Diameter defines
agent behavior explicitly; this is described in Section 2.8.
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No comment.

Server-initiated messages

While server-initiated messages are defined in RADIUS [RFC5176],
support is optional. This makes it difficult to implement
features such as unsolicited disconnect or re-authentication/
re-authorization on demand across a heterogeneous deployment. To
address this issue, support for server-initiated messages is
mandatory in Diameter.

A diameter user can both send and receive messages.

Transition support

While Diameter does not share a common protocol data unit (PDU)
with RADIUS, considerable effort has been expended in enabling
backward compatibility with RADIUS so that the two protocols may
be deployed in the same network. Initially, it is expected that
Diameter will be deployed within new network devices, as well as
within gateways enabling communication between legacy RADIUS
devices and Diameter agents. This capability enables Diameter
support to be added to legacy networks, by addition of a gateway
or server speaking both RADIUS and Diameter.

RADIUS Attributes can be redefined as Diameter AVP's using diameter's diameter_dict(4) interface but diameter

provides no such definitions.

In addition to addressing the above requirements, Diameter also
provides support for the following:

Capability negotiation

RADIUS does not support error messages, capability negotiation, or
a mandatory/non-mandatory flag for attributes. Since RADIUS
clients and servers are not aware of each other's capabilities,
they may not be able to successfully negotiate a mutually
acceptable service or, in some cases, even be aware of what
service has been implemented. Diameter includes support for error
handling (Section 7), capability negotiation (Section 5.3), and
mandatory/non-mandatory Attribute-Value Pairs (AVPs)

(Section 4.1).
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Peer discovery and configuration

RADIUS implementations typically require that the name or address
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of servers or clients be manually configured, along with the
corresponding shared secrets. This results in a large
administrative burden and creates the temptation to reuse the
RADIUS shared secret, which can result in major security
vulnerabilities if the Request Authenticator is not globally and
temporally unique as required in [RFC2865]. Through DNS, Diameter
enables dynamic discovery of peers (see Section 5.2). Derivation
of dynamic session keys is enabled via transmission-level
security.

Over time, the capabilities of Network Access Server (NAS) devices
have increased substantially. As a result, while Diameter is a

considerably more sophisticated protocol than RADIUS, it remains
feasible to implement it within embedded devices.

No comment.

1.1. Diameter Protocol
The Diameter base protocol provides the following facilities:
o Ability to exchange messages and deliver AVPs
There are two interfaces directly involved in message exchange when using diameter: the function diameter:call/4

for sending outgoing requests, and the application callback interface, documented in diameter_app(3) for receiving
incoming request and answers.

o Capabilities negotiation

Capabilities negotiation is the responsibility of diameter: a user configures a diameter service and/or transport with
capabilities to provide AVP values for CER and CEA messages but it is diameter itself that sends these messages. A
user receives notification of a successful capabilities exchange by way of peer_up/3 callbacks.

o Error notification

A user can subscribe to events, using diameter:subscribe/1, in order to receive notification of various failures. Errors
in Diameter messaging are communicated via the application callbacks handle request/3, handle_answer/4 and
handle_error/4.

o Extensibility, required in [RFC2989], through addition of new
applications, commands, and AVPs

Support for applications, commands and AVP's is extensible using diameter's dictionary interface, as documented
in diameter_dict(4). Dictionaries are compiled to Erlang encode/decode modules using diameterc(l) or
diameter_make(3).
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0 Basic services necessary for applications, such as the handling of
user sessions or accounting

Compiled dictionaries are provided for the RFC 3588 and RFC 6733 Diameter applications: common, base accounting
and relay. Dictionaries for a number of standardized applications are provided in uncompiled form below the
exanpl es subdirectory of the diameter application directory.

All data delivered by the protocol is in the form of AVPs. Some of
these AVP values are used by the Diameter protocol itself, while
others deliver data associated with particular applications that
employ Diameter. AVPs may be arbitrarily added to Diameter messages,
the only restriction being that the Command Code Format (CCF)
specification (Section 3.2) be satisfied. AVPs are used by the base
Diameter protocol to support the following required features:

o Transporting of user authentication information, for the purposes
of enabling the Diameter server to authenticate the user

o Transporting of service-specific authorization information,
between client and servers, allowing the peers to decide whether a
user's access request should be granted
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o Exchanging resource usage information, which may be used for
accounting purposes, capacity planning, etc.

o Routing, relaying, proxying, and redirecting of Diameter messages
through a server hierarchy

The Diameter base protocol satisfies the minimum requirements for a
AAA protocol, as specified by [RFC2989]. The base protocol may be
used by itself for accounting purposes only, or it may be used with a
Diameter application, such as Mobile IPv4 [RFC4004], or network
access [RFC4005]. It is also possible for the base protocol to be
extended for use in new applications, via the addition of new
commands or AVPs. The initial focus of Diameter was network access
and accounting applications. A truly generic AAA protocol used by
many applications might provide functionality not provided by
Diameter. Therefore, it is imperative that the designers of new
applications understand their requirements before using Diameter.
See Section 1.3.4 for more information on Diameter applications.

Any node can initiate a request. In that sense, Diameter is a peer-
to-peer protocol. In this document, a Diameter client is a device at
the edge of the network that performs access control, such as a
Network Access Server (NAS) or a Foreign Agent (FA). A Diameter
client generates Diameter messages to request authentication,
authorization, and accounting services for the user. A Diameter
agent is a node that does not provide local user authentication or
authorization services; agents include proxies, redirects, and relay
agents. A Diameter server performs authentication and/or
authorization of the user. A Diameter node may act as an agent for
certain requests while acting as a server for others.
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The Diameter protocol also supports server-initiated messages, such
as a request to abort service to a particular user.

No comment.

1.1.1. Description of the Document Set

The Diameter specification consists of an updated version of the base
protocol specification (this document) and the Transport Profile
[RFC3539]. This document obsoletes both RFC 3588 and RFC 5719. A
summary of the base protocol updates included in this document can be
found in Section 1.1.3.

This document defines the base protocol specification for AAA, which
includes support for accounting. There are also a myriad of
applications documents describing applications that use this base
specification for Authentication, Authorization, and Accounting.
These application documents specify how to use the Diameter protocol
within the context of their application.
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The Transport Profile document [RFC3539] discusses transport layer
issues that arise with AAA protocols and recommendations on how to
overcome these issues. This document also defines the Diameter
failover algorithm and state machine.

"Clarifications on the Routing of Diameter Request Based on the
Username and the Realm" [RFC5729] defines specific behavior on how to
route requests based on the content of the User-Name AVP (Attribute
Value Pair).

1.1.2. Conventions Used in This Document
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

No comment.

1.1.3. Changes from RFC 3588

This document obsoletes RFC 3588 but is fully backward compatible
with that document. The changes introduced in this document focus on
fixing issues that have surfaced during the implementation of
Diameter (RFC 3588). An overview of some the major changes are given
below.

RFC 6733 isnot fully backwards compatible with RFC 3588. (For example, in what values of Result-Code values are
permissible with the E-bit.) The implications of incompatibilities for diameter are noted where appropriate.
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o

Deprecated the use of the Inband-Security AVP for negotiating
Transport Layer Security (TLS) [RFC5246]. It has been generally
considered that bootstrapping of TLS via Inband-Security AVP
creates certain security risks because it does not completely
protect the information carried in the CER/CEA (Capabilities-
Exchange-Request/Capabilities-Exchange-Answer). This version of
Diameter adopts the common approach of defining a well-known
secured port that peers should use when communicating via TLS/TCP
and DTLS/SCTP. This new approach augments the existing in-band
security negotiation, but it does not completely replace it. The
old method is kept for backward compatibility reasons.

diameter_tcp(3) supports both methods of negotiating TLS: bootstrapping via Inband-Security and directly following
connection establishment.

(o]

Deprecated the exchange of CER/CEA messages in the open state.
This feature was implied in the peer state machine table of RFC
3588, but it was not clearly defined anywhere else in that
document. As work on this document progressed, it became clear
that the multiplicity of meaning and use of Application-Id AVPs in
the CER/CEA messages (and the messages themselves) is seen as an
abuse of the Diameter extensibility rules and thus required
simplification. Capabilities exchange in the open state has been
re-introduced in a separate specification [RFC6737], which clearly
defines new commands for this feature.

Capabilities exchange in the open state is not supported: an incoming CER in the open state will cause diameter to ask
therelevant transport process to terminate, which impliesthe loss of the peer connection in the case of diameter_tcp(3)
and diameter_sctp(3).

Capabilities update, as defined by RFC 6737, is not yet supported. Support will require diameter to handle CUR/CUA
in the same way that it handles CER/CEA.

Fajardo, et al. Standards Track [Page 11]
RFC 6733 Diameter Base Protocol October 2012
o Simplified security requirements. The use of a secured transport

for exchanging Diameter messages remains mandatory. However, TLS/
TCP and DTLS/SCTP have become the primary methods of securing
Diameter with IPsec as a secondary alternative. See Section 13
for details. The support for the End-to-End security framework
(E2E-Sequence AVP and 'P'-bit in the AVP header) has also been
deprecated.

The End-to-End security framework is not supported since it's use is largely unspecified: diameter will set the P-bit
in outgoing AV P's as directed by the relevant dictionary and/or prepare request/3 or handle_request/3 callbacks, but
whether or not the P-bit is set on incoming AV P's has no consequence.
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As noted above, DTLS s not currently supported and whether or not |Psec is used is transparent to diameter.

o Changed Diameter extensibility. This includes fixes to the
Diameter extensibility description (Section 1.3 and others) to
better aid Diameter application designers; in addition, the new
specification relaxes the policy with respect to the allocation of
Command Codes for vendor-specific uses.

o Clarified Application Id usage. Clarify the proper use of
Application Id information, which can be found in multiple places
within a Diameter message. This includes correlating Application
Ids found in the message headers and AVPs. These changes also
clearly specify the proper Application Id value to use for
specific base protocol messages (ASR/ASA, STR/STA) as well as
clarify the content and use of Vendor-Specific-Application-Id.

o Clarified routing fixes. This document more clearly specifies
what information (AVPs and Application Ids) can be used for making
general routing decisions. A rule for the prioritization of
redirect routing criteria when multiple route entries are found
via redirects has also been added (see Section 6.13).

o Simplified Diameter peer discovery. The Diameter discovery
process now supports only widely used discovery schemes; the rest
have been deprecated (see Section 5.2 for details).

Peer discover isnot currently supported: peersto which anode should connect must be configured. Connection requests
are accepted from arbitrary peers but a diameter:transport_opt() capabi | i ti es_ch can be used to reject a peer
based on an incoming CER or CEA.

There are many other miscellaneous fixes that have been introduced in
this document that may not be considered significant, but they have
value nonetheless. Examples are removal of obsolete types, fixes to
the state machine, clarification of the election process, message
validation, fixes to Failed-AVP and Result-Code AVP values, etc. All
of the errata filed against RFC 3588 prior to the publication of this
document have been addressed. A comprehensive list of changes is not
shown here for practical reasons.

1.2. Terminology
AAA

Authentication, Authorization, and Accounting.
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ABNF

Augmented Backus-Naur Form [RFC5234]. A metalanguage with its own
formal syntax and rules. It is based on the Backus-Naur Form and
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is used to define message exchanges in a bi-directional
communications protocol.

Accounting
The act of collecting information on resource usage for the
purpose of capacity planning, auditing, billing, or cost
allocation.

Accounting Record
An accounting record represents a summary of the resource
consumption of a user over the entire session. Accounting servers
creating the accounting record may do so by processing interim
accounting events or accounting events from several devices
serving the same user.

Authentication
The act of verifying the identity of an entity (subject).

Authorization

The act of determining whether a requesting entity (subject) will
be allowed access to a resource (object).

Attribute-Value Pair (AVP)
The Diameter protocol consists of a header followed by one or more
Attribute-Value-Pairs (AVPs). An AVP includes a header and is
used to encapsulate protocol-specific data (e.g., routing

information) as well as authentication, authorization, or
accounting information.

No comment.

Command Code Format (CCF)

A modified form of ABNF used to define Diameter commands (see
Section 3.2).

The @ressages section of the diameter_dict(4) format has the CCF as content.

Diameter Agent

A Diameter Agent is a Diameter node that provides relay, proxy,
redirect, or translation services.
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Diameter Client
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A Diameter client is a Diameter node that supports Diameter client
applications as well as the base protocol. Diameter clients are
often implemented in devices situated at the edge of a network and
provide access control services for that network. Typical
examples of Diameter clients include the Network Access Server
(NAS) and the Mobile IP Foreign Agent (FA).

Diameter Node

A Diameter node is a host process that implements the Diameter
protocol and acts as either a client, an agent, or a server.

Diameter Peer

Two Diameter nodes sharing a direct TCP or SCTP transport
connection are called Diameter peers.

Diameter Server

A Diameter server is a Diameter node that handles authentication,
authorization, and accounting requests for a particular realm. By
its very nature, a Diameter server must support Diameter server
applications in addition to the base protocol.

A Diameter Node isimplemented by configuring a service using diameter:start_service/2 and one or more transports
using diameter:add_transport/2. The service typically represents a Diameter Node but since capabilities can be
configured on individual transportsit's more accurate to say that the node is a collection of transports advertising the
same Origin-Host.

Theroleof anode (agent, client or server) isnot something that's configured explicitly. Transports are either connecting
or listening, depending on whether diameter should establish a peer connection and send CER or accept connections
and receive CER, but the role a node implements depends largely on dictionary configuration and diameter_app(3)
callback implementation.

Downstream

Downstream is used to identify the direction of a particular
Diameter message from the home server towards the Diameter client.

Home Realm

A Home Realm is the administrative domain with which the user
maintains an account relationship.

Home Server
A Diameter server that serves the Home Realm.

Interim Accounting
An interim accounting message provides a snapshot of usage during
a user's session. Typically, it is implemented in order to
provide for partial accounting of a user's session in case a

device reboot or other network problem prevents the delivery of a
session summary message or session record.

Fajardo, et al. Standards Track [Page 14]
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Local Realm

A local realm is the administrative domain providing services to a
user. An administrative domain may act as a local realm for
certain users while being a home realm for others.

Multi-session

A multi-session represents a logical linking of several sessions.
Multi-sessions are tracked by using the Acct-Multi-Session-Id. An
example of a multi-session would be a Multi-link PPP bundle. Each
leg of the bundle would be a session while the entire bundle would
be a multi-session.

Network Access Identifier

The Network Access Identifier, or NAI [RFC4282], is used in the
Diameter protocol to extract a user's identity and realm. The
identity is used to identify the user during authentication and/or
authorization while the realm is used for message routing
purposes.

Proxy Agent or Proxy

In addition to forwarding requests and responses, proxies make
policy decisions relating to resource usage and provisioning.
Typically, this is accomplished by tracking the state of NAS
devices. While proxies usually do not respond to client requests
prior to receiving a response from the server, they may originate
Reject messages in cases where policies are violated. As a
result, proxies need to understand the semantics of the messages
passing through them, and they may not support all Diameter
applications.

Realm

The string in the NAI that immediately follows the '@' character.
NAI realm names are required to be unique and are piggybacked on
the administration of the DNS namespace. Diameter makes use of
the realm, also loosely referred to as domain, to determine
whether messages can be satisfied locally or whether they must be
routed or redirected. In RADIUS, realm names are not necessarily
piggybacked on the DNS namespace but may be independent of it.
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Real-Time Accounting
Real-time accounting involves the processing of information on

resource usage within a defined time window. Typically, time
constraints are imposed in order to limit financial risk. The
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Diameter Credit-Control Application [RFC4006] is an example of an
application that defines real-time accounting functionality.

Relay Agent or Relay

Relays forward requests and responses based on routing-related
AVPs and routing table entries. Since relays do not make policy
decisions, they do not examine or alter non-routing AVPs. As a
result, relays never originate messages, do not need to understand
the semantics of messages or non-routing AVPs, and are capable of
handling any Diameter application or message type. Since relays
make decisions based on information in routing AVPs and realm
forwarding tables, they do not keep state on NAS resource usage or
sessions in progress.

Redirect Agent

Rather than forwarding requests and responses between clients and
servers, redirect agents refer clients to servers and allow them
to communicate directly. Since redirect agents do not sit in the
forwarding path, they do not alter any AVPs transiting between
client and server. Redirect agents do not originate messages and
are capable of handling any message type, although they may be
configured only to redirect messages of certain types, while
acting as relay or proxy agents for other types. As with relay
agents, redirect agents do not keep state with respect to sessions
or NAS resources.

No comment.

Session

A session is a related progression of events devoted to a
particular activity. Diameter application documents provide
guidelines as to when a session begins and ends. All Diameter
packets with the same Session-Id are considered to be part of the
same session.

Sessions are not something that diameter is aware of. The function diameter:session_id/1 can be used to construct
appropriate values for Session-1d AVP's but logic connecting events in the same session is the responsibility of the
diameter user.

Stateful Agent
A stateful agent is one that maintains session state information,
by keeping track of all authorized active sessions. Each
authorized session is bound to a particular service, and its state

is considered active either until it is notified otherwise or
until expiration.
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Sub-session
A sub-session represents a distinct service (e.g., QoS or data
characteristics) provided to a given session. These services may
happen concurrently (e.g., simultaneous voice and data transfer
during the same session) or serially. These changes in sessions
are tracked with the Accounting-Sub-Session-Id.

Transaction State
The Diameter protocol requires that agents maintain transaction
state, which is used for failover purposes. Transaction state
implies that upon forwarding a request, the Hop-by-Hop Identifier
is saved; the field is replaced with a locally unique identifier,
which is restored to its original value when the corresponding
answer is received. The request's state is released upon receipt
of the answer. A stateless agent is one that only maintains
transaction state.

Translation Agent
A translation agent (TLA in Figure 4) is a stateful Diameter node
that performs protocol translation between Diameter and another
AAA protocol, such as RADIUS.

Upstream

Upstream is used to identify the direction of a particular
Diameter message from the Diameter client towards the home server.

User

The entity or device requesting or using some resource, in support
of which a Diameter client has generated a request.

No comment.

1.3. Approach to Extensibility

The Diameter protocol is designed to be extensible, using several
mechanisms, including:

o Defining new AVP values
o Creating new AVPs
o Creating new commands

o Creating new applications
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From the point of view of extensibility, Diameter authentication,
authorization, and accounting applications are treated in the same
way .
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Extensibility in diameter isby way of the dictionary interface documented in diameter _dict(4): adiameter user creates
applications, commands and AVP's by implementing a new dictionary, compiling the dictionary to a codec module
using diameterc(1) or diameter_make(3), and configuring the resulting dictionary module on aservice. The dictionary
modules provided with diameter are all implemented in this manner.

Note: Protocol designers should try to reuse existing functionality,
namely AVP values, AVPs, commands, and Diameter applications. Reuse
simplifies standardization and implementation. To avoid potential
interoperability issues, it is important to ensure that the semantics
of the reused features are well understood. Given that Diameter can
also carry RADIUS attributes as Diameter AVPs, such reuse
considerations also apply to existing RADIUS attributes that may be
useful in a Diameter application.

Reuse in dictionary filesis achieved by way of the @ nher i t s section. AVP's are inherited, commands are not.

1.3.1. Defining New AVP Values

In order to allocate a new AVP value for AVPs defined in the Diameter
base protocol, the IETF needs to approve a new RFC that describes the
AVP value. IANA considerations for these AVP values are discussed in
Section 11.3.

The allocation of AVP values for other AVPs is guided by the IANA
considerations of the document that defines those AVPs. Typically,
allocation of new values for an AVP defined in an RFC would require
IETF Review [RFC5226], whereas values for vendor-specific AVPs can be
allocated by the vendor.

1.3.2. Creating New AVPs

A new AVP being defined MUST use one of the data types listed in
Sections 4.2 or 4.3. If an appropriate derived data type is already
defined, it SHOULD be used instead of a base data type to encourage
reusability and good design practice.

In the event that a logical grouping of AVPs is necessary, and
multiple "groups" are possible in a given command, it is recommended
that a Grouped AVP be used (see Section 4.4).

The creation of new AVPs can happen in various ways. The recommended
approach is to define a new general-purpose AVP in a Standards Track
RFC approved by the IETF. However, as described in Section 11.1.1,
there are other mechanisms.

Creating new AVP'sis an issue for the dictionary designer, not diameter.

1.3.3. Creating New Commands

A new Command Code MUST be allocated when required AVPs (those
indicated as {AVP} in the CCF definition) are added to, deleted from,
or redefined in (for example, by changing a required AVP into an
optional one) an existing command.
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Furthermore, if the transport characteristics of a command are
changed (for example, with respect to the number of round trips
required), a new Command Code MUST be registered.

A change to the CCF of a command, such as described above, MUST
result in the definition of a new Command Code. This subsequently
leads to the need to define a new Diameter application for any
application that will use that new command.

The IANA considerations for Command Codes are discussed in
Section 3.1.

Creating new commands is an issue for the dictionary designer, not diameter.

1.3.4. Creating New Diameter Applications

Every Diameter application specification MUST have an IANA-assigned
Application Id (see Section 2.4). The managed Application ID space
is flat, and there is no relationship between different Diameter
applications with respect to their Application Ids. As such, there
is no versioning support provided by these Application Ids
themselves; every Diameter application is a standalone application.
If the application has a relationship with other Diameter
applications, such a relationship is not known to Diameter.

Creating new applicationsis an issue for the dictionary designer, not diameter.
An application's Application Id is specified in the @ d section of adictionary file.

Before describing the rules for creating new Diameter applications,
it is important to discuss the semantics of the AVP occurrences as
stated in the CCF and the M-bit flag (Section 4.1) for an AVP. There
is no relationship imposed between the two; they are set
independently.

o The CCF indicates what AVPs are placed into a Diameter command by
the sender of that command. Often, since there are multiple modes
of protocol interactions, many of the AVPs are indicated as
optional.

o The M-bit allows the sender to indicate to the receiver whether or
not understanding the semantics of an AVP and its content is
mandatory. If the M-bit is set by the sender and the receiver
does not understand the AVP or the values carried within that AVP,
then a failure is generated (see Section 7).

The M-bit is set on outgoing AVP's as directed by the relevant dictionary. For incoming AVP's, an M-bit
st on an AVP that isn't explicitly included in the definition of the command in question is interpreted as
a 5001 error, DIAMETER_AVP_UNSUPPORTED, the conseguences of which depend on the value of the
diameter:application_opt() answer _errors orrequest _errors.
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It is the decision of the protocol designer when to develop a new
Diameter application rather than extending Diameter in other ways.
However, a new Diameter application MUST be created when one or more
of the following criteria are met:
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M-bit Setting

An AVP with the M-bit in the MUST column of the AVP flag table is
added to an existing Command/Application. An AVP with the M-bit
in the MAY column of the AVP flag table is added to an existing
Command/Application.

Note: The M-bit setting for a given AVP is relevant to an
Application and each command within that application that includes
the AVP. That is, if an AVP appears in two commands for
application Foo and the M-bit settings are different in each
command, then there should be two AVP flag tables describing when
to set the M-bit.

Commands

A new command is used within the existing application because
either an additional command is added, an existing command has
been modified so that a new Command Code had to be registered, or
a command has been deleted.

AVP Flag bits

If an existing application changes the meaning/semantics of its
AVP Flags or adds new flag bits, then a new Diameter application
MUST be created.

If the CCF definition of a command allows it, an implementation may
add arbitrary optional AVPs with the M-bit cleared (including vendor-
specific AVPs) to that command without needing to define a new
application. Please refer to Section 11.1.1 for details.

No comment.

2. Protocol Overview

The base Diameter protocol concerns itself with establishing
connections to peers, capabilities negotiation, how messages are sent
and routed through peers, and how the connections are eventually torn
down. The base protocol also defines certain rules that apply to all
message exchanges between Diameter nodes.

Communication between Diameter peers begins with one peer sending a
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message to another Diameter peer. The set of AVPs included in the
message is determined by a particular Diameter application. One AVP
that is included to reference a user's session is the Session-Id.

The initial request for authentication and/or authorization of a user
would include the Session-Id AVP. The Session-Id is then used in all
subsequent messages to identify the user's session (see Section 8 for
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more information). The communicating party may accept the request or
reject it by returning an answer message with the Result-Code AVP set
to indicate that an error occurred. The specific behavior of the
Diameter server or client receiving a request depends on the Diameter
application employed.

Session state (associated with a Session-Id) MUST be freed upon
receipt of the Session-Termination-Request, Session-Termination-
Answer, expiration of authorized service time in the Session-Timeout
AVP, and according to rules established in a particular Diameter
application.

Like Session-ld, session state is maintained by the diameter user: diameter has no session state of its own and does
not interpret STR/STA in any way.

The base Diameter protocol may be used by itself for accounting
applications. For authentication and authorization, it is always
extended for a particular application.

Diameter clients MUST support the base protocol, which includes
accounting. In addition, they MUST fully support each Diameter
application that is needed to implement the client's service, e.g.,
Network Access Server Requirements (NASREQ) [RFC2881] and/or Mobile
IPv4. A Diameter client MUST be referred to as "Diameter X Client"
where X is the application that it supports and not a "Diameter
Client".

Diameter servers MUST support the base protocol, which includes
accounting. In addition, they MUST fully support each Diameter
application that is needed to implement the intended service, e.g.,
NASREQ and/or Mobile IPv4. A Diameter server MUST be referred to as
"Diameter X Server" where X is the application that it supports, and
not a "Diameter Server".

Diameter relays and redirect agents are transparent to the Diameter
applications, but they MUST support the Diameter base protocol, which
includes accounting, and all Diameter applications.

Diameter proxies MUST support the base protocol, which includes
accounting. In addition, they MUST fully support each Diameter
application that is needed to implement proxied services, e.g.,
NASREQ and/or Mobile IPv4. A Diameter proxy MUST be referred to as
"Diameter X Proxy" where X is the application which it supports, and
not a "Diameter Proxy".
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No comment.
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2.1. Transport
The Diameter Transport profile is defined in [RFC3539].

The base Diameter protocol is run on port 3868 for both TCP [RFCO793]
and SCTP [RFC4960]. For TLS [RFC5246] and Datagram Transport Layer
Security (DTLS) [RFC6347], a Diameter node that initiates a
connection prior to any message exchanges MUST run on port 5658. It
is assumed that TLS is run on top of TCP when it is used, and DTLS is
run on top of SCTP when it is used.

Which port atransport connectsto or listenson isamatter of configuration. Both diameter_tcp(3) and diameter_sctp(3)
will default to 3868 if no other valueis specified.

If the Diameter peer does not support receiving TLS/TCP and DTLS/SCTP
connections on port 5658 (i.e., the peer complies only with RFC
3588), then the initiator MAY revert to using TCP or SCTP on port
3868. Note that this scheme is kept only for the purpose of backward
compatibility and that there are inherent security vulnerabilities
when the initial CER/CEA messages are sent unprotected (see

Section 5.6).

Diameter clients MUST support either TCP or SCTP; agents and servers
SHOULD support both.

A Diameter node MAY initiate connections from a source port other
than the one that it declares it accepts incoming connections on, and
it MUST always be prepared to receive connections on port 3868 for
TCP or SCTP and port 5658 for TLS/TCP and DTLS/SCTP connections.

When DNS-based peer discovery (Section 5.2) is used, the port numbers
received from SRV records take precedence over the default ports
(3868 and 5658) .

A given Diameter instance of the peer state machine MUST NOT use more
than one transport connection to communicate with a given peer,
unless multiple instances exist on the peer, in which, case a
separate connection per process is allowed.

The diameter:service opt() restri ct _connecti on controls to what extent a diameter service allows multiple
connectionsto the same peer. (Asidentified by the value of Origin-Host received from it during capabilities exchange.)
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When no transport connection exists with a peer, an attempt to
connect SHOULD be made periodically. This behavior is handled via
the Tc timer (see Section 12 for details), whose recommended value is
30 seconds. There are certain exceptions to this rule, such as when
a peer has terminated the transport connection stating that it does
not wish to communicate.

The frequency of reconnection attempts is configured with the diameter:transport_opt() connect _ti mer and
wat chdog_ti ner.

When connecting to a peer and either zero or more transports are
specified, TLS SHOULD be tried first, followed by DTLS, then by TCP,
and finally by SCTP. See Section 5.2 for more information on peer
discovery.

The order in which different transports are attempted depends on the order of diameter:transport_opt()
transport_nodul e andtransport _confi g tuplesin transport configuration.
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Diameter implementations SHOULD be able to interpret ICMP protocol
port unreachable messages as explicit indications that the server is
not reachable, subject to security policy on trusting such messages.
Further guidance regarding the treatment of ICMP errors can be found
in [RFC5927] and [RFC5461]. Diameter implementations SHOULD also be
able to interpret a reset from the transport and timed-out connection
attempts. If Diameter receives data from the lower layer that cannot
be parsed or identified as a Diameter error made by the peer, the
stream is compromised and cannot be recovered. The transport
connection MUST be closed using a RESET call (send a TCP RST bit) or
an SCTP ABORT message (graceful closure is compromised).

ICM P messages and other transport-level errors aren't directly visible to diameter but transport implementations like
diameter_tcp(3) and diameter_sctp(3) propagate these as terminating transport processes.

2.1.1. SCTP Guidelines

Diameter messages SHOULD be mapped into SCTP streams in a way that
avoids head-of-the-line (HOL) blocking. Among different ways of
performing the mapping that fulfill this requirement it is
RECOMMENDED that a Diameter node send every Diameter message (request
or response) over stream zero with the unordered flag set. However,
Diameter nodes MAY select and implement other design alternatives for
avoiding HOL blocking such as using multiple streams with the
unordered flag cleared (as originally instructed in RFC 3588). On
the receiving side, a Diameter entity MUST be ready to receive
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Diameter messages over any stream, and it is free to return responses
over a different stream. This way, both sides manage the available
streams in the sending direction, independently of the streams chosen
by the other side to send a particular Diameter message. These
messages can be out-of-order and belong to different Diameter
sessions.

diameter_sctp(3) allows the sender to specify a stream number explicitly. The stream on which an incoming
message is received it passed to handle request/3 and handle answer/4 callbacks as t ransport _data in a
#di anmet er _packet {}.

Ordered or unordered delivery can be configured per transport.

Out-of-order delivery has special concerns during a connection
establishment and termination. When a connection is established, the
responder side sends a CEA message and moves to R-Open state as
specified in Section 5.6. If an application message is sent shortly
after the CEA and delivered out-of-order, the initiator side, still
in Wait-I-CEA state, will discard the application message and close
the connection. In order to avoid this race condition, the receiver
side SHOULD NOT use out-of-order delivery methods until the first
message has been received from the initiator, proving that it has
moved to I-Open state. To trigger such a message, the receiver side
could send a DWR immediately after sending a CEA. Upon reception of
the corresponding DWA, the receiver side should start using out-of-
order delivery methods to counter the HOL blocking.

diameter_sctp(3) does not currently allow the user to switch between ordered and unordered delivery, or to specify
the manner of sending per message: one or the other must be configured, the defaults being ordered.

Another race condition may occur when DPR and DPA messages are used.
Both DPR and DPA are small in size; thus, they may be delivered to
the peer faster than application messages when an out-of-order
delivery mechanism is used. Therefore, it is possible that a DPR/DPA
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exchange completes while application messages are still in transit,
resulting in a loss of these messages. An implementation could
mitigate this race condition, for example, using timers, and wait for
a short period of time for pending application level messages to
arrive before proceeding to disconnect the transport connection.
Eventually, lost messages are handled by the retransmission mechanism
described in Section 5.5.4.

A Diameter agent SHOULD use dedicated payload protocol identifiers
(PPIDs) for clear text and encrypted SCTP DATA chunks instead of only
using the unspecified payload protocol identifier (value 0). For
this purpose, two PPID values are allocated: the PPID value 46 is for
Diameter messages in clear text SCTP DATA chunks, and the PPID value
47 is for Diameter messages in protected DTLS/SCTP DATA chunks.
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No comment.

2.2. Securing Diameter Messages

Connections between Diameter peers SHOULD be protected by TLS/TCP and
DTLS/SCTP. A1l Diameter base protocol implementations MUST support
the use of TLS/TCP and DTLS/SCTP. If desired, alternative security
mechanisms that are independent of Diameter, such as IPsec [RFC4301],
can be deployed to secure connections between peers. The Diameter
protocol MUST NOT be used without one of TLS, DTLS, or IPsec.

As noted above, DTLS s not currently supported and IPsec usage is transparent to diameter. Security is not enforced
by diameter.

2.3. Diameter Application Compliance

Application Ids are advertised during the capabilities exchange phase
(see Section 5.3). Advertising support of an application implies
that the sender supports the functionality specified in the
respective Diameter application specification.

Implementations MAY add arbitrary optional AVPs with the M-bit
cleared (including vendor-specific AVPs) to a command defined in an
application, but only if the command's CCF syntax specification
allows for it. Please refer to Section 11.1.1 for details.

No comment.

2.4. Application Identifiers

Each Diameter application MUST have an IANA-assigned Application ID.
The base protocol does not require an Application Id since its
support is mandatory. During the capabilities exchange, Diameter
nodes inform their peers of locally supported applications.
Furthermore, all Diameter messages contain an Application Id, which
is used in the message forwarding process.
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The following Application Id values are defined:

Diameter common message 0
Diameter base accounting 3
Relay Oxffffffff
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These applications are implemented in the dictionary modules di aneter_gen_base_rfc6733,
di amet er _gen_acct _rfc6733 anddi anet er _r el ay respectively. There are also RFC 3588 versions or the
common and accounting dictionaries: di anmet er _gen_base_rf c3588 anddi anmet er _base_accounti ng.
(The inconsistent naming is historical.) Dictionary modules are configured using the diameter:application_opt()
di ctionary.

Relay and redirect agents MUST advertise the Relay Application ID,
while all other Diameter nodes MUST advertise locally supported
applications. The receiver of a Capabilities Exchange message
advertising relay service MUST assume that the sender supports all
current and future applications.

Diameter relay and proxy agents are responsible for finding an
upstream server that supports the application of a particular
message. If none can be found, an error message is returned with the
Result-Code AVP set to DIAMETER UNABLE TO DELIVER.

No comment.

2.5. Connections vs. Sessions

This section attempts to provide the reader with an understanding of
the difference between "connection" and "session", which are terms
used extensively throughout this document.

A connection refers to a transport-level connection between two peers
that is used to send and receive Diameter messages. A session is a
logical concept at the application layer that exists between the
Diameter client and the Diameter server; it is identified via the
Session-Id AVP.

Fommmmm - + Homme - - + R +

| Client | | Relay | | Server |

Fommmmm - + Homme - - + R +
R > <--mmme---- >

peer connection A  peer connection B

User session X
Figure 1: Diameter Connections and Sessions
In the example provided in Figure 1, peer connection A is established
between the client and the relay. Peer connection B is established
between the relay and the server. User session X spans from the
client via the relay to the server. Each "user" of a service causes
an auth request to be sent, with a unique session identifier. Once

accepted by the server, both the client and the server are aware of
the session.
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It is important to note that there is no relationship between a
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connection and a session, and that Diameter messages for multiple
sessions are all multiplexed through a single connection. Also, note
that Diameter messages pertaining to the session, both application-
specific and those that are defined in this document such as ASR/ASA,
RAR/RAA, and STR/STA, MUST carry the Application Id of the
application. Diameter messages pertaining to peer connection
establishment and maintenance such as CER/CEA, DWR/DWA, and DPR/DPA
MUST carry an Application Id of zero (0).

As noted above, diameter is not involved in session management. Thisis the responsibility of the diameter user.

2.6. Peer Table

The Diameter peer table is used in message forwarding and is

referenced by the routing table. A peer table entry contains the

following fields:

Host Identity
Following the conventions described for the DiameterIdentity-
derived AVP data format in Section 4.3.1, this field contains the
contents of the Origin-Host (Section 6.3) AVP found in the CER or
CEA message.

StatusT

This is the state of the peer entry, and it MUST match one of the
values listed in Section 5.6.

Static or Dynamic

Specifies whether a peer entry was statically configured or
dynamically discovered.

Expiration Time
Specifies the time at which dynamically discovered peer table
entries are to be either refreshed or expired. If public key
certificates are used for Diameter security (e.g., with TLS), this
value MUST NOT be greater than the expiry times in the relevant
certificates.

TLS/TCP and DTLS/SCTP Enabled

Specifies whether TLS/TCP and DTLS/SCTP is to be used when
communicating with the peer.

Additional security information, when needed (e.g., keys,
certificates).

The Peer Table is not directly accessible to the diameter user. Information about connected peers can be retrieved
using diameter:service _info/2.
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2.7. Routing Table

All Realm-Based routing lookups are performed against what is
commonly known as the routing table (see Section 12). Each routing
table entry contains the following fields:

Realm Name

This is the field that MUST be used as a primary key in the
routing table lookups. Note that some implementations perform
their lookups based on longest-match-from-the-right on the realm
rather than requiring an exact match.

Application Identifier

An application is identified by an Application Id. A route entry
can have a different destination based on the Application Id in
the message header. This field MUST be used as a secondary key
field in routing table lookups.

Local Action

The Local Action field is used to identify how a message should be
treated. The following actions are supported:

1. LOCAL - Diameter messages that can be satisfied locally and do
not need to be routed to another Diameter entity.

2. RELAY - All Diameter messages that fall within this category
MUST be routed to a next-hop Diameter entity that is indicated
by the identifier described below. Routing is done without
modifying any non-routing AVPs. See Section 6.1.9 for
relaying guidelines.

3. PROXY - All Diameter messages that fall within this category
MUST be routed to a next Diameter entity that is indicated by
the identifier described below. The local server MAY apply
its local policies to the message by including new AVPs to the
message prior to routing. See Section 6.1.9 for proxying
guidelines.

4. REDIRECT - Diameter messages that fall within this category
MUST have the identity of the home Diameter server(s)
appended, and returned to the sender of the message. See
Section 6.1.8 for redirection guidelines.
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