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HERRAITE
AGEBIN T ERA bash(1) shell <A FHIHEANREBRER.

# command-in-root-account
$ command-in-user-account

IBLE shell IRRFESD THIEMAMIRS, BT rIEY, EAFME shel RRFEBINIRIEZEHRER “Ps1="\s""
M “ps2=’ ’, BHERTRNARFEMR shell RRMFREFTESERE.,

FrEMa<S RAE R ITEREESIRIE LANG=en_US.UTF8" N B A EHALE s S /R GIH1& command - in- root -accou
# command-in-user-account BAIMGUNEHENE, EEMEA T REMEHERIESEREINN,

:IE

Br$Ps1” EB"$PS2” IRIBEA L bash(l) NAVAR:E,

ERAZREBSPITHRE, ARTEDHEIR, W “7 shell PMARLSFFHE, #A Enter 2,7

SFR

BLHARY S SAEREE —ERHAER, RESRRNAEEHEL, BELIBEEBREEIY " F"the”, E
Pt AR S — AR ENEEFRIEE, EERENNEGSHEANERAAT 0, BEATREBFEETLERSE
AR, ERMERBERABERTEXETERETRNGE, EL EREEEES SRR R RS

FEREHAR.

ﬂ:ﬁ%ﬁ%nﬁﬂnn%\%{ﬁﬁ’éﬁﬂﬁ, FEEHRNFHRNERE,

EXAESERS| A< R ETRE 5 | SRIEERMITENMEF IS EITIZG, #Mfk aptitude safe-upgrade”,
EXARESEPS| AR E R E AR ASIEHE 5 SRS RIVITENE FI8ETIRS, F&R deb-src”,

nnv%ﬂ%ﬁfﬂﬁﬂ’].%ﬁ)ﬁlﬂ?‘]?ﬂﬂﬁﬁﬁﬁ%ﬁ(Eﬁg ), BAITFHFEEITIZERS, & bash(l), HFIsREIGERE S
EBU)\LX-FEB Xzéfff I=IIL.o

$ man 1 bash

manpage 7] FHF ISR EESR P RER manpage EEEI5%R, W sources. list(5), EFMBEBEAUTHSRIE
BNEER.

$ man 5 sources. list

info page B2 LSRRI TFRFIERITEE, 91 info make, EFE(FBEBBALTHGSRENENESE.

$ info make

B S REES | SRIE R R TENEF B2 1TIZEE, FR7/etc/passwd”, HNREEE XY, (ReIABA TGS RIE
BEeMER.

$ sensible-pager "/etc/passwd”

B2 1S 5| SEIET R AV TENE IS EITIZRE, W1”/etc/apt/”, {RRIMBATING SR IAEEHHNAS,
$ mc "/etc/apt/”

HHBBBAARITEMEFRETIZE, & vin, RETUBEATIINGSRENEMNESR.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXIEFT BB X B RRRENME, XHFB GRS SRIERERIITENEF &I TIRET , #1907 /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, BB ER URL R/, ¥ https://www.debian.org,
fREIAIBIBE A T 5 &< REEXAE,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

RIFE GRS SRIEERVITEMEFIBETIRG, LHHE"S” Ik, R STERM”, (RE]LABA T o< RENE
E’J BilE.

$ echo "$TERM”

popcon ;R1TE

popconEHiB# AREZHi G EGESLNIRITE., T TEFREE 2021-08-14 17:04:37 UTC, B1& T #8318 183707 {E—
HIER BN 26 (EIZRBAILER 196036 N1ER

IR
AR amde4 NEEMRIERBAIMEEMERE, popcon HIRESHZSERMLTKRE,

B “V:” BEZERR “votes” B popcon BYEETEANE “1000 * ( ERIEITIE PC LHIEHI popcon 3232 ) / ( 4849 popcon
h, < )”

A “I.” BEBERT “LHE” 89 popcon BUEFEARE “1000 * ( ERIREE PC EHIER popcon B3 ) / (421
popcon &3

pE=1

RITEEELE popcon §Q$§$B§¥E%¥¢@E’\JE MHEHEE, BFSRSEUZERTEE., O, S2ERTET
EERFE L RARTREG S “/bin” HIE SR, HEMBSHESE “noatime” BIBLIEFA RIS, EENRKEMNE
BT “iRZ (vote )’ INEE,

BRI/

BHRTREREREBLHESERNEHEGE. ©EMN “apt-cache show” =% “aptitude show” &< ( EHITE
amd64 PAREEREMEE ) RSN “REX/N, HEMNRTHEMR KiB ( Kibibyte= 7R 1024 Bytes FIEE1I ),

B
BRXNE—E/NEEMEREERRTEEE “FEE” BHNER—EERE, EEaMNKRBREGNEENT,
ETREMNE, EREFEEEERERDE—ELE,

JES=}
BRIMRERE"(*)" RIPEERGBENEERETPRRENEFER T ERIEREROERFRRNRENR,

AR IEIRS Bug

BRI HIEfIERE, BiRkS debian-reference EXHVEEER, £ reportbug(l), sBLAdiff -u” RHAEX
FHRBIEIERRS,
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—LHFERERNREE

ER—LEHERENRE:

. BRIREE R
- REBBNLLEH
o B (RFERAR)
- TEBERTENRR
- RIESHBEREXG
- F—IRHERENT EREEN
* RTFM ( BHREFMEIEE )
- EREIRERER, SEEMERER LIER
- EARWEZEER root FIBFHE, FAREEA root
- NERBLITIREE B EIERMA
« REBAEARIERBGS
 (ERSRERLTLMEZR ) NEBRIEIERTIE
- R IBIRATIEE L Z BI AN ZERARH root shell
- MRERTFHEAREINE (USB MBI, RIEIAIES)

—LEFERERSIE

{it Debian B 7| RRE)—LHFE5IX, HAETUNEPHERAEER.

« “iER Unix, BAMREMNMLZERBIEIRECS,  --- Miquel van Smoorenburg <miquels at cistron.nl>

- “Unix RAFRIFH - CEERIZEEREMAIKR,” - Tollef Fog Heen <tollef at add.no>

HEBRXE Unix H2” 5|H T —EHBHEE,
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Chapter 1

GNU/Linux #F2

BRBEE—EtERALR, MESE-FIFMOINGE, BHARENXERRTENN, BMRYEBCKRE. BT EIMR
ERES, BEFMSA—LERERS,

DebianGNULinuxH £ 58 KBVE&ET R B UnixIRIE R 4R, — B AESEMMIRER R, MYESZRABELSHLAKR
Unix 1 GNU/Linux B9%8{0 14,

BUIEEE S Unix BISCHE, ANERZMRIAI GNU/Linux X1g, ERMEHEMRBBETSERANGEE.

xR
WMRIREEFTEE UnixRAPERB—IRIFENGSITLIE, (R EKEETEMXETHNAS, BPHEIEEEM—
EEEEERTEE,

1.1 ITHISER

1.1.1 shell R
MENR G 2%, MNBMREERE GUI (HITNIGNOME 5% KDE ), BEGEENFTTEANE, BRFNEIHEA
foo, FEBNERRIFBM TR

WRRLE T —(@ GUI IRIE, BBEREABEAR Cul-Al-F3 EAERFETHEANERT, BERESER Cul-Al-F2 [E
ZGUIIRIE (BSH B2 TXE 1.16 1),

foo login:

TEERRERNAT, MBAGRNAFR, fl9 penguin, ARRIRMER, FTFREAMOZBLBXIROER,

JED=
1B Unix 84, Debian 24 FRAFBMZWEN/NEHREN., AFREEH/NSFEEM. F—(ERFKRKRE
BERKIEETAR, FHIAFERIRA root MF A adduser(8) RIE,

RIGFLAMRIFTE”/etc/motd” FRYERD{SE ( Message Of The Day ) REH%8, EFEER—(EH SRR,
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

IRTE, {REATE shell T, shell S {RAIARS,

1.1.2 GUI T shell 127RFF

INRIRERE Debian FBIEF, TR T —(B GUI RIR, BEMGERBZRERERABREZEANT, BAMFRNERS
BHEMZE] USRI EHEEREIRIR, £/ Tab 3 (BUEH ) FILAEERERWNZB 2 ERE, the]AERE
BEERME,

ZEAGUI(BRERENE ) IRIE TES shel IR7RA, R ARNEN—E x #RIntEHEEsEF20, 6190 gnome-terminal(l).
rxvt(1) B¢ xterm(1), £ GNOME £EIRIE T, {ReJUALBARHE (Windows ), FiESR/R¥EH A terminal” K5I
BR A& TR,

FHE-LEREAR (9 fluxbox) THE, FIEEZHREMREAREAD, IREERERR, A TEBREARRILA
ERRELRE,

1.1.3 root BRF
root BREFIREIE BN FPSISERFE, HEERFE, (REEAEIT NENAREIRET,

« A BHMERRZ LBEAXE, TEEFIRISXAFER
- REARS LEMXAHRIRTR EFER

- RERG LEMISERFRNZS

- RAFEBEREMAR

EREI root BRF, ERMRIEEMRTERIER.

==
Z25

HERAFNEM A HZE root ZH5,

JED =)

—EX 4 (BIEEHEEME, W CD-ROM &, EL#f Debian RARAE R —(EXH ) FIREPRETAEE B EIE root
RAFREZEANGATE, #ATEERERT, £ root IRFE—EIRIENTTE, BIEEMNEBRTEBZRHXMGE
RIAFANMEETEENRE (2R% 123 T,

1.1.4 root shell &R
EBEEE—LEARNAEFTLERIEH A root ZH512IE1S root 19 shell I2/RF.

- BAFHERREMER root FEAFBER.
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- EEERFEK shell BRETHA “su -17,
- ERER7FERAFPIIRIERE,
- EEEAFPH shell BRETE@A “su”,
- EEREFENAPHN—LIRIBRT

1.1.5 GUI R#%EIETH

MRMFHREEESBERBEE NS GUI (BRERENE ) NEECEIETR, (RRIUEAIREES (Fl1a
gnome-terminal(l). rxvt(l) B xterm(1)) A root B shell IfRF FREIE, 2R% 1.1.4 THHE 78 1,

=5

@ KIERNEARREIERE (9] gdm3(1)) BIRRAF FE#IA root R{EA root BRERIE) GUI BER/EFEEE
%E
KIERNEERERERRISE SR X Window TETAREEMIETE GUI 127, RRETREEREMTN X FR.

1.1.6 EREHIE

7EEL520Y Debian R4, B 6 ERItNIRAVEE VT100FFFIEHIIE, PJLABEIETE Linux F44 _E 28] shell, BRIEMREEI GUI
IRIET, BAFTCARRSIE A Alt 8#8F0 F1—F6 z—HREERIZHIERR, BE—EFTIEHIEES AT BIE
FEERPIIRIt S AFIRIE, B82S AFIRIEREAXRD Unix Bf5E, BEZ LR,

NRIRER GUI IRIEF, {RRIBAEIR Ctr1-Alt-F3 BRIEFEITIEGIE 3, LFRREIFR L ctrl $#. &£ Alt
M F3 2, REJLART Alt-F2 [EZ GUI IRIE, E—IREITEERIZHIE 2,

RtLR] AE R A < TItNIRE 5 —EEEZHIE, FIEItNIREI=HIE 3,
# chvt 3

1.1.7 EEEREGSITIRRA

Enwﬁim)\ Ctr1-D, BNERFZTFZABI-Ctr1-88F0 d-§, BI=IRERA shell ;&8), WNRIRERNRFEMNIEFIE, Fig
B2 EFIRRIT. BESLEEHZERN “control D” AT KEFH, RUARFEEIRE Shift-§#, Ctr1-D thaJARH
%E‘J AD, BN, REATUARAN” exit” BHERS1T,

MRAROIFS x 4EImIREERE (1) P, (REICAEREERE x #&mREEED.

1.1.8 EXRBEERRL

BT R EMAIRIRF R —R, Debian SEBNTFHIEFEIBETXHRFURESE, BLESEREZ S
FARA Rl FE 2@ E MRIBIE, EIBAFATE PR BRI G R AR R AR AR B, MRRGNERZGTAH, B
ERFAENEEERMEARER. (BRI, (RAIEFEEMBBREZRIZTRBENE, )

TEEZAFPEIELNT, AUERGLITRARMR,

# shutdown -h now

EEBERAFRIT, FIERGSITRARMR.

# poweroff -i -f

W

28% 638 1,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/Cache
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1.1.9 {E—{EIERiZhHIHE

BT LBEMNE (FII0 “cat TEBINMK") &, FRERME, FAIMESITHEA “reset”, (ReIRe@EAER
R LEEIFWMANG S, MBEIBEA “clear” RiERF,

1.1.10 EFEFFRVERINRIFE

AEEFISEERE, BT Debian MR/NRES, EEER mc f vim #H apt-get(8), HYBEMS, N
=ER,

# apt-get update

# apt-get install mc vim sudo

MRFELLRTELHRHAE, BELATEMWRGEREE,

]HEe mITE X/ ] ERER

mc V:55, 1:234 1492 | XAERANEEXEEIER

sudo V:597,1:809 | 4589 | ZAEBAFIEFL8% root IEFRRITEFR

vim V:102, 1:404 | 3286 ;

vim-tiny V:57, 1:969 1574

emacs-nox V:4,1:19 18364 | GNU JEEHHY Emacs, 52 Lisp HITBRE X 24 Amis 25
w3m V:25, 1:252 2367 | XABEANBHEAES

gpm V:11, I:16 540 X ARIZHE Unix NERAFEEEEE (5738)

Table 1.1: HEIIXARAEFEIIR

RRE-LEEEXE, tR—EFNEE.

]0HEe mITE X/ | RER

doc-debian 1:850 166 Debian IEE X#&, ( Debian & RER2 ) fIEEXIE
debian-policy 1:29 4306 | Debian %KF NHERE TS
developers-reference 1916 | Debian BASSBIEEASHASE

debmake-doc .0 10989 | Debian ZE:EZ F

debian-history | Il 4285 | Debian IEEEE

debian-faq 1:846 817 Debian & BRRE

Table 1.2: M EUEEHETIR

fRRI AR FEM &GS RRIELLE,

# apt-get install package_name

1.1.11 ZESNEFBERSE

MREAERIFECHERFERFREIT THNKBRF, (AUUERTENANAZE—BRERFERF, LR,
RIZ—ERFRE fish MERSR.

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html

Debian 2= F 5/220

[B1Z R A e
BRI —{ERE fish FIERSE, EMARBTME, FROUUNERTENGSRREERAFPRFFNENAFEEK,

# deluser --remove-home fish

1.1.12 sudo fi2E

HREBMEBERPIFLL, GIILETEELAER LASEME Debian 24, BEFHEMEE sudo(8) RESIEIFER
B (BB penguin) REMABFZREMIE oot BB AIESEIZ SRR,

# echo ”"penguin ALL=(ALL) ALL"” >> /etc/sudoers

I, EINERTIGSEIESERF (FISAF penguin) BEZBMIESEIESER.
# echo "penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERIDRHFEENERF TP AEE—MAFER.

D s

EZAFIFEHRAERERNEBAFKRFE, EREEEREERENRARXEME,

VIR

@ TELEAGIFH, AE penguin BYEBRARSRE B root BRREBEES HIIRE,
EisEERT, SEEERENH THLERH TFISETRRABEERNA, XENZERFHNATHERE
ERPTEIRMEBREIEITEIR (G4 T FIERR ), FRIEMFIER TRELTIEREET.,

E=

BTHIMRIRENXHFRMEFEER, MEZEEFER BHERMN AR MARER root #FE, KRB
sudo(8),

FEE MR MAR A A =B E, sudo(8) FIUIRF 1,\;?*%LE’JEI:FHJ57§|3EE’J IEERRMAHE root Zh8, iE
ALENMHESEEEENTHETEMER, MeJLARRBRIIRHMMAE, 5—FHm, ReJEREEAATEERN
FERR,

1.1.13 ARG

IREIREEEMIFIT Debian R T, REMERIFNEAFPRSFMAEEER,

IERER Debian 24 (AMERABLRE ) SREBEE NSRRI LLIFFERAFHARISARIR, E2%, "IeMA
BRI UNA, EROEERBENANEZFEFEE—H, MEZERE Debian T2 FM,

HPERTERAI, € Debian RAAEF—IE 48 Unix RAREE,

- 8 1.2 T EXEE)
< % 13 T (&ERERAD)
14 W5 (EEXHRN)
« 8 1.5 T3 (shell #%l)
% 1.6 ¥ (XFRERN)

#



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
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1.2 ¥F Unix XEZ 4%

£ GNU/Linux FIE 8 UnixiRFRAR, XHRAME Bz, MEMNXGMBERHIREN “/" BRIOEXHHE.
WERRRRBMRFBEL AR, SBERME—RE, BERCIERLBRE,

BLEXHB ST U EE S R @, mount(8) AMIERERE LIEINIXARARMER ERIXMHE £, Bk
B9, umount(8) IBEEX DB, EERIA Linux AFZE mount(8) HRLLSE, sJUBXXHREII—IAHER ST
75, WEATUEXHRAHIABLZN., BN, ERHE HATHEN, HEBEXAFRRSZFHFIESEIER L

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 LB %, FLHMARZE LIUMXHAHR, REKER, EEF Unix R L, REMNERENZMME, F
‘A, BRE—EXHRS, LEMERAHESEN, EHEEI Windows RiTR—(EEXKEE,

1.2.1 Unix X4ER#
THEE L Unix STEE,

- XHRR BAKNEE, HEEsE, "MYFILE” FI"MyFile” RANEKIXH,
- REBFEREXGRRNR, BENBE “/", FZIEEIR root HFMZKEBE “/root” JBET,

- BEBHBE—(EEF, ERINESEEFEEMRT /" UMK, REFZERHF. EMNEBFE /7 (BF “#
8" = REERT) LHETERERR.

- BENMASEFHREE —ELREXHR, BHRXHR, NBE, RIEFAL0AEZBNEIREMmEEEEE ix.

E={E#FER R &,

- IEMLBREXXHEL “/7 BiffEre, LTEESEBRRIXEHBZEE—E “/". £—# /" ERIEEBHK, H
fthey “/” ARARIRENTER. ERAEREMAL, NERXHNERE., BEETEESAER. ATHEE
2REXUZIEEBF: “/usr/share/keytables/us.map.gz”’, 7@, AFHIEEMNESE “us.map.gz” &
BEENXHE,

- REFBERSHX, HlI0 “/etc/” M “/usr/”, BEFEHMKIANHESHFBEE, FII0 “/etc/init.d/” F
“/usr/local/”, ZEEEMM “"BEE", FRIME—BEBHXHERBRMMK “/" ERENENEES X (—EX
) MERH—IRIRE, FHEIAFMREEE, MIFREE—EESAEERENAN "KE" #I—EE, &
EEUHRE (“/7): AtFEHEREHK, It H—RREERT —EXHTENEL, HERHNRSHE M
g?gg%ﬁﬁ'ﬂ;%?ﬁ’fﬁﬁﬁio FEZIERLEER “. . /" EAXKB#E, ESEFAEREAREMEURRNGE, N5

c HR—EYERE BRE-EARENBEREBERRBEIEME . EARRHRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, LA K EXEY Windows, ELRMEFE—EBREEE T —ERERF, tLwrc:\”, (EEWILL, #
RIFEMEEFESIRTYERBERERNXHRRN—HD. 288 122 7, )

ES=

HARPI UEXHFRZPEREENFRRENR, EREEREA TERME —EIRERE KRIFBRER—LEw
SITRASERASENTN, LU=, RRE, RITH MEERHRFEF { Y () [ 17 "\ / ><|
;L #HeN Y % 0 S MRMEE—EESERFNGR, LRFIEERN AN, EFAFMTEIR. (Rta]ilE
BEFRNEFEAE, BEUXEBERRE LLIEKR LikeThis”. LEBEEM Linux AFEBAEREXGHERRE

FZER.

=z
EE

EfE"root” FJRERRRR” AR root” XRR" RE#"(root) . BZIRIB L T XEECHAE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows

Debian 2= F 71220

=z
R

E:d path NMERTEZEMENMH B, LARERAGLRRANBE. EFRECEENSEEFTEER L T URAHE.

cI]]H

RIS BRI RIE A E BRIE XX R BB IRIZ2E (" /usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). REZEEUTH—LIFEEERBEENTER.

Héx EE3EES

/ RE

/etc/ AREENEEXHF
/var/log/ RBEEHEXHF

/home/ FrEIEERFMRAF B

Table 1.3: EER#HFIVAIRY|R

1.2.2 XEERBRNER

HRER UNIX SR HY{EAR, Debian GNU / Linux M) R A REVIZHIR AT RH MR A AR TR L, HE
BHRE, MEfaiERFIKIRBEME—HNHEXZIRE “/ dev /7 TH,

BEER. Bif. SREE (—EWEREXNBHXFENITE) 3 Debian GNU/Linux R4 LRIIRE B EH —{E M i
inodefVE#4GHE, A T EHARMBEY, AINBEEENERE (EE) EBRNE, RE—XGRERE, FF, €A
BERAHNRREERZRPIEIERRIRN Unix, IR Linux ORHGEEBRETTRAEN. RE, EEEH
TR EIEAERITHREFIEME I AEER R R P RE,

SEHYIZERMANMERNR —NMRIEIFEEERYN, AEEAHAFIREENGSHITZ T2 NENREEITE
BREVIRIE, BEEATNEREERIETERNSHR R ABIRRENIZIETA.

R’
NRFFEBR A BFIVIEE IR 2 BHERER, TH2E0EIT mount(8),

1.2.3 NHZRFRERR
18 Unix R BRI R RIEIR I E AR = R ENAR,

- BREENANAF (u)
- EEXHFTEENEMAR (g)
- FTEEBIAR (o) EHEE “HR" 1 “MEAN"

HXHRES, SEBEERLE T IIEIF.

- 7IEE (r) ERAAEEREHNAE.
- AR (w) ERAFFAMBEEIXAFRE,
« JEAT (x) BRAFBEESEXHEM—EmSET

HRB RS, SEHEERRETIEE,
- 7 (r) ERAFABEEIILBRANASE,



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- AR (w) ERAFATEERINEMERE s REAISIH,
« AJEIT (x) R BEEVRE B RRNXE,

EER, —EBERMWATMITERERENMEAERRRIXXMG, EAFERMPANENE, FIIX/NFUERESE,
Ls(1) ARBERXAFBHRNERER (B2 ), BETRSEE “- 1 BlE, ERRETEIEFERTIES.

- XHERE (F—EFH)

- XHRIIEER (9 BFF, —@EFFFEM—EZRBAR, E. HitMIEFRT)
- HEREEIN A RIREHEREEY

- XEFTBEENAFR

- EEXHFERAER

« UFFF (FH ) BEMIXMFERN

« X9 H HAFNRERE (mtime )

- XHHBRF

= :5BH
EBXHF
Bix
TroRaERE
FrIaREEEE
R REnES
e =P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" EHEMNE—EFFIR
chown(1) 52 root BREEXXHEIFTEZE, chgrp(l) BRXHRIFIB A root BREIEX4FrBRYZE, chmod(1) B
R AT EE K root R ESUIHFFNS M REVRAMEIERR, RIE—@ foo XHMIEAREZWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

fign, RETARBTEE—EBSFERAR foo FiE, WHE44E bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = BB ISR RERR AL

+ Set_User_ID {i (s E% S BiHFN x)
« Set_Group_ID fif (s 3% S &4H x )
« BREM (¢ TEREMARN )

BE “ls -1 HELUMNEHEREN, MRELHHRER 7eI#iT, MEXRRE.

B EFTHITXHER E Set-User-ID % o5 — B F A B S8 ID ETIEE T ITXHE (F140 root ), XEURY, 45
— (BRI #ITLAFERE T Set-Group-1D % SoET—{E S A XX AFHI4E 1D &1 752X, (I3 root 48 ), HAIELERER]
fES|EZ 2R, EREEMMNIHERERINER,
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E—EB# LRE “Set-Group-ID” 7§$TRFIE BSD WX AIZSEI, FTEEE HREERAIZM 4SBT ERYAE.

MBR—EBFRTE "W BREZEFRANERTREMEE ZMI—EEAEMR, 2 TRE—EESR “/tmp”
ERMBARNRHEHENTBSNER TMERATNRS, MEERRCISIE, ERMEMERRREMTM. T8,
ZIERA UREE B EME B AR eI N EAE MR EY —ER R HESR.

ERRLVEFBXHERDIF,
$ 1ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B » —EHERIUREMMERTTAIE, SERBFHRNER 3 2 4 11/ \EAUH (KB 8) B,

e ZREH
E—ETERF set user ID (=4), set group ID (=2) F0 sticky bit (=1) ZFl
F_EHF read (=4), write (=2), # execute (=1) #EfE ZF, user HF
E=EHF EE, group
FENESHFA EE, other

Table 1.5: chmod(1) &5 < X4 ERAVEIF IR\

ERERBEMER LAE/ME, MRMFIE “Is -7 SWHAIATEY (2-10), BRUEMR (KA 2) RNER
RIFFEIHE (°-" BRL O, “rwx” BRI 1), REZAIAERANFRIVENRRE 3 URFEERTATEN/ EURIRTR,

ETI6F

$ touch foo bar

$ chmod u=rw, go=r foo

$ chmod 644 bar

$ 1ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

‘R
MRRFEE shell IELBERFHE “ls -1” BRNEN, GEESEABATS, W test(l), stat(l) #
readlink(1), shell B¥&&<, 0 “[” =% “test”, "t EAEI,

1.2.4 EHIFZERMFTIE: umask

T ERFF eI &S B AR I T EBIE R = shell W< umask RIPREI, 27 dash(1), bash(1), FAE&HL (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian FEERERFERAEFAAL (UPG), BE —EHERABMLER A FIFEE Z RN —E UPG, UPG MBRFFNE
VENFERERR, SEFERAERERE UPG ME—MRE, BREEFEREHEESHFAANEZE, 1 umask 3REM
0002 EF3FLL T, (EEL Unix 2887, IEFEL@EFERERERE —EI users MARIEEZTERMMEL, EER:E
BRT, EREL2ZEIE umask 3858 0022 E—@FE=E)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 8 [ERVE I CE BB [=}F3

0022 rW-r--r-- STWXT -XT-X EfMBEERETS

0002 “rW-rw-r-- S rWXTWXT - X EfBHEE
Table 1.6: umask {E2/5

B

BBEE “umask 002” BA ~/.bashrc tEZ2FRL UPG,

1.2.5 —4HERENFFIE (H)

AT{EAHERER—ESEERE, SEEAEESEAER “sudo vigr” 4#8 /etc/group LARER “sudo
vigr -s” #s#8 /etc/gshadow R Z&ZABNME., REEBEEHZEEMEAN (1T “exec newgrp” ) LA

4R E,

==
EE

qE, RAJLE@ S

4=

—{T “auth optional pam_group.so” % “/etc/pam.d/common-auth” UAKRECE

“/etc/security/group.conf”, EEESNREEENEMYERAENE. (2R% 4 &)

£ Debian R4EH, WERKER S —BER, WRMFIE—(EERAERFIBRLEREHIRERE, {30 CD-ROM 1 USB

e, FRE

{EiEEEREMAERAERNE,

—LEZRNHRRRENERTEMERTE root FFAENRIRELNEMERIIRE,

48 BEdGEESNERI=TEE S

diatlout R hEENGEERIIEER (“/dev/ttyS[0-3]7)
dip BIRMEAERINE, EFEEERAIESEE 1P &R

cdrom CD-ROM, DVD+/-RW BEE/1Z8

audio BanEE

video REE

scanner FEzE

adm REEREER

staff —EERYABEELFRNBR: “/usr/local”, “/home”

Table 1.7: BARIERFRINA A RIRHIVEBHIIR

B

MEEBN dialout HESIINELERNERERE, BRVEIEHAS, FF5 BUR root FAER
“/etc/ppp/peers/” RZEEREU THEEBLBEERMGE, MMRAFTEBH dip 4, MFTLUEBER pppd(8).
pon(l), BAK poff(l) s EEIIHESK IP BRI ELRE(ERIR,

REZZMHARRUIERTTEMIMERT root FFAERITHENG S,

4 BEASEES
sudo AHEEMRMZEEHIT sudo
Tpadmin T SCARENRIEEHERE, Bk, BRENTE

Table 1.8: ERMHRRRHUAIFESFSHITHAETIR
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HAMRHEIEREFBENTETR, 2B Hbase-passwd BIRHH"“/usr/share/doc/base-passwd/users-and-gt
F, ERIRAR “EREMA",

FEAEBMERENEIEGS, 2R passwd(5),group(5),shadow(5),newgrp(l),vipw(8),vigr(8), A% pam_group(8),

1.2.6 ASFEE
GNU/Linux X 48 =388 A0RSRE B,

] B (BEL Unix IER)
mtime X ECRESE (1s-1)

ctime X HFIREBEREE (Is - 1c)
atime N REHARIRIEEE (s - lu)

Table 1.9: RFREELFERLTIZR

xR
ctime NE XA RIZHE,

JES =
atime 7£ GNU/Linux 4 LR EBERTEEFIESE £ Unix EZEBRAREL

E—EXH, BEREZXHFTEN mtime, ctime, ] atime B4,
s INEXHFNFIEENEER, A& 4R ctime F1 atime B4,
« EREE L/ Unix R4, B —EERIGNEIERE atime B4,

- AR, AFEERA atime B ; 7 GNU/Linux R4 L, EEFEEHERRMRER “strictatime” 58
HE&ZE’J’I T,

« Y18 GNU/Linux RAMIERZAFER relatime” BIEHE, FIREBEER, NBBERBIER, 1
atime B, (€ Linux 2.6.30 BB AYTERR1TH)

+ P GNU/Linux RANIBRFHEM noat ine” 8, WE—EER, FTENLEEERY atime B,

*ﬁ}
I

IRERZIERN

IR

R THEEENERISRPEMEFERZRIFICIE, ¥ T noatime” F'relatime” EMESNEIE, fE
F7T strictatime” LIE B RS EE AOAE SR AB IR IF &R FEZ E # atime B EEFERIRRIRF. BR atime Bt
BRT mbox(5) fERMIMIRLVAE. #1558 mount(8),

£/ touch(l) AL IEY EFEE RIS RERL,
HERER, EIERERE ("fr_FR.UTF-8"), s ssd#idi At F &,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

R
2E% 924 HTAESE “1s -1" @,
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1.2.7 &4
EMESEE—EER “foo” ELZ —ERRMNES “bar”,

- WER
- HIRBEREERE

- “1n foo bar”
 FFIRIEAEEK symlink

- BBRFIEE S —EERMISFRIESR
- “1ln -s foo bar”

2R TEAIRA, rm @S ERPELHIIECTAREIZER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ In -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

AT UER —EIERAMAE, LHAR—E inode 5%, B 1s()® “-i" EIRREER,

FPEREAMARRELRE “rwxrwxrwx” FIERSGREFFEE, MEEGIFAR, BROEXERTIEREMEDN
TERETE.

( : ) \Cy
FRAEMBIEFFIIER, FAAREE —ERENGRELEELBEERETFER. MRELNEEES
FIREERIER A M ES RV EREE,

5=z
1B

BEEAYREAL EREEEESE, RS —EFEnEEEEL,

“7 BERERARNTRENBR, EIEMRTEBRMELARK 25K, .7 BRERAIIRBER, BRILBRIELSE
h&= ¥y F B skeZILmiE M,

NSRRI Windows B E Linux, {RRRAGER Unix BIIEZELEE Windows RAFIAN “REHR" BSENE
DERETH), HRERERRARPERN, BEREFEIEGERRFRIERZENER, EEEFEEREIRL, ER
MmEEEEH,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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1.2.8 mREE (FKiELD)

mREER—EREE—RIESR, MIEATKETIESR, EXZ—mER, FHiLt, EWRER FIFO, BEESLE: F
REEEREHEETNRASES —IRTHR,

MR —(EGREEETEAERE, BANBREASHRELL, BEBSANSMNREETHENGLR, BEBEREH
B2 BEMIMENRL EENXKNMNARET, ENRFEEN, ERRERMEIRTE, & shell RHER” 1] 27 5F
EINEE—HR, M, —BEERTRE, EMEREFMAIUALER—EHFSY, EEHE—EFERENT. EER
UNIX B —{EIFE R ENHIRIH.

B FAGF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EIEF

ERTHEZEARFEMNARERE], EMNETFERAAS., SEMNGREE (FIFO) TEAFEFZEE
EZLEFEMZEETEMRR, HNERET, BEEFRAZTEER—BEHT, BAEERR—EREFNFIER.
EREFBIEM (IPC) HN—EEE, EFNXRIASEBMAKEEEARATIUZE, RERNWMER HREKRE
= M UNIX i EEF,

®R
Bi@netstat -an” L AIURAENBRARELI TR TRLEERET,

1.2.10 REXH
HEVHEIERANYIERENELRGE, WEL Bt BERE B8 ERNEN—(EMFREEIE, B

“/dev/console” RigA,

SR e SRR,

- ERBE—EFE

- —EFHER— BT

- mngas. RO

- BR3Afh

- BREANEIR, ETHH

- —fE% > —EFE

- RS-

IFETERSRAR X, BER IO TR, EAULRTH EAIRRNES. FXERARE, S

CAEBNE (IR IEEA PR, LEAN, fRPTIARS XA EAITENEERME “/dev/1p0”, SENRANBRAGSEHLIEE
FIERO “/dev/ttyse”, BR, MRIFBLBEEMIOLTTMN, BRIFTRESER—IHAKE#, AMUEREID,



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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=z
R

FBIRAEITENE, A 1p().

RBHVETRAEN R AEBIIT 1s(1) 158, WFFR,

$ Is -1 /dev/sda /dev/sr0@ /dev/ttySe@ /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, © Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttySoO
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

- ”/dev/sda” BFIERREIRZE 8, KERIEIRZE 0, ERIMUM disk BEHMAFER.

- »/dev/sr@” FERBIRZE 11, KEREIRZE 0, BRI cdrom BHKAFER,

« 7/dev/ttyse” FIERBIRE 4, KRIBIRE 64, ERIUM dailout BHEMAFER,
« ”/dev/zero” FIERBIRZE 1, KiRBIERE 5. EFJUREERAFER.

RN Linux R, BEE"/dev’ ZTHIXHRAEEENR udev() HHIEFE,

1.2.11 $5RERIEN G
B — LRI R ST,

REXHE B’IE HEEHER

/dev/null B RO “XHLEREFR (EOF) ©

/dev/null BA RO (—ERRBIRETRM)

/dev/zero & RE\0 EFFY” (B ASCII FIYEE 0 AN[E)
REGBESEERRO—EREER, REER (&

/dev/random sy fr;,ilbs =T aRb—EREFER, REEMR (8

/dev/urandom B RENZENZR BREEE EE SR O] — EREiEE T

/dev/full BEA REMEEEE R (ENOSPC ) #Hix

Table 1.10: 3% 58 B4R

BT RS AEE R shell BUBEERMSER (2E5% 158 T ),

1.2.12 procfs F sysfs

procfsFlsysfsmE B X R4, D BIMER”/proc” M7/sys” 2 £, #BARTHEELBERELAFRER, &SR,
BEEERERN, PR T AABRREARETHAEZM,

Bk /proc” BEEEMETHNERREMR T —EFEK, BHENBFTHMESERIZEMT (PID), EEEIEREENA
mIR, W psO, PILMEEEBSREBIESER.

»/proc/sys” Z FTHIBk, B2 TUEFRRELENETLEMED, (RBTEREMM sysctl() m<iEg,
NEERAEFEMNS/EEXH"/etc/sysctl.conf”, )

EAMIBERIEEFR AR /proc/kcore” B, EEEERKAE, SEXHRIFHNEMAFTERNIMEERS,
WANRERNZ, ER—EEERXHE, BERKEANTE, FTUARBELERIKXR,

»/sys” MTFTHBHBE T AZBHMNEIRLE, EfNEBY, UREMZENERE., ERBNEE TIRERLRNZ
BITEI 2 EREO,

2% proc.txt(.g9z)”,”sysfs.txt(.9z)”, AR E MR Linux RIZS4E (*/usr/share/doc/linux-doc-*/Doc
BLESZ#EH linux-doc-* BR{EER{H,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs @ —BERIT X4 R4, EMNXUEREFEERNGTR, 0BG, MRREFEEFH mpfs BURP]RER IR FELE
PR BSE,

RIpEENFHARGER, »/run” BERINEE mpfs, ERENE"/” HERERE, SHEFIMEBAN, ERBEEXMGE
HTHBTFREZA, ERFtE T Filesystem Hierarchy Standar2.3 fR R BRAY B $R M E :

« ”/var/run” - ”/run”
« ”/var/lock” - ”/run/lock”

« ”/dev/shm” = ”/run/shm”

2 tmpfs. txt(.gz)”, XHEAIH Linux I%XHE ( ”/usr/share/doc/linux-doc-*/Documentation/filesyster
Bi#gz T, BHEMHEE linux-doc-* 121,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & —1Bl Linux &I EELIRIRIZE T GNU R LT ET])” . EAMFMREET —EXEE
NERKRIRERRER, EESNEEEREERN Unix %,

RElRE R ERB TEHMS S RLEKIZES” nc ” B9 Midnight Commander €.

$ sudo apt-get install mc

M mc(1) dn L AMERZIE Debian R4, ERRIFMZEB AN, FERAREIOEREKEE —LREHINE,

- 7/etc” REFB#R

«” /var/log” REFB#

« ” /usr/share/doc ” REFH%

«” /sbin”#1” /bin”

1.3.1 BEE MC

A THEERE MC MBEHEENB &I cd MIHEBSR, HERIEN~/ . bashrc” B8 —EH mc BRHEAVFESHE,
. /usr/1lib/mc/mc.sh

1818 mc(1) (f£7-P” iBIEE) NRE, (NR(FAEEIEMBESERAEN, Fe]UHROESRE)

1.3.2 R4&)MC
MC BTLAERERRENAE R,

$ mc

MC E@EEEE T IBEMERERE, ALtMREREETE0E], RAFER F1 HrIAERENNE. FRIEER
IR INRERE A P CAER MC,

R
FLe&imtbl gnome-terminal(l), INEERRIIREER S TS WA IRIEXNHIE, 7 gnome-terminal &,
ISR EEIE - BT > RIER EERTEREAELEE.

MRIREEFIoAmIBEIE, BERLREZENS, BE@HIE -a” 5 MC s JIsET B BIIE Rt ERERE,
NRIEHRAEERR MC PHIFERRERE, PIMA2EE 9.4.6 7.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC XHEIE

FEERMERSERERSS TEREIIR. Z—EERNKRARREGERER” Gl KEBERNMIEEM, &
TRE-LDBHRER. TEREF gpm8) MITHRHR, (Rhr]AEFTHLIERBRRESF, (E MC BETE
il 8E_E RAFRIRGFIR — E BIRLE shift &, )

TRIE R PEUEINRE

F1 EOEE

F3 RESEES TR

F4 A ERAREE R

F9 A THOEE

F10 1Bt Midnight Commander

Tab EmEEOEBE

Insert @k Ctrl-T AR ZERRFENELER, MalR

Del MRER (E=---:8E MC AZEMRELR)
gt BREE

Table 1.11: MC R{ESELTE

1.3.4 MC %4515

- cd FYERFHERFNERR,

* Ctrl-Enter orAlt-Enter ¥BERR&H<SY, £/ cp(1) # mv(1) MIEE < RETRIE,
« Alt-Tab BERERBENIHE2RT.

- EIRHIE MC ar S 5| BRI LAFEERIB B #%; 140, "mc /etc /root”,

« Esc +n-key - Fn (i.e, Esc+1 - F1,etc.; ESC+0 - F10)

« 5Ei% Esc MERHE ALt —#; B0, #A Esc + c FTIERS Alt-C 2—HRRY, Esc #MEH meta i, BIFEHIE
2%”""'”0

1.3.5 MC A ZR4miEE 2

EENEmERE—EEERNBLEAR. # F3 MAREEEREY, BE F3 BEEKBISREER, 2IRATC
BENREVIEIR, (£ F6 iHREBEZIE/HR ~, FSRSERERRAZRHET. F2 #FEER, Flo0 Bh. 2
B IRE A EE AN IIF,

MC #rEg23r] B 2L T ERIE S 5 TURED,

$ mc -e filename_to_edit

$ mcedit filename_to_edit

EfAE—(ESHERIES, ERERBEAKIRKEIFFZINNR. EMmERE™ER, FTEAZ AlF <n > RiJ#
= #%4%m It {F A3 File - Insert file” 37 "File — Copy to file” RIBEINF,

M EB4mEE 23 P LA ) BB 4miEE 28 =5 1K

Bk, FSENERIRIZEEE SEDITOR Bk $VISUAL RRTEMRIESIAVER, WMRMRFEMER vim(1) 3F nano(l)
REAA, MREFEZS TEIIEXIBIIA~/ . bashrc” ¥ mcedit HEITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

R T RERVEEFRIEB A vim”,

WMRIRER vim() LEARNEF, REIUEREBD RAEFEEER mcedit(l) RiEITIE,
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1.3.6 MC AZRiatH 28
MC E—EIFEEENHIER, EE—EEXHTERYFNITF IR, BEEERTEE/usr/share/doc BigHE:H
R, EREEAR Linx SANSRAR, SEEEEETUIERE T 5SS PEEE —IE R EEME,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 HEREI MC

FEE] SO ERNERE
BIHITIER HiT@HmS
CEHEIXH BENSIGfesoAis
html &% BEENTHE SRS
7* tar.gz” #1”* . deb” X& FEENTABRERETER K

Table 1.12: MC F¥{[O]EE AV EfE

SRR RN ERERTBEN, THRMERTENWRERTNIT. A chmod(1) ELiEid MC HEREEN
EthPIRIRRE,

1.3.8 MC Hf FTP ERIERAMA

MC BEZ0{ER FTP BBREYHE EIE R BRI FO, AR "p” 2REYF FTP ERIER R M.4Z username : passwd@hostnan
RIS VB URL, FAE G4t B % — R R Z=E IR B #%.

i1 & FIRL[deb.debian.org/debian]” 3R2|EE Debian FIIESRAAM4EIE,

1.4 38 Unix T{EIRIEER

A MC ZAR S EGRIERIERE, B2 shell R AT EAGSI T EHMRIEEEEN, JERESHTELE
Unix T{EIRIR,

1.41 ZE A shell

{RETAIBIB chsh(1) BIB{RRIE A shell,

AN
HEJRER POSIX HEEAGRE, EMFIE shell EHALFMBAREGSELSTE L, TAIUARE, MEFER
IR,

EALBIER, TEITRY shell 48235 bash.
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ERESS) ATE K/v | POSIX shell | 388
bash V:796,1:999 | 6470 | Yes Bash: GNU Bourne Again SHell (28 ERIIZHE)
bash-completion | v.o) 1907 | 1503 | n/a bash shell F2TXiR5THES
dash V:913,1:993 | 221 Yes Debian Almquist Shell, B shell <15
zsh V:36, 1:74 2467 | Yes 7 shell: BiF ZIERFJFEZEE shell
tcsh V:8,1:28 1316 | No TENEX C Shell: —{@ Berkeley csh FJIE3&RR A
mksh V:7,1:12 1478 | Yes Korn shell BJ—f{ERRZ
csh V:2,1:8 343 No OpenBSD C Shell, Berkeley csh B —{E[RR 7
P iy _ \‘ = df
sash V-0, I:6 1090 | Yes BPEERLHY Stand-alone shell (LA RIRERE
#9”/bin/sh”)

ksh V:2,1:15 3284 | Yes Korn shell D E 1FRJ AT&T FR7A
rc V:0, I:1 169 No AT&T Plan 9 rc shell FI—{E &R

o Policy-compliant Ordinary SHell ZRESHE BRI Z B
posh V:0, 10 190 Yes shell(pdksh JR4E)

1.4.2 ZEH bash

ER] B &MY bash(1) 114, fEA”~/.bashrc”,

ETIAF,

# enable bash-completion
if ! shopt -oq posix; then

if [ -f /usr/share/bash-completion/bash_completion ]; then

. /usr/share/bash-completion/bash_completion

elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion

fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one

CDPATH=. :/usr/share/doc:~:~/Desktop:~

export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then

PATH="~/bin${PATH+
fi
export PATH

EDITOR=vim
export EDITOR

: $PATH}”

Table 1.13: shell 27T

N

LA EIE A bash BR{LERIT,

FEUNSE 9.26 T, #E 9 B

ZMA,

N

bash-completion #XEEEHELHER bash EITHSHE.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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1.4.3 450K

£38 UnixIRIR, B—LEBERKABNZRE, FIE8, H8H Linnx FREHHE, RJBEFEM Ctr1 0 Alt #97]
MIEETF, ERBELEESTENRRE,

TRIERE R

Ctrl-u REREEFZE TENFR

Ctrl-H EREZ TR —E =T

Ctrl-D BIF@ A (AR IRTE(EH shell, BJEH shell)
Ctr1l-C BIF—EFEEETHER

Ctrl-z BREEFREHIEEREEER

Ctrl-S EIEFF@ET

Ctri-Q ) & e

Ctr1-Alt-Del EEEEZG, 2R inittab(b)
Left-Alt-key (8¢ Windows-key) Emacs F1FE{ UT B95T#E ( meta-key )
Up-arrow FAIE7E bash FHIMSELIEE

Ctrl-R FIA7E bash FHIEEGRSELER

Tab 7 bash & 1THHEEXER

Ctrl-VTab 7f bash S THEE Tab MARETHE

Table 1.14: bash BYIZ R4 E TR

BR
Ctrl-S RI4RIRINEERTRERE stty(1) A,

1.4.4 BRIRE
Debian Z#STHEI X FHBRIRIERS 2 A, JMN—LEHTE:

- B4/ Unix BRIRIFAI:

- {£F 3 @k (EEE)

- ERFER

- B XEH, Wxterm, URXFEAEZEGIERER
- IR GUI (B EREN T ) BRIZFERA:

- (&M 2 [@¥&eH (¥ed) + B2 )

- ERXERMEELE

- AR GUI (B ERENTE ) B, kil gnome-terminal
B8, TERMNEEESREXFHE, ERIRENA, A Shift-Cctrl-c RKE, ExRFINERLIE—EMITH
*Ej_:to
ARARRER LNPRZR, #HRARTEE, TrJUREMPRERER, E2 BERAKNBRT, BFFRELRE
MERMEERIRPER,
ATHE Linnx FiEdIERERER, BEEE gpm(8) FAERETEEF (daemon ) 1T,

145 XHHNBEEE

less(l) LB —EGBRMNNERER (BEXANETRIAR ). EREEENGSIIBEIRERLRENER, £H

less MPBRABFHRMBZZEI AR “h”, ENINEELE more(l) KL EEE, EBEESHBIIMEHIT eval
$(lesspipe)”8’eval $(lessfile)” ERINREEREESE MR FMMEELE”/usr/share/doc/less/LESSOPEN”,
»-R” RIE] U BIE RGN F i BT AR ANSI EEREEFY, HME2% less(),



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BR1E o
EETEERE FERNEEFAEETE
EELE FEER AIEEE ERIFTE
BERE (FaAN) FERNUEFAEZTENERE
BERE (HRAX) &k ETREE (HF, BE, BFE)
- BEEFRE#EE Shift-Ins T EERAEZRIERE
Ctr1-X BT EERNEEIHERE
Ctrl-C (¥ im= Shift-Cctrl-C) BRI EENEEIERE
Ctri-v B EE T IREY A B ENh T e

Table 1.15: Debian E#9/8 BRISIEFIIERG R BRIRIETIR

1.4.6 XA4REE23

TE(ERYE Unix RAB7EYH, STEHEMRVIm 3 EmacsiI TR, REZEBEEPNH—E,

HAAZBERER vVin SR —(ERSEMEE, AA Linux/Unix RAE—HRERMIES T Vi w8838, (BERLEVIM vi
ARERK nvi EETEERNERER. AATE vim @127 F1 EER, ERETERENINEEERKA, FRLAFEE
Vim MAREEHEMN—LTEH, )

B4R RR A Emacs H2MXEmacs (EAMIEIEE, HEBSEFORIE, LHRERIQHNEE, Emacs B85
REHMIEE, OEFFEE, DRRES, BEEFRSS, SERESBURINEE, CHEmEENT
{EIRS T E NS, MEMSNER, —kARESBRA Linx ZAHEBBERBNHR Emacs, £ 9ERE
& Emacs AU AEEIOTAER T B 5650, EUEZUEEABEM Emacs BHRERZEMA GNU Emacs SEFHM,

AEERRATAEELEAREE —ERIZ, BA vin” 7 F1 @I FIARLE) Vim, BHERRIFEIE— T HIEAY 3517,
BENIFIZE)” | tutor |” Wik Ctr1-] BRI ABRIAR LIZFNIE,

pEF=1

FH4REERS, 1% Vim Fll Emacs, BJLARRIE UTF-8 REEAERGHEBIEANNTF., BEEEMEE GUI (BRER
ENE) RIETEA UTF-8 455, I HZEERMVIERNNFR, 4REFETLEZEBIN GUI (BFEERENE) IR
BHARIBIE . BN SAITEANFE UERZSE XK,

1.4.7 BB XA REES

Debian BFFZAEMARIERE. BMRBLRELERIN vim REE,

Debian BIB#< “/usr/bin/editor” Rt T HAMEKBIMIEIEIL—AR, EUHTIZRF (HIM reportbug(1))
AUBRE, FATLEE THROREE,

$ sudo update-alternatives --config editor

HIRIFE, BEZEFER “/usr/bin/vim.basic” & “/usr/bin/vim.tiny”, ABEIZHEASR.

BR

HZIEFERBIEZE “SEDITOR” 3§ “SVISUAL” RREFEAANEREERS (2R 1.3.5 THE 9.3.11 T), B
52 Debian R4 —HMHEE, ©F#HRER “/usr/bin/editor”, (EREE L, “$EDITOR” 2 “ed”, “$VISUAL”
IEE “Vi”o )

1.4.8 EH vim

eI EEUE vim(1) B91T4, B~/ .vimrc” ER,
EXTIEF



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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" Local configuration

14

set nocompatible
set nopaste
set pastetoggle=f2
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the 1line above being recognized as a modeline
" filler
" filler

1.4.9 &Ci#x shell j5E)

shell & HOMH AT ALRINN T R, WATREERITEEBEEEE. 1§ shel BBIEHE XA PBREBERET
HEHER, BEMHITEARRSIEEFREN, SEEHREVARAT L,

S8k shel JZBIMEARTSIERE script(l) FiEIT shell,

ER T IEF

$ script

Script started, file is typescript

£ script F{EREST shell &<,

% Cctrl-D KR script,

$ vim typescript

285 911 T,

1.4.10 EZAHY Unix ssd

EAFIREBBEARR Unix 52, HER, HEMNE—MEE LM “UNIX", ] UNIX ZEZARBEEHSRHUESEN
%%, Debian ZABABISN, MRE—LBSREIENIBERRA, HRERL. MR shell FEATHE, HHE
MarLHEEARE, ELEMFLATHREZUEEIERFRNIT.

ERERISERPIRSRRER T IINGL,

ES=1

Unix ﬁ—ﬂﬁl'fﬁ’é% M “.” FENXESHEERE. e REESTREEEENAFRERIBENXE,

R cdd%, 2R bu11t1ns(7)

BEAM Debian RAENEB L ERERIZEFRE more(l), EEEFEIRE, @iBFS “apt-get install less”" &
4 less MHBIE, less(l) EMBIAHBNNERERER, ENBEES QEERTE,

"[”#0"]” EIERIRRINps aux | grep -e "[e]xim4*”" @< H, TILE R grep HEAERTHREBZ, IE
BIRRAFH 4 BEEREHFIL'S", EELAE grep B E) exim” 132"eximd”, #ER"*" aJAARGS
BLREMEARRIAP, EREFMNSEEA—KI, SREFMEBRFIEIRRINIUEE grep(l).
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wmd Bz

pwd BrREr/ILFEHNERE

whoami BrREaEFR

id RS AFHBH, (B, uid, gid FIFERAE)
file foo BER “foo” NHERIXXHFFEET

type -p commandname

A~ “commandname” S HINXEFFIRAE

which commandname

[EE

type commandname

FE~ commandname” foHITEREEE

apropos key-word

ERE “key-word” BRAN®S

man -k key-word

L

whatis commandname

B—1TfE%E “commandname” &%

man -a commandname

BA7R “commandname” an<RIRERE (Unix B )

info commandname

BER “commandname” wmSHEERMMAERE (GNU ER)

Ts BEREHFAT (AESU. BEMENXEFNER)

Ts -a HRERANT (BEFMEXHER)

s -A BrREFRT (BSLZFmeXEFMESE, KRy “..7 M ".7)
Ts -1la HERBNERATE, AESHFHENER

1s -lai #EHIN VHERNE, 2 4

Ts -d HEREREHR TGRSR

tree FEARERER REEFEAD

Tsof foo I B RGARERITE SR "fo0”

Tsof -p pid SRR FREREIESR: "pid”

mkdir foo EERIBERPEILFESK “foo”

rmdir foo MEREr1E 8 FHY “foo” HEx

cd foo B[S RIHR FevZE  $SCDPATH” HHY "foo” Hix
cd / IHREIR B 8%

cd BRI EFAFRNRE %

cd /foo B AEHREE “/foo” HIEER

cd .. IR E E—2 H %

cd ~foo INRZIAE “foo” HIZXHEix

cd - I PATEFIEE:

</etc/motd pager

ERRR Y BERRIZEFRER /etc/motd” AT

touch junkfile

By —E=XH “junkfile”

cp foo bar

B —EIREXHE “foo” BEF—EHXXH "bar”

rm junkfile

MBRSXIE “junkfile”

mv foo bar

m—EIREXMH “foo” Ea&hl bar” (“bar” WEANFIE)

mv foo bar

—EBREXHE “foo” BENFIFAIMUE "bar/foo” (WEFHE
ubar” Eﬁi)

mv foo bar/baz

BE)—EREXHE “foo” FFNUELEHRBE “bar/baz” (W
AFE “bar” Bk, BARFEE “bar>/baz” Bi%)

chmod 600 foo

FEMABZIESHEXHF “foo” (LEMBABEERITENX
)

chmod 644 foo

FEMAHREXHE “foo” FIEEARIER (LHMBEARBEE
BITSUT)

chmod 755 foo

EEMAE “foo” FIEMARIR (HEMBAEERITZIHE)

find . -name pattern

fEEM shell “pattern” ERLEHXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
ERVEIRE )

grep -e "pattern” *.html

TERIEHE A “.htmU” EEMABEXEFR, BXLE
“pattern” BIS{FIFER

top

2FERERERES, BA "q i

ps aux | pager

MR EIEAETRERERNER (BSD Eig)

ps -ef | pager

MRFTBIEEETIERRRER (Unix system-V EFE )

ps aux | grep -e "[e]xim4*”

HA NG IEE(T "exim’ # “eximd” BEFE

ps axf | pager

RERFTA LEEETAIETERERE (ASCI Eg )

kill 1234 I ID B 12347 HERE
gzip foo {EH Lempel-Ziv 4mtE (LZ77 ) 15 “foo” BRAEE “foo.gz”

gunzip foo.gz

;"I% “fOO.gZ" ﬁg@% ufoon

bzip2 foo

{83 Burrows-Wheeter IR HFFF B4R &;%F0 Huffman 4wA515 “foo”

BR4EE “foo . bz2” (BRUEERLE gzip BIF)

bunzip2 foo.bz2

% “foo.bz2” BEEE “foo”

xz foo

fF Lempel-Ziv-Markov 88,1 “foo” BEEE “foo.xz” (B
MESREE bzip2 BIF)
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fEREIER, BERLANGSRERERFLRARR, MREBEMEMENEFSHNEE, FHUREFM,
B FAGF

man man
man bash

man builtins
man grep

man 1ls

@B BB LB

FHOREBPTERARRHUEE, ARCEMAHMEEMZE, LERIEREE. EEERMWMLEFMH. B2, —BFE
BTE, RRMECMIER.

FERE, FTZ%E Unix a5 (BLE2KE GNU 1 BSD #Y) #Rr] CABR/RAGIEMEENER, (RRICAMER TIMEHR—EF
AREFBE (BEANFEASE WA ),

$ commandname --help
$ commandname -h

P el =] =]

1.5 f5E8 shell 555

IRTE, (REUPIER Debian RARELBE—LREBT, BHFIERABM Debian KM SHITHE, EER, %
BIFM—ARRER, FRENBEZR bash(l),

—HREYER < BB F RV FERL.
1 BREZEE (TE)

2. unﬁ
3. 28 (E)
4. EEME (NHE: >,>>, <, << ZZ
5. EENRE (TE: &&, ||, BITE,.&,(,))
1.5.1 SHITNIRIEES
— LIRS B A S &S Unix o MITE,
IBIESENIRAER PAM RAVIBIL, B - LERELERIEFERRTE,

« PAM ( Fl{@th SN EREEIRME ) RARVIEA, LU pam_env 1&4H, BT BLEB /etc/pam. conf”.”/etc/environment”
F17/etc/default/locale” ;R EIRIBEE],

- BEREERE (170 gdm3) B4R GUI (BIRERENE ) SEEMRERREE,

- FERAEFENIERYBLEE, FTUEHRERE"~/ . profile”, ”~/.bash_profile” #”~/.bashrc” Fi8EHIE
tk"’k%&

1.5.2 “$SLANG" EE

YEIRMEESIRIBRESLANG” IRIBE P E R, THETENBHREEES”LANG=XX_YY.UTF-8”, Si&TEE F KA GUI
(IH,EEH% E) FEZE, FI9N7E GNOME EF'/TE, "HRE - B &BE” - P Ee /7B

==
=)

BRIZZRITAZISLANG” REEEARRIZEY, REEENFEHNIERA TR sLC_*" FIERIEE,
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e IriRE Bz

XX 1SO 639 EB= XS (/N ) BN “en”
YY I1SO 3166 BIZXEE ( K& ) a0 “US”
272727 imhS, HWEREE "UTF-8”

Table 1.17: FBSIRIRER 3 EEFD

locale #EE FEE (&)
en_US.UTF-8 =EE (=E)
en_GB.UTF-8 REE (KATIER)
fr_FR.UTF-8 %as (EE)
de_DE.UTF-8 = (EE)
it_IT.UTF-8 BAREE (BXRFD
es_ES.UTF-8 PaIEcFRE (YT )
ca_ES.UTF-8 Bu??r!é (@)
sv_SE.UTF-8 IREEE (IRE)
pt_BR.UTF-8 BaET= (BA)
ru_RU.UTF-8 fBsE (HE)
zh_CN.UTF-8 =8 (FEAREME)
zh_TW.UTF-8 EEB EES D)
ja_JP.UTF-8 HzE (HF)
ko_KR.UTF-8 528 (EE)
vi_VN.UTF-8 WEERE (R )

Table 1.18: locale ¥EBEMTIER

“SLANG” EHMTEMESIRIBMER 3 #oMAM: “xx_YY.z2277,
{3 shell S L1TRIEFMIT FHIHEMEGS,

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

5, date(l) BAWITHHER T ARNESRIRE.

“SLANG” :REARMIITERESIRIEE “en_US.UTF-8",
“$LANG” 8B E;XiER UTF-8 locale { “fr_FR.UTF-8",

- F—{Ewm
- B {Ew

P
P<,
P
<

ASENGLERTHIIAALESRIZEE, HRELENGTF, METNERNTHAR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

TN

'R —{E BUG HREMAFR, MREMMRBIFREMIRIE, £'LANG=en_US.UTF-8" ESRIRRIE P H&Hm<

THRET B —L,

EITH

HIGGEESIRIRECENME, 2R% 8.1 T,



https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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1.5.3 "$PATH” £

E {R7E Shell B#i \an S HIBFR, Shell EESPATH” B FIEIZ R B IRTIREEITIES, "$PATH” EEEHAUE
Shell B8 2 ER1E,

TETREERY Debian ZHRIBIEHR, FTEARNERERIZNSPATH IRIGEECIsE R EHE”/sbin” #1”/usr/sbin” Bix,
fan, ifconfig HLMBEIEETEMEE”/sbin/ifconfig”, (FEUM, ip BLREE"/bin” BE#ET)

B A7E Bash $§$ 161837~/ . bash_profile” "~/ .bashrc” & $PATH” IRIEEBHIME,
1.5.4 "SHOME” &

BEGSEEREESPHEN T ERASEENRE, ARBBEEMNATRINETHHITAHN, FREBRKESE
FA”$HOME” E8URIETE,

»$SHOME” Z 81 EXBITIRIRE

/ VREFATHRER (TEREF)

/root root (EAE T vl Shell HITHITER

/home/normal_user EEBEREFF I IE Shell UITHITESR

/home/normal_user EEFERE GUI REIEENTHIER

/home/normal_user F root FAEFrI R TIEZ"sudo program”

/root H root (FAAB T rIiEFITFZ,"sudo -H program”
Table 1.19: ”$HOME” £ E{EFIR

BR

Shell BREH~/" KB ASRIERAENERR, R "SHOME/", Shell BREMH ~foo/” % foo HNB#R, L

="/home/foo/",

1.5.5 m<$7EIE

— LSR8, BLESIEA -7 B - - BHER, EBEEZREIE, AREHGSHMITA,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

B8NS SSIE-R” & date(l) Ap S8 E A RFC2822 1ZEMBHEIFE TR,

1.5.6 Shell EEZET

REREEELTPEGLHEBBRITMAZTEREBA, HERBREMNS glob, (BEREWER BAFT), B
LE3R BB EBIFE R,

ERTI6F

mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
echo *.txt

LEXt 2. txt

echo *

.txt 2.txt 3.c 4.h

echo *.[hc]

.c 4.h

WHRBPRP B H



http://tools.ietf.org/html/rfc2822
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shell glob &1 [LECFR AR
* AL, FEERTER (FR)
F CA”.” FHEERE R (FY)
? WBHEFT
[] BEERRTNERF B I U ERBET T
[a-Z] va” B]7z” ZBNEE—EF & el IEABRETF T
[A.] RTESEESRFNERFT (7 1027 R5N, HEFTE M
EREETF T
Table 1.20: Shell glob 1zt
$ echo .*
. .b.txt ..6.txt
$ echo .*[Ar.]*
.5.txt ..6.txt
$ echo [~1-3]1*
4.h
$cd ..; rm -rf junk
28 glob(7),
B

£ shel BAMERBLEASRNARE,
B8, (FPOSIX Hy4F1E)

" -name "iEIEM find (1), Hshell iBxX” * 7, EE” . " AW

EE
BASH B LAE A ERY shopt $EIEZN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”” extglob ”
ERPIFMITE, (B bash (1) HafREF4R5REA,

1.5.7 @Wm<HIREME

BEGLEHTROEMREIAE (28: “$?7) (FBREE,
SR HIRRE EFIRMEE e [O]{H
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.21: GFS AR S

ERXTIEIF,

$[1=11]; echo $?

(]

$[1=21]; echo $?

1

=z
B

55, success £7&#§ TRUE ,

0 (zero) BIREME. EELETEE, SEAESERE—T,



https://zh.wikipedia.org/wiki/POSIX

Debian 2= F

271220

1.5.8 BAIM|EFFSF] shell EE G

EHFIECETE Shell s S EEN AL TIFTERNGLEE.

meERAE Bl
command & 7EF shell B9 E F#H 1T command
BEEEE of bi of b
commandl | command2 J_‘J_I_EJ_IE-! commandl FUFZEZEEH T EE command2 FUEZER A
(MEATEIT )
N N ‘9 A 'TT> ROE T == :: (Y
commandl 2>&1 | command2 BB EERG commandl FUFEEER HFANFEEERIEE command2 £

REWA (EITHIT)

commandl ; command?2 #1717 commandl B command2 {EFHET
I T BT, AT BEHET (&
commandl && command? 1T commandl; &RII, BIZ#HIT command2 fEFHETT (B

commandl &2 command2 &Rk LN, BIiEEIREINAIFNE)

17 commandl; BRI, EEHIT command2 fEFH (B

commandi || command2 commandl B¢ command2 a1, BUEEIRLINAVENE)
command > foo 7% command FIREEHHEE@RIXHE foo (BE )
command 2> foo 7% command B EEREE @2IXHF foo (BE )
command >> foo 7% command FIREERHETE @ZXHEF foo (FFTAN)
command 2>> foo 7% command PR EEERE & 21X HF foo (FFAN)
command > foo 2>&1 1% command FIFREH H AR ERFREE QX HF foo
command < foo 7% command FIREEAEE @RI foo

command << delimiter 7% command FIREEMAEE QR FENGSTT, BEIEE

“delimiter” ( here document )

command

<<- delimiter

1% command PR EMAEE @ NENGST, BEEE
“delimiter” (here document, &< {THRIEINRIRTEHZER)

Table 1.22: Shell 55 & B A%

Debian 42 — (B S EFHVRIFR R, REEFSRRF T —E shell PHITSEIEF, REERNWEED K shell

HINEHS: jobs, fg. bg M kill,

ER TIEF
$ </etc/mot

$ pager </e

d pager

tc/motd

$ pager /etc/motd

$ cat /etc/motd | pager

5B E8 bash(1) RAYEET: “SIGNALS”, “JOB CONTROL” # “builtins(1)”,

BE 4 B shell EE @G FEEETHERNGR, ERE—(EFFEEEHRMET TERIIMNY cat HLRETER.
shell RFFRER exec EBIER—(EXHERTTRITRX A,

$ echo Hello >foo

exec 3foo

cat <&3 >&4

$

$

$ exec 3<&-
$ cat bar
H

FAEZBIX M

4bar # open files

4>8 - # close files

HRTF 0-2,

# redirect stdin to 3, stdout to 4
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B Bz X FER T
stdin ZERA 0
stdout ik 1
stderr FERES= 2

Table 1.23: FEEZMIXEIHIART

Re] AR R ERME <R E — @R B,
EATI6F

$ alias la='1ls -1la’

IHE, “la” & “1s -al” WEERR, TEEZURIRERYHFABENXX G,
{ReILAEA alias RIIHEFAEMNFIR (2R bash(l) Ff “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’

fREJLAER type REER S HIEERIR TN FER (2R bash(l) Y “SHELL BUILTIN COMMANDS” ),
ERTIEIF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ARARMERIB, M “file” 8K, Bt “1s” 1R5C#A “hashed” (#RERAMIRR ), BN shell E—{ERERAIFCERF
RPGEAR “1s” FTEIME,

BR
2H%E 926 T,

1.6 %3 Unix BIZAEIE

£38 Unix W ITFIRIER, XAEEREREREEEMNFRENSRET AETMN. ER% —EEZEER Unix B,

1.6.1 Unix XATEH
EEE— LT Unix RAPRSERIIMNIEEYARETH,

- RBEEAEREN:

- cat(l) EEXHFL#EHEERHIAE,
- tac(l) EEXHIL R [E%H,
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cut(l) EEITH— oL,

head(1) &t >4 HIREEE,

tail(l) EHXHEFNERE.,

sort(1) B A EFRITETHER.
uniq(l) #EHEFRIXX G BERERNTT,
tr(1) B iR F .

diff(1) B XHRVITEITELE,

. JEERERERIERIR/RT (BRE ):

ed(1) B —{BRIATT4wEE =S,

sed(1) B —{EiR4m¥E2S.

grep(1) ILEZim 2 pattern B3 F,

vim(l) R—(ERF4RES.

emacs(l) B—(EF=4wEEzS. ( BLLHERER BRE )

- ERERMERRERN (ERE )

- awk(1) EITREEMNAEIE,

egrep(1) ILE2H 2 Z (@ pattern BIXF,

tc1(3tcl) FTLAEITEMREFRINX ARIE: 28 re_syntax(3)., #REEH tk(3tk) —#£ER,

per 1(1) STLAEITERMRBERINIXAEE, 21 perlre(l).

pcregrep BEEEIHAY pcregrep(l) FILALEE R Perl BB IEAIRRI (PCRE ) EWRAKIXF,

python(l) #7%8 re &P RIS ETERANS E41EZ, R”/usr/share/doc/python/html/index.html”,

MRGAEEELHSAREMTHE, BEA “man command” RECIEERERIE,

EE
HFMIEFRMRAINEBEBDRRREBSIRIE. NRFEEE ?%—@E—E%E’\J{;i;%ﬁ?%, BJLAER “LANG=C” B
C.UTF-8 :EEIRIEREBERN UTF-8 E5IRIE (2RE 81 ),

EE
Perl IERIZRETN (perlre(l) ). Perl #BFIERIFREIL (PCRE) # Python 89 re 1EIR{IZHAVIERIFRZERX L —F
#9 ERE 18ttt 2 T S BANER.

1.6.2 FRIFREL

FRIRRAREREN S XFREETRER, EFf2EM shell WERFIT, BEIMEFHMEK,
[FRIRTAEABRLENRN, ERBXFFIMITFITEMN.
TFHEERTERRSBNFEN. cMEMEEENAIN, BRE fl ERE , EAMEEUAR LA XETE,

F R emacs RINABEZARR BRE B A7+ B17?” {4 metacharacters Eff ERE, Elt, AEZEL\” EIER
R~ emacs RNPMAIERLFIT,

grep(l) FJLAMEAERIRENREITXAEE,

ER T IGF

$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE
Yoyodyne, Inc., hereby disclaims all copyright interest in the program



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
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BRE ERE IERFRER R HEA
N . [T ANMNS$* N L. [T~ BANTER
AYAYESYEYEYEY BRE BHER “\” Eskﬂﬁr_ﬁ—f&
+2 () {3 | ERE BEMAERE "\ BENITFT
c c MEIETFR “c”
\C \C LEE—EFEE&LHNFR “c”, BfE
“c" RERTFEN
. . MEITEFT, BERTE
A A FRRMARMAE
$ $ FRENERMAE
\< \< ERHRAE
\> \> BRNERME
[abc..] [abc..] LEE “abc...” FREERFER
[Aabc..] [~abc..] LEFRT “abc...” RAFEEFEMN
r* r* MEEFEHSE “r”
r\+ r+ i —EZSE “r”
r\? r? LEEEE—E “r”
ri\|r2 ri|r2 CEe—{@& “r1” s “r2”
\(ri\|r2\) (ri[r2) %%EU%@E;@ g% “r2 °, HEBERER
Table 1.24: BRE [l ERE HFRITTFHF
N

28% 926 T,

1.6.3 EHifRRER

HRBIGRRER, EFEFEHHRNSE,
BRRER BRRENSRIXA
& FHRERTILRFINS (1 emacs PIEMA \& )
\n Bin BEEN LI RERLENNES (' 28F)

Table 1.25: HiRiER

¥ Perl BT ERRER, BEM “$&" ik “&", BEM “sn” MmIE “w’,

ER 6T

$ echo zzzlabc2efg3hij4
sed -e
zzz=1labc2efg3hij4=

$ echo zzzilabc2efg3hij4
sed -e
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4
perl -pe
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4
perl -pe
zzz=1labc2efg3hij4=

onk

SEEHDE:

's/\(1[a-z]*\)[0-

's/\(1[a-z]*\)[0-

's/(1[a-z]*)[0-

's/(1[a-z]*)[0-

TRIELEREARENIER,

|\
91*\(.*\)$/=8&=/"

|\
91*\(.*\)$/\2===\1/"

|\
91*(.*)$/$2===$1/"

|\
91*(.*)$/=$&=/"

AR S L4 ML EC R SE A AN 4% B 1R B N RIS A R IE T A Y,
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EBEIFAIRRAE—L4RIER P O] U ARBEIFZNE RN F,
7E shell LFNITRMRFME “\” SEIR—EIRITHE (FAZEF ), UASHEBEE T —1THITE,
AR EHEAFMREBFELHS.
1.6.4 IFRIRTRINMEMEER
ed(1) L EJLATE “file” FAEETEHY “FROM_REGEX” Ei#py “TO_TEXT”,
$ ed file <<EOF
, s/FROM_REGEX/TO_TEXT/g
w
q
EOF
sed(1) ML EIATE “file” HAEFTERY “FROM_REGEX” &AL “TO_TEXT',
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file
vim(1) LRI BUEBER ex(1) 8 <7 “file” HiGETER “FROM_REGEX” Ei#py “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’+w’ ’'+q’ file
R
L@l “c” 2R U RES X BIRESERET E B NIRRT,
SEER (“filel”, “file2” M “file3”) [LAEMA vim(l) 3 per 1(1) BBIERIRRNE THEUNEE,
$ vim '+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ '+q’ filel file2 file3
R
FER “e” 1ZERATHLE “No match” #8:RPEIEIR,
$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3
£ perl() BIFH, 7-1” RES—EBFERNERERE, "-p @RANEEFRBHEENESR.
R
fEASIEY “-1i.bak” K& “-1i", PJLATEIEREIIE “. bak” BT, HREMNER, SEESKREBETPIRESSE
55,
R

ed(1) #1 vim(1) R BRE ; per1(1) f£MA ERE,
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1.6.5 WMNFIERMRZDIZIEN
TEE—EXFER “DPL”, BEEHE 2004 F£LAFI Debian ERMBEEE ZFMEIAHE, HASIESIRE,

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
wWichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
2R “Debian 52" EEIRHAY Debian BEMEERE.

Awk EE R RARMEZEBIFIERTIRIER,

Em TAGF

$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ’($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }' <DPL # When Perens started
April 1996

Shell (40 Bash ) the] AR ITEIEES,
EATI6F

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

WE< read EA “$IFS” (IBBEHD IR ) FHIFITRARITH IR S BB,

WMRIRAE “SIFS” &% “:7, {ROJLARIFHIER shell R347 “/etc/passwd’,
$ oldIFS="$IFS” # save old value
$ IFS=':’

$ while read user password uid gid rest_of_line; do
if [ "$user” = "bozo” ]; then
echo "$user’s ID is $uid”
fi
done < /etc/passwd
bozo’s ID is 1000
$ IFS="$01ldIFS” # restore old value

(WNREA Awk HEIERENE, EH “Fs=':"" RREHHPEM. )

IFS thif shell AR DB | BIRAEN. mSBRNENBAEHNER. EXSTHIRELS|SRNES|SRHP. 1FS TR
RIER 8. tab FIHRITH,

Rz [B{EA shell BY IFS XI5, & shell i$IE LB — MO MREAHCNBAR, ERE-LHENSE.



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ IFS=":,"

$ echo IFS=$IFS, IFS="3$IFS”
IFS= , IFS=:,

$ date -R

Sat, 23 Aug 2003 08:30:15 +0200
$ echo $(date -R)

Sat 23 Aug 2003 08 30 36 +0200
$ unset IFS

$ echo $(date -R)

Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREEWRSHNAFERES

# use ":” and ”,” as IFS
# echo is a Bash builtin

# just a command output
# sub shell --> input to main shell

# reset IFS to the default

b5

THMESHBEREEN—H7, FIUM—LABNES,

BB (E—1TABA)

mLMR

find /usr -print

BE>/usr” FTHIRMERER

seq 1 100

FE~ 1 2] 100

| xargs -n 1 command

xargs -n 1 echo

EREEBRNE—IEFR5IH, EEHITHS

EREEBRE, A=RRRNIE, 2RRE1T

xargs echo

EREEERNMETEHA—TT

grep -e regex_pattern

REBEBR, BEE regex_pattern 1317, REER

grep -v -e regex_pattern

cut -d: -f3 -

awk '{ print $3 }’

BREERRK, NEEF regex_pattern 1T, REEHR

CREERR, A7 PRIE=JIRIE K (passwd iBEZ. )

IEAZ=BIRFRYSE =5 REXEH 2R

awk -F’\t’ '{ print $3 }’

TCH tab FEPRRFIRYEE = FIREXE 2R

col -bx [E31S] , tab AT
expand - BAER tab SBRTIRE

sort| unigq

AIF I MPRERTT

tr 'A-Z2’ "a-z'’

BANFEERS/INEFE

tr -d '\n’ RS ITERA—1T

tr -d '\r’ MFRIRITEIERF

sed "s/N/# /7 ERTTEEN—E# &
sed "s/\.ext//g’ MER” . ext”

sed -n -e 2p EpN

head -n 2 - RE~ERBUEPTT

tail -n 2 - BrRREMT

Table 1.26: EiBa LR/ NFERIELIBIIR

€A find(1) ¥ xargs(1), E1T shell IE<LIBEEMAES EHER DEBER, JTURITHEEMNER. 28%F 1015

BHE 939 1.

E £ H shell EEMRVE S AFRIERIRF X,

FEER—{E shell FELW (2RFE 121 ).
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Chapter 2

Debian EXFE BRI EIE

| et

fmik

BERERMVEBERINNKSES: bullseye,

Debian @ —{EEFEE S, TEY —MBEHTHENTERE _EUGSLERET S EEM,
FZIRIHMRKRIGIRMH T HTTP F1 FTP B975 X 3K 55RS Debian #£3€E, te]A{#EH CD-ROM/DVD ,
BEi Debian WEEEIEIRRME SIEEFIEE T H (APT), CEEAERMEELER,

Debian BXEEEEIRR %, EFEREER, JLARERABERERETER SREN T EMNHNRESE A4aT, BE, B
63210 {E =] FAH% amd64 ZERERIERRES,

Debian BEERIERAMBEEENESL, B SAIHEENIREREREANRRSA[AN, ]E, RAKETIINE
lﬂ:'o

- apt(8) ARAMBNEENARSIIRE, BSREENRER. BRAREAR,

« apt-get(8) ARMIESIERIEN Debian EEREIRR G, T©IE apt Ao Bt a[{EA—EHIRREIE ( ERINEE
#J Debian R %% Do

- aptitude(8) ERA—EEEBINNFNEREECKRKNRESTIESTAHIEIZE,

2.1 Debian BXEEAEIENFIIR

211 WEERE
TR Debian A EAREY —LEL,

* Debian BEERREESNFEIRLE, RAEN, REAEERATLEA T HEMEEILEE.

- BEEREHTEECHNEERSE, SERFREEREN Ed%amﬂﬂ%%%ﬁ?@%%%téﬁho
* Debian REEERBIEEAEERSN, BNEMER —ERENFRE

- RAREEETUERARIEE TANSERINEE, EAEFERNTRTSRANLEGL AR,

- MRFFERET —LEFRLBEMRTE, FEEEEHER,

« SRANEEFUBHAREESFIMA, ErEEHARAREENBERARTENENENTE.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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ERESD) TE P NINBELE
dpkg V:932,1:999 | 6874 | FAHR Debian FIKBEZEIBIEA M (ENRTER)

o= ST HE e
apt V:887, 1:999 | 4337 FEHAmSIEIEHREEER APT Rilm:

apt/apt-get/apt-cache

aptitude V:72,1:398 | 4256 | ERHEFEFIEGHASIEIIEER APT alim: aptitude(8)
tasksel V33,1975 | 395 BRZTERZEMEIFEN APT siim: tasksel(8)

unattended-upgradgsi,c 1447 | 306 | FRRC APT ROMIIEENEEE, BEEIRRERLEH

gnome-software | V:112,1:203 | 6559 | GNOME EREEA Ly (BEFZ1LRY APT Rijim)

synaptic Vv:39,1:308 | 7873 | BICCHEREEEIE TH (GTK #J APT il )
= o=, _

apt-utils V:379.1:997 | 1164 APT ER#EL\: apt-extracttemplates(l).

apt-ftparchive(1) #l apt-sortpkgs(1)
NRECERERREETR

apt-listchanges V:356, 1:849 | 423

apt- listbugs V:8, T:12 465 X APT ZEFISEHEER bug
apt-file V:17,1.79 90 APTREREETE—aIINE
apt-rdepends V-0, I:6 40 BB HEREE B Ak ER

Table 2.1: Debian $3EBIEIE T HYIFER

2.1.2

O

Debian RAEESPHHFRZRFERETLZLEH stable kA, BNERR, RIFEEZ TN —LTRER
—IBFARSHENE, EER+5 7T #% Debian R4, FHEHE —LRE,

BEARMEEFIR

==
25

AEREFNESEATRRRER, CSrlSiTREREEN -3, SFEMRERENZ KB, F
90 ABI #wiE3s. ERATERERHEES,

« £ “/etc/apt/sources.list” AREES testing T unstable,
« £ “/etc/apt/sources. list” BAREFEIZ#ER Debian FESEAEEIE Debian HIHEZRE, 30 Ubuntu,
« REEY “/etc/apt/preferences”,
- NEMBIERNEMTE, IAZEREERRNENEEEIE TANFERITA.
« R"EFER “dpkg -i random_package” RE(EMERFEE,
- BAMEA “dpkg --force-all -i random_package” THE{EEIEREES,
- REMIFRSELL “/var/lib/dpkg/” FHIESR,
- AEFRFRBERTENEABERRIESR,
- NRFENE, BEMKEE “/usr/local” =% “/opt” A,
L3R #%t Debian BEE B EIR RAMIVITRAMENN A EERZ Er e SR TR REEER,
B EEMBEFEIEMRIIMEREN Debian RMAREIES, EZEMALEINITEREE,
- REERLNRU T ERMRSENEEETERRAE, MAENK Debian RERITTIIEE (BELL2EH ),

- RMERZRGEEEBEHIN AR BRI,
— Debian R RABIIEE LI HEERETE,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 FEHRMEF

( : ) \Cy
HIMRNEEGRSE, BREFERTFELZLETH stable EY, HNMRRETERSENEE PC H2EE
unik,

Despite my warnings above, I know many readers of this document may wish to run the newer testing or unstable suites.
EEERATEMRATERR—EA, EMEFILRHEARMMNERREHEE, MRthES] Debian FMELE T,

This list is targeted for the self-administered Desktop environment.

 Use the testing suite since it is practically the rolling release automatically managed by the Debian archive QA infrastructure
such as the Debian continuous integration, the source only upload practices, and the library transition tracking. The packages
in the testing suite are updated frequently enough to offer all the latest features.

+ Set the codename corresponding to the testing suite (currently ”bookworm) in the ”/etc/apt/sources. list”.

» Manually update this codename inthe ”/etc/apt/sources. 1ist” to the new one only after assessing situation by yourself
for about a month after the major suite release. The Debian user and developer mailing list are good sources of information for
this, too.

The use of the unstab le suite isn’t recommended. The unstab le suite is good for debugging packages as a developer but
tends to expose you to unnecessary risks for the normal Desktop usage. Even though the unstable suite of the Debian system
looks very stable for most of the times, there have been some package problems and a few of them were not so trivial to resolve.

Here are some basic precautionary measure ideas to ensure quick and easy recovery from bugs in Debian packages.

« Bi@A% Debian Z4EHY stable EMFRREIZ—(EDEIE, rIUERMREESETERED

« RfFRER CD EIRAR BIEREN

- EELHE apt-listbugs , EFJUEFERZBIHRE Debian Bug lRHEZR 4 (BTS ) BB
- HEEE B RAMAERER BB RREREE

+ Install a corresponding sandboxed upstream binary package in case of trouble (see 58 7.6 J)

« E37—{8 chroot BEUMIRIERIERMITRINAL (2R% 9.10 1)

( : ) J\Ch
If you can not do any one of these precautionary actions, you are probably not ready for the testing and
unstable suites.

2.1.4 Debian {EEEEM

FHFIRRRERENAREREE Debian EXE.

TN
Debian 18REE A HERMNEES R Debian IRX M, 55 2 E——Debian tEXE,

HHR BRI HTTP 35R8, tEREAE “/etc/apt/sources. list” #EEFPETEIBEIEE, FI0, IHTE stable =
bullseye R#k.,



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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deb http://deb.debian.org/debian/ bullseye main contrib non-free
deb-src http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/debian-security bullseye-security main contrib
deb-src http://security.debian.org/debian-security bullseye-security main contrib

B8, BIEERERNKITE “bullseye” RRKBEHR “stable”, LAEBET—(E stable IRAFEHASHIREIN,
“/etc/apt/sources.list” BISFETE sources. list(5) PEITTHHIR, TEHR—LEZ,

- “deb” MIIMITER T ZEMGIEEER,

- “deb-src” MBRITERTIRIAISEEEEL,

« 5 —{E3| %R Debian EZREMR URL,

- BTESIBRBEITHRERE: ATUERAEHSINR.

- B={EMZ&AI5]I 52 Debian EREMBRIEREHE B,

IRIAZH aptitude (EFRHRIRABHERITER ), “deb-src” HBITAIUR 2t (B EERMIEMIEG
“4" RAGEIER ), EFIUILEERETERIIER, URL FIUE “http://" “ftp://7 “file://” «--e

N

MRELRFFH, FAT “sid” KF “bullseye” , BE “/etc/apt/sources.list” AR “deb:
http://security.debian.org/ ..” BITHMARET, BAKZERAR “sid” (unstable) WEELFHAIER
&,

T HEEREEERA{EAR Debian fE5REiISZ5HY URL MEMHREIRHITIR,

TE3E[E URL EHR (RA5R) =]:§]
http://deb.debian.org/debian/ stable (bullseye) stable (bullseye) release fRZ
http://deb.debian.org/debian/ testing (bookworm) testing (bookworm) release fRZs
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release R4
, - T

http://deb.debian.org/debian/ experimental b inm(;ntal pre-release B (P&, il

A TJQ Eﬁgi % )
http://deb.debian.org/debian/ stable-proposed-updates | IR F—EREMAFIEF (°IE )
:;tcligf;/cumy'deman'Org/deman' bullseye-security FA1? stable release lRANLZLEFH (BEE )

: i i ian- 2 testi VZEEH(E
http./{secunty.deblan.org/deblan testing-security Eﬁ\ testing release IRARFILZ2EH (
security/ 2)

_ . . FA72 bullseye FIRIR B BIEES. IM EF
http://deb.debian.org/debian/ bullseye-updates 2 kR T

X ST IR
http://deb.debian.org/debian/ bullseye-backports Fﬁﬁ\‘el?ullseye HIERFHT backported FREEEL
(°IE)
Table 2.2: Debian &R EEUAELTIZR
VIR

@ QAESERSTHNETN stable release BAT LR SENEE Y, MITASH stable release b

APERERZHES— LKA testing 5 unstable release IRAMEIE B ZLL#1T4EFEHY unstable

release IRABE RKMEE, EREABERANALEERR, YNRE stable release IRA T RENEE—
RN RIRA, HERKEB bullseye-updates 1 http:/backports.debian.org (285 2.7.4 ) W
EE, (ERIELEIETIFUELEINID,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
http://backports.debian.org
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AV

£ deb” 1T, RREIIH stable, testing & unstable EHFHI—EEIR], WMRRE deb” 1TH
JBEE T stable, testing # unstable Ef, APT EXMHITEER T BT HREEFNERERSE
B, RBEE /etc/apt/preferences” R HREBIEME R, BENINRAZREEEN. (B8RS
273 1)

<N
¥R EM stable M testing E Y Debian R4S, 7 “/etc/apt/sources.list” HEEAEH
“http://security.debian.org/” M—1TRAEHWERE., EEMALZEEH.

EE

Debian Z2EBIGE(EIE stable BRENTLHMKE, BELITARTHBRIEFIEN, testing BREFIVEA,
AR—EE W Debian Al Z£EIBIEE, HR—LERE, SE{TAIEE stable ERERZEWERIE, EoJfeFE
Z£1EBIEIEM unstable BXEEEIRHET testing, unstable HERENRMG, KEIEHRESENR, CEHEEN
unstable MEBEEEEERMEEFINIKE, BAERAT LARMNELIEIE, B Debian BEREEZTSTHRAE,
#2 8 Debian T2 ERER9E

=1 HEEs= SR ITHRE

B i SRS [ N 2
main 62089 ﬁfﬁ?ﬁf BHRREEESE (DFSG), MHAAKEER
contrib 351 1B Debian BEEHEREFEE S (DFSG), {EfX##EIR non-free
non-free 770 BT Debian E HE IEI8 & /52T ( DFSG )

Table 2.3: Debian 8818713

ERERFEEEE R amd64 Z2HERY, main EIFIR M Debian RFE (2RE 2.1.5 1),

EBIEIRAVBIE IR M85 E URL, 5L URL #£ dists 8L pool Z#& R & EERY, Debian tZ5ERESIWBEHEIRY

TR AR EAHSCIRRIEE. BITHREFSXATFHREMREFNEETE, EFNNASRIRBERENT.,

B s suite = stable suite = testing suite = unstable
7f bullseye & codename = bullseye codename = bookworm codename = sid
7£ bookworm 21 codename = bookworm codename = trixie codename = sid

Table 2.4: E4FIEAVERZ

3R ESE 2 R Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEEXBRAEAY Debian FERMTEE, “EB4) section” B —FiSIEIRIEAEIH R D EEIEELER. (BER, EEEH ("main
section”) 1E — 5 BEFE A REIA Debian IEREH, BA" main EE” WE, )

Debian 3% (DD ) &)X LE#IEEE unstable tEEE (1B@ incoming [EIE ), T /EMER LEMEISEHERH
B unstable EEREFHRMEREDHESE.

R DD MBI REZHEARFMEEES M, EEE BT Debian AEEEF G IIRFEITLE.

fE Debian &R EHFEIESBATEIZ AN unstable ERERENR testing IERERI, EREMLEESBNERTRS
@ (4910 X ) FEREEELRY RC bug IRERIIREE, EEAXEREMAIUFMEIL testing EREFEERS. EE
BIF(ES testing IEREFEIEMHTA,

BiEHEHEREENZEL RAEERENERE, IHET-LFETHE, £ testing BRETL X, Bk, A&,
AGER testing EREMRENBRBE OISR stable 1EKE, HAMD testing EREZEIFNEN BRI,
#HY testing ERERVINANBTHIMEMRR stable ERXREMABTTTEEE,

unstable # testing {EREE T e EEZ H U T &ERZEBHAVERIFNYGLFE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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- BIRHEEEWR LEEIERE (2Rt unstable )

- B IAEGEERIERE (BRI unstable)

- IERERREELFRRE (testing #unstable )

- FETIEERE, HINBIREEEE (BRI testing ) &,

FEt, RIFREERELERE, (REREMEENDZIELRRIH/NEFE,

AV

TEHIRY stable IRARBLEMNALER, ASHREFERAERZEATELLEHN stable EXRE, BIE
fIEE MM unstable 5k testing #2XRE, EEEBEIY, unstable # testing EREFABESAZ
BA. {RfEM unstable EREMNZRARRERIFRIFIITIEIRERN, l%E%‘Ei“*ﬁlUﬁ’K%@E’JX;H

I, testing EREAFAKEHA, ARCEIBNRZBERERIEN stable 18

EEMEREMANE ( Debian

testing ¥ 2008-12), —EALEHRKIIGER, WMRIRIFMAREAIEE, unstable HERENFFATLAER,

VN

MRt testing IERER, H—EAEBRRMEEESENEEEEFIURE unstable EREFREEIIK

{&18 bug ) SRR,

2B (B

EREMNTEHZES R Debian BRI,
. B85
s "BEIERF
- "BERRG”
VIR EE RIS B

2.1.5 Debian 2 100% B H#R5E
Debian 2 100% HBE HEE, BA:

* Debian FEER R LR B ML, EEE T ERAENBER.
« Debian 7£ main A RiZt B HERER,
* Debian Z:& R #MITRE main AIE HEREE,
« 7£ main RIEREEEZ B MKEAMTE non-free B¢ contrib FIEREERL,

BABMETINMEZERSERTE,

+ “Debian #§R4% 2 100% FIE HEXEE”, ( Debian #HE£224RMIE—1%)
« Debian fAlfREE LB —LE non-free #l contrib #EEH,

AR TIRE, EAERFE.

+ Debian R BB 100% KB, i B EREEEENIR Debian {EAREEH main EiF,
+ Debian R4 ZIMAEREEEI(IHL Debian {FIAREEHI non-free 1 contrib Eid,

£ Debian $#LEE2XIAYEE 4 1RFN5E 5 (RENSHETT 1 BRRERIRRES



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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- RS EEERRMNEREREREE

- BfIRHFANERAERERREMENFEMEE, HFRBELESEMMANNE, BRABESENEREPE
RANEREMIRMETE. AFINREE Debian R LERIEEMEEE, AFILAEEHXQRIMERISIIE
RENERAERNER, B MA, ARERAMNEESHNSET, RISEE Debian LA L EEIEMBEEN,
é;égé%ﬁ# RS RHESH. SEEM. 100% BHEREE, MAMINEF=]8ErE LS L I EERL
IRTERR,

« MLEAER AT EHFIRIE BEERE

- FFIrRERE, RLERMNEREFTEERTI S Debian BREEREHEHIMER. HMAIAELEFR, ERFIMESR
BHREHT “contrib” A% “non-free” Bk, ESLBE R FAYERIEER, WA Debian RABREEFISKE
E P BATE Debian FEMA, HPISECFERISHBEISLE B R FHREEMETRIRE, UFIEbFIRE 0] ATELERH
BITISLEERES, PTLA, BEIFEHEELIE Debian RARI—ERSY, HFINBEEFRER, LARMBIESHEK
BRRM T N HEIR GEUNFRFIBVERF MR EHE 2 47 A S BR 51 2R),

B & EZERE(ER non-free fl contrib MM EE R FEEZEERER:

- FRENMNREEEAEER

+ 557 Debian HEIEEEMZIE (EEEFHIEEEEHREIRIANS, Debian FEEEITTREMTIE, )
« 7F#1R 100% B HH Debian Z4%

Debian B HERFEFEE 73§ % Debian 5837 T B HERFZIZ 2, Debian HEEE BTN T REZNHEE, 3XH. 7
82, ERTIER B, 1EERS Debian FYE REBBIZEIFEEIR,
BiAYE) non-free # contrib MEEB BT FIERINBE M EMIEIER:

« 7£GNU Free Documentation License FBIX 48, BEARAEMEB 5, tE0 GCC F Make B9, (KBS EEB I ATE
non-free/doc #2l.)

53, )
o BEEFIFRIEGEE, EHEHEFERM/SRBIENGET T BRE,
#EE, non-free #l contrib BXEEBMIEE /LI main EXEEEHY 2%, FEFEHRE non-free F contrib M AEIR

MERIEEMRIR, M aptitude(8) MEREEBXNNEAIEH T2 RMMTEHESR], AJMRRIFRERERE
RIEERSIHIEREERL, REMRIRRRITER,

2.1.6 EIEEEMKEERE

Debian 481818 EIZHIE SR PR T EMAIHHKEE SHEIREE - BN TEUFREESES, TEELE
FNEEEE.

- “fkE”

— BHINE, FEEEESIT 0O R ERRRRNEE,
- SERE

— $E{ Depends, {831 MEIEENARAEMTE,
-

- EERE—ER, ETREHNRENE. ASHEREFEESEEE, RIDERILNFEOSEERE,
-
- BENKE, EERRONASBERSTESRREMINKRETES, BTN TNEEENNE,



https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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1
- BRI\ EGEBISRERGR, TEEZHEF
- RE—ERBEFEET —LRARE, —MRIOBRGEMEFARII LA ERES
N
- BRATHRYENAESE, AT7TERREERESVEBRRAEYHERIEE,
- BRY
- ERAEEERTEMERSEAMINRBENESR.
- R

- REFIE(ERIEE BIRAATTIRIEREE B PR B AUIERFNINEE,

EE
iR, FEFE “Provides”, “Conflicts” #1 Replaces” EEI—(EERNEEEE —(ERENEE, SRR T
EEA—(EERETE (BRIt ZERENEIEIEE

BRFRBISRBEREFANE S E&EALIR the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.7 BIEEMEMER
EE APT BHtME e EENEESERIEE,

« B (“apt update”, “aptitude update” 3% “apt-get update” ):
IEREREEBIERETEN
2. EL*DE% APT {ERRIAMTTE Y
« 4% (“apt upgrade’ %l] apt. full- upgrade",:iz“aptltude safe-upgrade”fl“aptitude full-upgrade”,
g% “apt-get upgrade” #1 “apt-get dist-upgrade” ):
BIEREBERA, EARENHREREESHERMCTARE (FIHL2R5%E 273 1)
. BERE S EREERAR
. MRBBIRAEELREMBRARE, ENRIHEREEIMEZEN TEMFEEER
. FREIFTIEENRY T EAIHIEREE B
. #17 preinst 5<%
. RETEMFIESR
. #A1T postinst 55

\IOHU'I-BUJI\.)l—k

Z# (“apt install ...", “aptitude install ...”E{#&”apt-get install ..”):
EERIIPIHNE
fRREREE B ARRA R
= Im{E AR IERN B E T EMHIE
R B FTIEENAY EMIHIEREE B
1T preinst 5515
ZETEMFIESR
#11T postinst 15515

NS”P"PW!\-’!‘
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- %Bk& (7apt remove ..”, “aptitude remove ..” 3{ “apt-get remove ..”):
1. BEGLSIPIIHME
2. BRIRERFEELRFARAZ
3. #11T prerm 5515
4. BRELRIER, RTEERER

93]

. #\1T postrm 515

9 g

. &M (7apt purge”, “aptitude purge ..” B “apt-get purge ..”):
1. EEGLIPIHAE
2. FRIRENFEELKRARAZ
3. #17 prerm 15515
4. BRELZRIER, BkKER
5. #1T postrm 5515

i3
v

B, BTKE, BEEERTRHTEE.

fai

2.1.8 HEEREEBENE—ELE

{REZREEERMNE A X5 —ERNE X4 2 Debian HEM“/usr/share/doc/package_name/README . Debian”,
FIRSthEEZEE “/usr/share/doc/package_name/” RPIEHEXHE, WRIRERE shell B8 1.4.2 75, BWAT

NN
AP Vo

$ cd package_name
$ pager README.Debian
$ mc

RRTEERBREL “-doc” FREMBAHEXHIRIEERIENFMAIEN,
MRFAEER— BN ENREEE IR THE, —EEE%IBE Debian bug R R (BTS) A,

Aeub e
]%e%anbugtrad(mgsysmm (BTS) sensible-browser "http://bugs.debian.org/”

ARHIEER #HY bug ¥y | sensible-browser "http: ugs.debian.org/package_name”
ERFLERE B2 bug ;RS ble-b h /70 deb /pack

18 bug AmaikHY bug s sensible-browser ttp: ugs.debian.org/bug_number
018 bug #w5RAY bug FRe ible-b "h /7b debi /b ber”

Table 2.5: R EEREE BLEREM E 244

/A Google 125, ZERAEFHE & “site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”
F.
(e

= REEE—1 bug FRERF, F5EM reportbug(l) <,

B di

2.2 EREIEEEIRRF

£ Debian 2B EHF S EIR APT NEIEEEIE T AP UE Debian R4 LETENREENNREEEIRRE, BE4E,
BN tAmEEANEEEEET A apt, apt-get/apt-cache f aptitude,

NS RERBEATRNENREETENNRIEEERERE, MYUEAE root FFAE,
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2.21 aptvs. apt-get/apt-cache vs. aptitude
& aptitude RIFEETZEAN—EIFBHHFRIEETH, EFREZIMETIER:

s NEBREIIRAFELETE stable Debian 245 E{FER aptitude s REITERAN R BT,
&fEM”apt full-upgrade” 3% “apt-get dist-upgrade” REITIE(EIRIE, 28 Bug#411280,
- aptitude L BEIHMEEAT testing 5 unstable Debian REAFAEIRASEILE,

- EEBAHETHSHNAREIEES, BIAEER.
- BElFXRZSHEHTHRESNKBENEBINERIEEMRARESMNAY, #5140 gnome-core,

- BEfFEERIRE, PILATE aptitude m¥EEHIEE “BUBSRITENE", Bt aptitude, WFEA “apt
full-upgrade”,

apt-get fl apt-cache EREMMER APT WEBBEEETE,

- apt-get #l apt-cache RIZHtGHSIERENE,

- apt-get BEITERANERAARFRFNESELR,

- apt-get Rt T —{E5RKHVERES B KRBT 28,

- apt-get HERRERNERANS, SHEELHEERL BRI TEEER,

* apt-cache It 7 —{E RERERIRRIVRIESTKIEE RAWHEIA,

- apt-get #l apt-cache AR /etc/apt/preferences RERHREBMWZERE, BiEIFFEEHE,

apt ELR—ESHEMNGSITNERRESHSIE, EXL, ER apt-get, apt-cache REMBUIESHIE, &&
A—ELRERENE, BN —LESEERAENEE

- apt TEEFRAEMER apt install REREREFREMH T —ERIFEER.

- ERINRETEHNEEEEER, apt MSFERMIBRIREXRY . deb EREEEL,

"R
EEEREERIN apt(8) s T AR EENNHVERSR, M shell IESWERER apt-get(8) #l apt-cache(8)
G

aptitude ML RRBANEN APT NEEEEIETH,

- aptitude BRI T —ELENESAXFEREN

- aptitude EHRBREHET —EAGSERENE,

- aptitude RAMRHERREAEE (FIUEEERENRBENESTHNERREE ) NRSELR,
- aptitude HEREFNEKRES, BFEESNCERLBRITEEERE,

- aptitude Rt —(EEEMERRRARIESHENREETEN,

- aptitude FJAEIRIEEMNZSERE, WHAER /etc/apt/preferences, EE+HEE.
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apt-get
apt = aptitude /
pt =& i5; apt c c’ﬁ‘
nl:l/
aptitude apt-ge B ) K 22 R o
apt update update updatetﬁ%ﬁﬂa BiERETER
aptitude apt-get
apt install foo | install installZ&# “foo” EREEEIAVRIERRA A K ERIAKEE
foo foo
aptitude apt-get @ 2 o ™
apt upgrade safe-upgradepgrade tc%qE}‘c%zE’JE’}iﬁ‘ BRRZERAT B ABRIEFIHEREIEE
apt aptitude | apt-getZECHEMNREBENEERE, THFENGESBREENR
full-upgrade full-upgraddist -ugi$tde
aptitude apt-get
apt remove foo | remove remove R “foo” ERiEE, BB TEBEER
foo foo
apt-ge = ik e 45
apt autoremove | N/A autore;%lhé;rﬁ ENEBTREER
. apt-get
apt purge foo aptitude purge| &l “foo” EREAMEEIER
purge foo foo
aptitude apt-geto . epa - .
apt clean clean clean TRERAMEENHIEEERIESR
aptitude apt-getap, S pt ik e o Bl A o b gt i
apt autoclean autoclean | autocles AA S EPIBIFREENEREEREESR
aptitude apt-cache
[=] —\ b ” 1] g’j A E‘ % > E
apt show foo <how foo iggw RE7R "foo” ERESEIRVEFAAEN
aptitude apt-cache
=]
%pjz__%earch IERI search search 1S UEE regex FIEREEE
NE regex regex
aptitude _— Y HE
N/A why regex N/A FEFZILEC regex RIERFE ELN AW R RAVEE
aptitude
N/A why-not N/A FRFZILEC regex MEREEEI AW T RMRH
regex
aptitude apt-mar
- g Z HE A e B
N/A %i'l’::' Showmaﬂéﬂ%?iﬂﬁmﬂ’ﬁus@

Table 2.6: {§F apt(8), aptitude(8) ¥l apt-get(8)/apt-cache(8) i S HIEARTIER

BIRRMF
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22.2 @LYFMERREEREIERRF

THEZEFH apt(8), aptitude(8) #1 apt-get(8)/ apt -cache(8) Wi & FI BRI E B EIRIRE,
apt/apt-get #l aptitude 8E59/EH, BB KREE,

“aptitude why regex” ®JLAiEi® “aptitude -v why regex” FIHESHEM, FBUMEATAEE apt
rdepends package” % “apt-cache rdepends package” ¥EEY,

E aptitude MLERSTIEN TRIENIREE T —LAE (FINHRBEER ), FAINEZERNETRPRRT “e” #1i)
B =RFNEEMR,

=1

BEA aptitude HmLRE TEEMIINGE, PIUNIGRMEEEMEITEE, EENEMEESNT (NFIEEH ) — LR
¥, {40 Bug #411123, Bug #514930 & Bug #570377, SNE%EME, E{EF apt,apt-get Fl apt-cache &% R
B aptitude &%,

{RETLATE “aptitude” EE{ERMGHSIRIE,

RYEE 5 EH

-S LB N

-d ETH, T\uvv;czé/i%ﬁ

-D EEHZENMRE, B rEZRI5RH

Table 2.7: aptitude(8) FEEMFHSIEIE

FEZRNALE aptitude(8) FfIf? “/usr/share/doc/aptitude/README” §J “aptitude EREFM,

2.2.3 aptitude B9 EENEMA
ZERESRNREAEE, R T EIREUEENIEXRIE aptitude,

$ sudo aptitude -u
Password:

BB REENNAEIAE, I OREMNH X 2 FIRERER YR aptitude S ERECEMAE "~/ . aptitude/config”,

RR
QH%M\*EFH root WECEMIEERZE, ATUATE L EIGI FHER “sudo -H aptitude .."fX&“sudo aptitude

o

N
E aptitude AEEMENRIEINT, EHEREFNITHENME, MREFEEH, BrJESEE: "BF - "BUH
SHITRIENE" REVHE,

2.2.4 aptitude FYIREELE

E=FREX TR EREREN R EEFI%EMNT,

ANBBHSIIEEERRE, WrIllERR 17 5 /7 ZBRERBRERTEATIAMAR aptitude IERIRR,
aptitude IERRRINFTAGEA “~n" FHEREEEHEASENFRIIEELLHEEEHE.
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REEE

HEUTETNRE

Fl0orCtrl-t

R

?

R EE (ENTEREE)

F10 - EB) - EHEFW

HREREFH

u

%ﬁﬁ%@ﬁ%@éﬁ

+

ALk kpm ol AEFH AR R

RACax ik n= Bl AERBFR (1REE *E%‘ﬁ

nBEﬁ’KaEEj LIE/% B? (BRRECERE

#I% KRS

FRaC _I & ( 7]1’]5;1[”1 full-upgrade )

FiA Tl TRATEEE

BEZNEILRGEESE

BHZNEILSREE

nter

EIEEI IRER

TR EXEE LRV E B ALk

EEREEERRE

EENECHE —([EFHER

1IN = om x|l Il

ERI—EES

Table 2.8: aptitude AYIRFEER 4

Br

MREERBANERRT V" #EAENELRREREARETTARE, SRRABEFNRESN—LEZE

KFERRIRAVERRE B BER FHARE PT A AR A,

2.2,5 aptitude EXFETIEE

aptitude(8) EREEENT, HESIIRENUKEESHRTEAVG FIBERER,

idA libsmbclient
ZITHREEENREWT,
- “IRRE” 2 (FE—EBFF)
- “BNET BE (BEEFH)
‘B 2R (F=EFS)
- RIZEIRTE

- &% “ENET BIEER=REIMEML

- EREERLERIRAE
« BREERIRT A RRAE

-2220kB 3.0.25a-1 3.0.25a-2

PN

BRI ATE EHENRE R B R RIEHTIR, & "7 MeEEBERRIBRER,

ATRRAEERKIRERINAHEREIE (2R apt_preferences(5) #158 2.7.3 15 ),
BB EIRMRAATERIBIERETIATE “189R 7 BEETHE,
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53] R A

Package View ZHE 210 (FE8:%)

Audit Recommendations BT REEIEEENKEE
Flat Package List *"ﬁ%?‘]ﬂjﬁﬁzﬁ(ﬁﬁﬁﬁ@u%mﬁ)
Debtags Browser SUHFA debtags 1T XERVEKFE &
- RIS EE R R FH ARG E R B n AHREEE

Table 2.9: aptitude &R

/EEE'
SEEEBRMXGER debtags 1ZEHIEEESR |

FE "HRRERRT DEREENTIEETE LRI NEER dselect BER,

ni LR TEREN

Upgradable Packages & section - area - EEEMNIEFERI|HEER
New Packages ENS

Installed Packages ENs

Not Installed Packages ENs

Obsolete and Locally Created B.E

Packages

Virtual Packages R INEERIEREE B

Tasks HIH — (B E 5 s B AN D RERIEREE B

Table 2.10: 1RZEEREEBURIRAISIER

R
BRSBTS R AR R B RN EL,

2.2.6 aptitude 1E=5(EIE
aptitude 2t 7 ZEF] LAER EAIRRARIES MBI HEIE
+ shell 5471
- “aptitude search ’aptitude_regex’” FIHZTHEIREE, LA BB EIE BB EHIR
- “aptitude show ’package_name’” F|HERFEEINIELMIEIA
- 2RGIMER:
- 717 s ABR I L ECERRE B AVAR 1R
-/ ESLEENEREER
- "\” A& EESENERER
- n” BT —E
- "N’ & E—1&

BR
¥ & package_name #REFEiEERBIBEEFRLE, MRIEEELA~ HEMIERRRI.
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2.2.7 aptitude [FRIRRR

aptitude IERIFRRIVE

¥ mutt B3R ERE (285 162 77), aptitude

BRNSHKRLERIBEREGNT.

BEREGLERRER

IEAIRRT

LECERREE BB

~nregex_name

LECHAR ~dregex_description
LA EEERE ~tregex_task
ILES debtag ~Gregex_debtag

- LECHEEE ~mregex_maintainer

~AEEEE section

~sregex_section

U GER IS

~Vregex_version

MECRERE ~A{bullseye, bookworm, sid}
LA 2RE ~0{debian,..}
[T [El53 ~p{extra, important,optional, required, standard}

AR NERZRFEE

~E

i ERIEE

~V

LECHAVEREEE

~N

LECFEITROENTE

~a{install, upgrade, downgrade, remove, purge, hold, keep}

NI EEZEREE

~i

MECHE A RBNEZRREE (BEE

sEETEEE ) M
MEREASEE A ERENCTRRED (& i
SiBiEMEE ) '
MRECRET HE A FRaRE U
R MR ER SRR s
TRCRR, O aRsIBREEa ~g
R R b
MLECHEIR type AXFBRARRIEREEE ~Btype

ILEC pattern EREEELRY type AXFERE R

~D[type: ]pattern

ILEC pattern BXEE ELARIZRY type FKFERRIR

~DB[ type: ]pattern

- ILECRFRRR pattern EXEE BRI type {XEEATER
ga

~R[type:]pattern

TLECHRFRFR pattern BXRE BLRARIRAY type AXFE
BIEREE B

~RB[ type: ]pattern

LEEEEE T Bk EREER ~R~1
M2 EHMEEC T ENRE B FAFENERE | ~R—i
a

LR E O TR E T E s B & e Y
#Ree

~R~i|~Rrecommends:~i

ILES pattern 18

s

~S filter pattern

MEFRBEIER (H) ~T
AEEREE (R) ~F

Table 2.11: aptitude 1IFBIFRRT

- FRIRRINEANZ ERE, FLIR egrep(1). awk(1) Fl per 1(1) iSLt s

F=MHEERY,

RUEOKE Unix X7 TERFTERE A"« ", “s”

« {REERAIR type B —TRISERIERSZ B ERA{ZR ( depends. predepends, recommends, suggests, conflicts, replaces, provides ),

o FERRHY type $BRAIZR “depends”,

kj_'

& regex_pattern BZEF RS, BIEESD

SEREFE~T,
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THEHR—ERERN,

« ”~Pterm” ==”~Dprovides:term”’
« ”~Cterm” ==”~Dconflicts:term”
e 7.~W term”=="(..|term)”

FEREFE mutt PPRERE, A5 mut WERRENRRRNEE 2SR EHEEFM" /usr/share/doc/aptitude/READ
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

JES=}

lenny RAR) aptitude(8) B, FRIRENEEE, HIW0 “?broken”, FERIRRAPIIUARENDEENE
B “~b", MAETHFT “ 7 HKRABERRTIERFT “~7 MBS —EENRRINE LT, FNREREES
R “EREFM,

2.2.8 aptitude AYIKFERRIR
WMRIBBEE “Flo - EIE - =EIE - EAERIBAERG" ETHEENRE, BI7E aptitude FEZE—(EERE

BE, NMEEHGHE “Depends:” FIRFMERIEEIZE L, “Recommends:” FIRFHERERA L EWE L, 7 aptitude
T, BEBHRENHESELABSERZTEHBIR.

aptitude < HEH “BETER" TANSHEHLIES apt FEEEFH apt -mark(8) < RERE,

2.29 HEEEREENHEE

fRRI LA7E BB R E RS B/ EMEL,

/var/log/dpkg. log dpkg ZRHVEREERLEEIH
/var/log/apt/term. log BH APT ;Z8iH=
/var/log/aptitude aptitude & EENHES

Table 2.12: EREEELEENHEIESR

FEL, REGESEHG LRERSERNEM. REEWHZESRE 929 1.

2.3 aptitude E{EEF)

THER—L aptitude(8) FIERIEEH,

231 ERFARRALERESERERIILEREER

TEHMGSIH T EBIERIRRINLAIE B RRERT HEEEEL,

$ aptitude search ’'~n(pam|nss).*ldap’
p libnss-1dap - NSS module for using LDAP as a naming service
p libpam-ldap - Pluggable Authentication Module allowing LDAP interfaces

BREANERRENIRESRERAE.
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23.2 fERIIFAIRRILEEE

£ RERERIR PER” BRER, ERIRRIN ~dipve” aJUARRGIM i ILECERESHA, W EHNMRTRE
il

2.3.3 TEMBIECMREER

LEEBRFT A EBREE B IR BRI EER,
REUTHSHER,

# aptitude search ’'~c’

WNRIRFER Y HAVERIE B E S W MR, FHITUTHL,
# aptitude purge '~c’

Ee] R B B BRI PR IR P IE TAR R A4,

£ FEREEaaR” A" RRTLWAER LR ~c” , EHELKREER, L, » BRERNSFZEE” ., BN
BLECHEREE BT LATE B EIRRE LEM” [~ BER,

EEEERBIREN “KRTENE” fEA ‘7, ERETHHESRAELEERR A SWER, HEFTUER “="
RE BNV HIFREREE B LA R MR,

ERRRNAEZAEERRZSEmNG<#E,

2.3.4 ARBEFELEINRE
THERARHEON B/ FENLIEIREEN T E (7EEMIE aptitude LB BIPRZE ),

1. F root AGENE#EN1T aptitude,

2. P OB ANRIEELIR, "V S ERAENTHRNKEEURGTIR, TP S SERIREEE,
*g” BOPUTATE AT FHRIER B U ITFHR,

3. BT “17, H#A “~i(~R~i|~Rrecommends:~1i)" RPRHIEEDIVEET, ET “M” 18 “CLEHKER" 1
IRBETN B B ENTRE,

4. #F “U7, WA “~prequired|~pimportant |~pstandard|~E” RRFIEECRER, HT “‘n” # ‘B
TRUEL" NIRENAFIRE,

5. T U7, WEA “~1i1~-M" RIRGIRIEEMETR, £ "BRRERER" LET [ RRIERMERER, 7
T “-7 BEMBRK,

6. #&F “17, WA “~1i" RIRHIEEBEMEER, ZEBE “BRE" LRT “n” SRLREEFTATFIRE,
7. B aptitude,

8. A root fEAEMIT apt-get -s autoremove|less” <, RIGMENLHEBAEZABEEEN,

9. EEEMER TEM aptitude X, A “‘n” SR CHEEMNERER.,

10. F root EFABEEH#NIT apt-get -s autoremove|less” EEGLREEBRNEFTEFARESEECH
FEBRIEEEE,

11. A root fEA&E#MIT apt-get autoremove|less” S REEBIHRIBEEEMEEZEL,

EIRFRENITAY Tasks” £, MiT'm” ss SR —(E=]RIRIE, BNER THLLREHREBRBIRLTENERL
R,
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2.3.5 Z£HEMARGLFHER

JED

EIREB RV ITIRIAR, XU FEATIEAMAIE, Debian 2rIFAAE), BRIMERBZESMEFNE
KRG, BT MHREEBIREZNIHEERMEY] NZWIIRTNEENTEESE. BN, TMEBZa,
R EZEHRN R R TRIED, TIEERILLMMAE (RIRE 102 B), “H" LEBRARENS BB
I —(ERIENIE, REIRFRAIFHAR,

fREI B BN &~ /etc/apt/sources. list” AR Z BRI TIRFTEMU A HIERETRAANESEAR,
K& #H{Tapt update; apt dist-upgrade” &%,

i stable A#RZI testing 3t#& unstable, {REZA”bookworm” sk#&”sid” Bi#t”/etc/apt/sources. list”
EXEMbullseye”, 2EFE 214 T,

FEL, AR LCHESRASBIREE, (RrleZ Bl — LR, TERHNNEENKEEE, ARZERNERE
MWK, RUEFTERIBEMIE, EMRAETE, RRNKER stable BERIHAEY stable, fREJBARTR Release Notes
REBBEIMNTREM, REFTEERVRL FRIE,

EEEXBHZAE, MREZRLRN stable BREINERLN testing, iE#IZH Release Notes B LAE ZI{F,
7ER1—{E stable BHUAR, stable BITIRIRWGERLM testing BITIRZBNEETREEZGHEE KERHBE
B ARSI E MR,

gﬁgﬂ%&%%ﬁﬁ@ﬂ%ﬂi, IRIEZERAVRIE, ERHMFHEZEEGIIRPIENRHNWENARRIBMRIVESFL ERE
1. ISIRSERIRY “SE1TIREAT,
2. B BERG LERENNEEEN )
3. & bootloader IR T HIBFHE, FiEEZB RIS EEBEREBINFETFNE,
4. BRBHARGKLHERE,
5. A script(1) sBEkHAAREIATE,

6. A3 “unmarkauto” FLRREBIFBENEEEER, g1 aptitude unmarkauto vim” EfE&GH< AR LEBR
vim S EEREERY,

7. BRTBLVRIEBZETESEENER, BZEERLVERRWERENHE, W, BREARTEERE
EJIO

8. BkR”/etc/apt/preferences” #E% ( 2H apt-pinning ),

9. iME S FMFHK: oldstable - stable - testing - unstable.

10. F4R”/etc/apt/sources. list” t§3, FEEEOMIIEREAEHIT aptitude update” &,
11. iBMLEEIE, BE2HM core packages, 31 “aptitude install perl”,

12. #{T apt-get -s dist-upgrade” @< RFMEFA ST E,

13. RE#H{Tapt-get dist-upgrade” &<,

VAV
£ stable RAFARRIEHE, PEEZEHR) Debian BFE1THRENBAERY,
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AV
@ TESCHInY “S21TFEM” #, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %%, 5—LEANRZ
GEEmARNEETEEIE,

BAiR unstable RERBIBEHR, WMHE 2.43 W,
24 SPEMIEREIRIRE

241 @RI PHSIHEEEREIRIRF
TEIHT -LEHENHRERERIRE, BLBMFHN aptitude BIEEHERAM BN,

ey
BHR—-EZESE $§E’J HER, RUIESFERS— EE—E’—??‘E ZREEME W, A “dpkg -L
libglib2.0-0:amd64” 7|4 amd64 5 $§E‘J libg 11b E’XEL%EE'JWEO

VI

@ ApEEE R/ INMERRENTRESTH (F “dpkg -i ..” 1 “debi ..”), EMAEEERIEME
HUEREEBIMKEE, dpkg MIERSPIIRIE “--force-all” FIZEMUAYIRIE (2R dpkg(1)) RBEEREF. B8
REEBEMNYRAMEREMEWRIRFHBERLR,

EEICN N R
- FTENZRRERENL R G SEHFELU root HiT,

- NERFEAERRRIA aptitude (285 162 1), HENEEZIEHSEREEIIR shell glob WERFT
(2R% 156 T).

- apt-file(l) B apt-file BREEEIRM, WHAFZLIIT “apt-file update”,
- configure-debian(8) H configure-debian EXEEEIRM, E#IT dpkg-reconfigure(8) {fE&%& iR,
- dpkg-reconfigure(8) £/ debconf(1) fE&&IHRMITEIERIESTE,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” & HEE”/etc/apt/sources. list”

HfF7E”deb-src” 1&H.,
. dget(1). debuild(1)#0 debi(1) EE devscripts #E2E,
« 285 2.7.13 TH#EEM apt-get source” HiTE (EiT8 ) BT,
- make-kpkg #8$EE kernel-package EX88E (2R% 99 ).
- BRTEIZRE 129 .

242 EBETENHIEEIESR

B&LE debsums BEEERY, BEFFH debsums(1) a3 < @i@”/var/1lib/dpkg/info/* .md5sums” &3 ) MD5sum
B, BECTRNER, 2R% 1035 TRIERS MD5sum 2 E&KLIERIE.

JE=
E % MD5sum BRI ERJBEMIBRABEIL, debsums(l) (EALZLTRFERAEMR, ST ERNKREEEEMIIE
& sk IR R SE ARG R AV B IR R R AN SR MY,
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e BR1E

COLUMNS=120 dpkg -1 E— ASHLD 40 A
package_name_pattern HHERRREBRIIRANRIERRS
dpkg -L package_name B —EERRFEENAT

dpkg -L package_name | egrep _ o o B o
"/usr/share/man/man.*/ .+’ St — (BB SR AN man FHE
dpkg -S file_name_pattern LR L RREE
apt-file search s 2 &5 (14 il B

File name pattern 5 g REPLREERREREEE

apt Ti'e list Bt S LRI RN

package_name_pattern
dpkg-reconfigure package_name ENCEREE

dpkg-reconfigure -plow e — .z 8 )

package name BB RFMAN SN REHECENRED

configure-debian NeFEENFXNERILEREE

dpkg --audit BREETRIEENETRR

dpkg --configure -a EEMBENHD TRIRER

apt-cache policy B ([ — S e B ) = s a0
binary package name R —ETEABEEE BRI T ARRAS, BEIEFFERES
apt-cache madison package_name "a—{EEXsE B R ] B

apt-cache showsrc BT — {E AR R AL TSI R &N

binary_package_name
apt-get build-dep package_name TRIBENE = ZHIEEEE
aptitude build-dep package_name | TZEIBEEIE = ZHEEEE

apt-get source package_name (RIZERERE ) NHIRIENS

dget dsc F&=H URL (RECEERE) THIRIASEEZE

dpkg-source -x KRB BHRERES (“F.orig.tar.gz”
package_name_version-debian.revigion.didrian.tar.gz”/”*.diff.gz" ) HIBEEXEE
debuild binary AR IR RS EFREE

make-kpkg kernel_image Rz ORBEEPEE—EZOERER

make-kpkg --initrd kernel_image | {CRXFR J initramfs BIRKIDTE TG hG el P i e — (EAZ D ER e Bl
dpkg -1 e ik B 45 7| 25 4
package_name_version-debian.revis i%s%a r@ﬂgé%%ﬁ”s BRRERT

apt install o B 7| 22 4 —gt ey - ,
/path/to/package filename.deb TER-AAMRERINARKT, B, EXEEHRETRENE
package_name_version-debian.revis i&%ﬁ%g‘@%ﬂ%"%qﬂ

dpkg --get-selections "*’ N T Ty—

~selection. txt f#7F dpkg AR BIRIER S BELBIFARREE

dpkg --set-selections R dpkg SREREELRIZIREE

<selection.txt
echo package_name hold | dpkg M dpkg H—ERREEN B EEIRERE A hold (FHE
--set-selections R”aptitude hold < 818 >”)

Table 2.13: EPEER S BLEIRIRIE
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2.4.3 FERHERESELMNPE

HFZEAEERER unstable, AR EEMNINEFNEIIEE, BEEEREARETHETRENRKIZEE bug,

LREBEE apt-list bugs FJLAERIRAIRAEIBRRE bugs, BB APT RAFARES, EEBEENEE Debian BTS
#BHYERE bug,

Tt apt-listchanges 8388, EFEHA APT RAFARIFEETE “NEWS.Debian” HIRHEEHE,

244 RBETHRVTEN

EEIARZIE Debian 414 https:/packages.debian.org/ RIE SRR TTERNEMEENTGE, BEMREREEEER
BI737%,

grep-dctrl(1). grep-status(l) # grep-available(l) &< #MARESAEA Debian B BIZHIIERBINANE

fAESR,

“dpkg -S file_name_pattern” #FARIESH dpkg REMNNREEFESLEERN., ECERBEEENIES
IEEIIAES.

MRIRFZEH dpkg T_Biéi*ih_ TEEMMWIESE, (REEXE “/var/lib/dpkg/info/” B T#1T “grep -e
regex_pattern *” @<, EERMGERESESCHBIRESHNFRERRERIEM,

MNRMRBIELDENEERAEE, (RIEZER apt-rdepends(8) .

2.5 Debian BXi2B NEREIE

EIMIREZE Debian BER SRS TIERIE, EEZEEHEMRIBILER—LEIERRTRE,
25.1 EBRETEN

%{IE?;—*EHH&E’JE,%H B RENFHTFIE Debian BRERUERY “dist/codename” Nl , a0 “http: //deb.debian.org/debian/”
KENABEIEBARAERRIAE, HPE 6 BEENTEN,

HES I E AT
Release BEITIRAIIEE EREBRANTEEEN
4= ” 7 & \ EES =)
Release.gpg BITIRMIER ;g}:ge BROEEER, ERERE
Contents-architecture ZITIREVIERE I AEEEEETAEREENEMER
Release BEETIVEE/ZEBESHIE | BEMARH apt_preferences(5) 1Y
2B A
g 23 _FIE ﬂ‘ﬁ’ b3 %] :q% s —
Packages ZEEE’\J};%/E /BRI jE4% debian/control ES TEMGIE
g ‘.?;R _FIE I:E"’ ij" ]/%ﬁ 5 f=N=]: R N .
Sources TE?% fThR/ BRI RS S 1Y #4% debian/control EENRILIEE

Table 2.14: Debian & RETERIIASR

RTRVBERE, ARENERER, ELETENFETRABRE THENER,
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2.5.2 JEE “Release” {EXNKEEM

B
JE[E “Release” 1EZRFMNEE secure APT R4 FHIERIEIER,

£{E Debian t&REMABULERE — (@S “Release”BR, FlaN“http: //deb.debian.org/debian/dists/unstable
AEWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aeceab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
ESE 2.1.4 1518, (REcsH3RIRFE A suite” F"codename” FUEE, “S21THR” # FA SR EIRF 5% K "suite” FI"codename”.
FrE g RER AR area” B, E#5I7E"Components” .

JE/EtER"Release” FITTEM, RHM secure apt FINIZAZEHERERRE.

- INZERIEFE"Release. gpy” RHIEEIFHEIER"Release” FINZEN Debian #E3RE BT,
« \BAMY Debian HE3RE /N SBEESANN “/etc/apt/trusted.gpg”;
- ERMIRER AR T E RN base-files ERM AT, HE
- FENMEA gpg TE apt -key T B EEVEHTE ftp-master.debian.org L RFTIIERE L8,
- secure APT ZZ4iEREE T HHVEEBIER"Re lease” FITTE M N EIEBTIZRAE] T Release . gpg” FERFE"/etc/apt/tr
#8209 Debian {ERE/ 8.
FrB”Packages” f1”Sources” HEEMN B IE R HEIEE "Re lease” 1{EREM MD5sum BEREGE, FIEEIEEESR
HI5EE M H”Packages” #1”Sources” & R18H MD5sum 1ERE:E. 28 debsums(1) FI5E 2.4.2 1.

En#E g 2 EeRE tb st & MD5sum {E/EFEE 2 /9 CPU, R MD5sum {ERERE B —(ERGEE, (ERANMNZEERREEETR
EfJ Release” {5, EREANRM Rirk2MMER, LELLRIFHINE (ZRE 103 ).

2.5.3 EXEEN “Release” 13

BR
EXREREN “Release” #ERAGHIE apt_preferences(5) FiRE!,

SRIERE RN Release” 15, HSREREMBE”/etc/apt/sources. list” Ff”deb” {THIEE, LA T A ht tp: //dek
@’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,
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Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( : ) Nl
#h"Archive:” ZEi, &%&% ("stable”, "testing”, "unstable”, ---) F? Debian archive , 3%
("trusty”, "xenial”, "artful”, ---) B2 Ubuntu archive,

BRI HOIEEE, tLik experimental #l bullseye-backports, EfiB SHNHEEASHEETRE, ERRAS
EBYIMNBYYT, BIGN#E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEBUTEEIMNI—1T.

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé64

iR, TBIEREZE NotAutomatic: yes”, F85&HY Pin-Priority {E2 500, ¥R E”NotAutomatic: yes”
AUSSTRAE RE, FEERAY Pin-Priority {2 1 (2R apt_preferences(5) #15 2.7.3 ).

254 BEARHREENTEN

={EF APT THRS, fl aptitude, apt-get, synaptic, apt-file, auto-apt, HFIEEEHE S Debian iERE
ETENNAER, BLEAMIEERIERME, FME /etc/apt/sources. list” {ZREEA distribution,
area,architecture fHERE -, (Z2R%F 214 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.(g
(apt-file)

A 4 FERERUIE R 2 FTEAERAN APT S H =M, I BPTAE® “apt-get update” = “aptitude update” 7
SEYREITER., SNRAE “/etc/apt/sources. list” FHEMEEM “deb” 1T, Bl “#EE" TENSETER.
WERTE “/etc/apt/sources. list” HHEIEERN “deb-src” 17, Bl “Ria55" TERSZETEN.

"Packages” f1”Sources” MITEFHERBEEE “Filename:” I, EETEMFIFIFREEERNUE. Bal,
ELEE A —BIE pool/” BIFET, ERILANE B ATEL EH,

‘BRER” TERNARMEBEIARTLAER aptitude RETEEIXIES, BFINIESHS grep-detrl(l) AILAES
“EREEE FN “[RIATE” TTERIIAHIEIZE,

“Contents-architecture” TEMMAMIEE, 885K apt-file update” Efi, EHMUBENETE 4 ERE. 2
B apt-file(l). (auto-apt fJ”Contents-architecture.qgz” fEEHNAMIEEFER ERARENMUE, )
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2.5.5 APT HIEREEEIAREE

BRTIEIRIEELUTER, lenny 2 APT TRES R EAERIEENLEIREBERFFE"/var/lib/apt/extended_st:
B, APT 2ERAEMRENHBELENFIEEEE.

2.5.6 aptitude FIERFEELIAEE

PR T IRIRERTE M, aptitude TS EER EERMEEMTEIREENFHEFE"/var/lib/aptitude/pkgstates”
R, BB REEW aptitude A,

2.5.7 EHHHEENAIES
FTEIRIB APT #HRIRIEENEREE B AR FETFE “/var/cache/apt/archives” H1, BEIEMHEER.

aptitude FIEERENIERFIEERIR, BESHE Options” — "Preferences” F:iRE, I NEBEMEE,
“Actions” FHJ”’Clean package cache” Zk”Clean obsolete files” R#{TIEGEIE,

2.5.8 Debian BXEEEIERTE

Debian BEEBMERBHENBEER,

#EEE B A AMEE
EMFIEREEE (J7FE deb) package-name_upstream-version-debian.revision_architec

2 ian-i A EMEERRERL (7
?%Ejddeegfn installer {9 _iEUHISREEE (TR package-name_upstream-version-debian.revision_architec
[RIATEEREE R ( ERFIRIRS ) package-name_upstream-version-debian.revision.orig.tar
1.0 [RIATEEXEEE (Debian CXE) package-name_upstream-version-debian.revision.diff.gz

i & ﬁ l‘; nE . . . . .

8.0 (quilt ﬁTE'IEIE’) IRAARSERES package-name_upstream-version-debian.revision.debian. t:
£ (Debian &)
[FIRTSEREE R (FRER) package-name_upstream-version-debian.revision.dsc

Table 2.15: Debian EXB2 B ZTBLEE

"R
ERENR TEANRBHEIEN, EZNEHFSE dpkg-source(l),

E=4 gy usable characters (ERE regex) FEIRRE
package-name [a-z0-9][-a-z0-9.+]+ DS
epoch: [0-9]+: B
upstream-version [-a-zA-Z0-9.+: ]+ NE
debian.revision [a-ZA-Z0-9.+~]+ )&

Table 2.16: Debian BX & Bl RFEHE —E T CAERNETT

EE
fRE] LA dpkg(l) Rt GSMEBEEHBEERA, 90, "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".
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JES =N

debian-installer (d-i) £/ udeb {FRER EMFIEEIERIAEIESR, MIEEER deb, —{E udeb EXIZELZNE deb
PR T —EAUENAE (FIEIXH), METE=MERENEREEIRNENR, deb # udeb ¥5E
BEHFHEEMNRBEERE, “u” RN,

2.5.9 dpkg %

dpkg(1) & Debian EEEEEFRKENTER, EIEEEKA, WARIMER.
ERRKBS “package_name” HIEREEERF, dpkg EREBTIIMIEFEETE,

1. fRE deb HEE (ZREH “ar -x")

2. {#H debconf(1) #1T “package_name.preinst”
3. BEEELEIRAP (FEK “tar -x")

4. A debconf(1) 81T “package_name.postinst”

debconf RFRMIFHE I8N M LION (F 8 T ) XEMRENERAETE

EES B
/var/1ib/dpkg/info/package_name.dohffElEdE =, (EHEEBXRE)
/var/1ib/dpkg/info/package_name. |iBKEEEE B LI AT B8 50 B 5%
/var/1ib/dpkg/info/package_name. nd@ﬂﬁwm MD5 “’E,EE
/var/lib/dpkg/info/package_name.p R ﬁﬁﬁ?ﬁﬁf@?
/var/1ib/dpkg/info/package_name .po# & HYERES

ar ALE’.}

RO

d

/var/1ib/dpkg/info/package_name.

/var/1ib/dpkg/info/package_name.po# _\ E,?EWEEJ
/var/1ib/dpkg/info/package_name. oﬁﬂiﬁigjebconf % RERERES
/var/1ib/dpkg/alternatives/packageupdaree -alternatives ﬁ%@ﬁﬁﬂ’ﬂ%%

/var/1ib/dpkg/available FrEEEE BRI ATEE
/var/1ib/dpkg/diversions dpkg(l) FEAMTERBEEN, B dpkg-divert(8) :ZE

. . e VR EERE -
/var/lib/dpkg/statoverride 9;%9(1) FHAMERIARBRE SN, A dpkg-statoverride(8)
/var/1ib/dpkg/status FTEERRE B RTTAREE:
/var/1lib/dpkg/status-old “var/llb/dpkg/status" EBENE—RED
/var/backups/dpkg.status* F_KME%, UKk “var/lib/dpkg/status” EXREEMEH

Table 2.17: dpkg B MEEIER

“status” HERBHHIU dpkg(1). “dselect update” #I “apt-get -u dselect-upgrade” ST EfEH,
EMMIESH< grep-detrl(l) FTLAEE “status” #1 “available” FTTERBIAIBEIA,

VN
fEdebian RHEEIBIET, udpkg L AMRBIRY udeb #8261, udpkg <2 dpkg L H—EFEERES.

2.5.10 update-alternatives &<

Debian R4 update-alternatives(l) BERB T UAZ TBIZTESEFEENIER, FlN, NMRERBTET
vim #l nvi BREEE, {RPIUAME vi epLIBIE#IT vim,



https://www.debian.org/devel/debian-installer/
https://www.debian.org/devel/debian-installer/

Debian 2= F 59 /220

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
* 4 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IBIZR #7E”/etc/alternatives/” B #F BB BN IHEAREFF CIBIZE EIEEFER”/var/1ib/dpkg/alter
BifEmAEEESR,

2.5.11 dpkg-statoverride &%

EBRK—(EFRISENT, B dpkg-statoverride(8) s RHAY IREIER, B/EE dpkg(l) ¥ IERERAARNEE
SRT AR —E 7505, SIRER T - -update” iEIE, WHERTFE, MZRERSHRIARERFNBENRI,

( : ) J\Ch
RIMEEBEMA chmod 8¢ chown S EBIEREEIEAIERMBENETIE, BEE T RRESHRK
By, WEE,

=z
TR

RANFEUEATER 7, EFELHIAR dpkg MEEMNEMERZAEYMYE, BEBR, RES,

2.5.12 dpkg-divert 5%

dpkg-divert(8) LR HAMERER, BB dpkg() MERTKRIHTERME, MEXRRIBBNIE.
dpkg-divert REFEEMERSE. NEEZRREEEFERAEREGS,

2.6 REIENRFETRRE

E#T unstable R4, FAREEE T B RERNNESEEETIRENBR.

@ Ny

TEN-LEHEEERESNER., FIEHERETES !

261 TNMEFENERELE

R—EXRE GUI BAEEEN EFRAFARRESNEE, MEZRBERENAMEERER (HEEIUN ) B
), IRCEFENERERF TITIEE, BEEERRMAEE TEE. (ER—(EfTE8Mbug LEITEEEEE
BREE. )

DTIERTE, MEZBRBENAEEERTENRKE GUI R, (RAIEFEREENEEERATUMEZ R
REEEEM. (AIREMMSART. )
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2.6.2 ERMHERERERNTERIEER

NUHEREE R EIE R4, ANk aptitude(8) B apt-get(1), EAEFEEMKTE, BHIREEERER, F2ERELR
REREEL, (BRZE 216 ).

NIEEEEENNER, AERAAEEERETA—RMERERSE, BRE 272 1), HTHIRAIEEMWEER
REalER, MRELRBERERMIERT, Fi8iB aptitude(8) 8 apt-get(l) TEEEEER, dpkg(l) FEHEILEAR
B, BMESLHAITUERNROER, TAEESCLFEMER,

Bk

VAV
@ FERAF=AREESERERNARKRAN, BAEBEEER root FFRERITHEEE R SIBREMNEHMINALR
XIS, dpkg(l) ar S RPILERREIRSHIBEIT A,

BT ASCEBMREN S ASTRRIVEREEE, old-package, RERREIEHEZNLTERAE,
$ sudo dpkg -P old-package

2.6.3 (EERIRMEIEEIESH

ENRAESHBIN—(EnSHNELERERDORR, FOBHSHERBEMEL, HEEEERARBREMNTS,
BN ZRNKIEE, E—EHREEECHMIFESHBTREERG, ZREERSMANTEMMRIERES, &
s, MELEHERTF,

#1 “package_name” RIERFEEIESHBMIRE, (RREZIGIR FIIRIERERIESHS,

« ”/var/1lib/dpkg/info/package_name.preinst”
« ”/var/1lib/dpkg/info/package_name.postinst”
« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/lib/dpkg/info/package_name.postrm”

ERATIIRIFIE, B root #REEIRIZAVEREEELIE U8,
- TEITEIIE 47 STARRF AT
- FEHEBITHITERIG “|| true” FILARAHIR[EIREIN

ERA TGS REEMB ST L EAERFEEL,
# dpkg --configure -a

2.6.4 fEF dpkg S<EITHIE
E% dpkg RIEBREMHEETE, SrIUERERENBERTETIE, OIMNBEINEAKEZEHERER, X
FIRE foo BEERURIRT, LEFEEFIR,

{ReJLATEEXRE B HREX B $%: “/var/cache/apt/archives/” H#ZIER foo EREEEIME bug hRAS, (UNRIZAE,
iR a] AIE#E 3R E https://snapshot.debian.org/ P FEHE, K EBIESIRENIIAENHEPERTE, )

MRIFEELARIEN R AR, (RRIBABB TGS RERE,
# dpkg -i /path/to/foo_old _version_arch.deb
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R’
MRIFRRIRITR), RBPJUERESERN APT RAKRFRBERF, MEE 2.7.10 THEEVRE,

MRIRPIREEANETTIRELE), REZRSHECHIVRBREIE.

1. f&F] Debian &R ABUIRRVRLEI R o
2. I9FERE FEERIEN R A EET “/target”,
3. BB FIGLRRERSER foo BRIEEL,

# dpkg --root /target -i /path/to/foo_old version_arch.deb

BIMEAIRHERE E/Y dpkg AR S EBIRIE, < RERTUMIT,

=R
ETERERE. live GNU/Linux CD, =JR{ENRY USB EEENSXABERRYEN LY 5 — R MRRIENRY GNU/Linux RAREI AT AZE{L
th R SRR IBIRBI R,

INRAFKIARIRE, BEAEEANREHREE, It HRERNWAERM, fR UAERA dpkg B9 - -ignore-depends™."- - fo
MEEEERERKE, MRFEEMT, REUHEBESHHEEKREREZ ESMEZS R dpkg(8).

R
MRMHARREEIRT, MEZBARTERBNE —EXEMHTS (2RF 102 7)) TETXERNRE,
ERMER L HRRBIFHIHE,

2.6.5 IRIEEREELEIZE N

WMER“/var/1ib/dpkg/status” AAREREHIRER, Debian AR EFE KA RIEE R FBREHLE, SN
KR “/var/1lib/dpkg/status-old” 8% “/var/backups/dpkg.status.*” &M “/var/1lib/dpkg/status”

o
CEN

4 “/var/backups/” DE—EEBNHEER—(EFEE, EASEBRESTHSEENRRAEN,
HINBRENIER, BBEFEN RREENRE BMERE/var/”" R EEN, RIKERILAR “/usr/share/doc/”
B #RIk{E — LB ARG | BRETHINRE,

EMZER/) (RH) R4,

# mkdir -p /path/to/old/system

BERGEET “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
1ls -1 >~/1s1.txt

cd /usr/share/doc

1s -1 >>~/1s1.txt

cd

sort lsl.txt | uniq | less

HHOHHH K

RE MM ARBEEEBERETRE T, (FTREE—LIFHEEERE, W “texnf’,)
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2.7 HEREIERIS

2.7.1 A HkiE Debian EXEEE]

fRE]BAMRER aptitude EE B EE T ARMEEREANEREFHER TOIREM, REMRAMFEEMEEE

=187 2 (B LRYEURIEREEEE:, TR BEBREBEMNER, HRAMBLRWM—ENRE, BZAEERFIE,
RRUT LR ERNREERZEBNESE.

- EEM: B> B
AUF: main > contrib > non-free
- BRIER: TE > BE > 1% > o[ > 584
- 17 EEBTEREENIIREN, FlN “‘SERE"
- BREEE R BIKFERAARIEN IS ELATIRIZN (Y0 gcc k%8 gcc-10)
c RITE: EREFELTREHLEEETSNSH
- EWEG: BEERCENER
- BTS (FRFGIRMEFR4R): /2B RC ARBIMERRE (R BB, EXEEMNRK)
- BTS (ERFAERIME R A7) BiiEE HRMEIRE R 8
- BTS (fRPEIRHME R 4E): BEE S HNTHAEIERY bug BIB
« BTS (FRFEGERME R 4%): BEBAVIERRE (non-wishlist ) FRFGEIEH D

Debian ® —{BfE A7 HMIMERINSEER, SHERERS THZTEMEBNAEEENIEER, MuBME
BHCHEE,

2.7.2 BERERETHEIEE

VAV
@ HBEEREREPLRIEEEENH Debian ERBITIRFTZIEN, RT EA ZEMNIERERFHRES LA,
540 stable B9 security updates 0 bullseye-updates,

EEE—EYF, ERBEERM testing MIHR, BIFEE unstable BRI LIFEIZELARZA,

1. BRRFE X" /etc/apt/sources. list” 8RR, FZiEEE—F"unstable” SE{THRERE,
2. HifT’aptitude update” &%,

3. MfT7aptitude install package-name” &<,

4. WRIEEI[RYA”/etc/apt/sources. list” &%, F3E@E testing IRE,

5. #ifT7aptitude update” &<,

FEREBFILAEE, RAFEEI"/etc/apt/preferences” 183, WAFEIEL apt-pinning, {BIEEFENARZ
EERRIERY,
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YIS

@ SERARSIERIRAEHE, E% Debian FNEREMREIIE <BRIESTM, ARV EBCERRETIERE
MRRBEZEEFENMETNE, RATERSIEIR, RUAERMFIENELRIFFAENRFER, E%E%utmﬂ’]
ERRR T2 ENRE, REAHBREERTE.

RARMERERLRNEBMI—AENINT,

« ETENMIHIEREEE ("Architecture: all”) LR ERIEH,
- XHEREE: BEENEX
- BEEANKEE: HENEESWELSF AN
o THENIHIEREEE (non "Architecture: all”) @EEMERESEE, ©HTERNREMH,
- ERERRANEEN (B libe”)
- HEZERANERNERMRANEE LT

— ¥i0» ABI BB
— C++ ABI FUfEA M

B
%TEE’K%’“@E’J&%“‘*%E& %, —EEHZENFEERMN_ENTHEAE TS RETENERELE, MEREZ
RE ABlI PR MEEEE,

EE

ARBRBISHHIRIZWEEE, REEHFIBENERETR _EMNFNREEEEE—EIR IR, MNEMREER
apt-pinning IER T, HR2EEN., (BR%E 2.7.3 7). REEZEEFEHA chroot SFEAT (2R 9.10 %) KT
AEHEREMER,

2.7.3 FABRERE

=L

¥ﬁ¥ﬁﬁ apt-pinning S L IS LLE KIERE, RN BERREREETSHRIEEREZEE.

8H”/etc/apt/preferences” {&R, APT RAERAMAFEREBEZEFHI]AREIES FBRE, EREE
B, UZE APT RARIEEBNER AL, FIBEAXRIBRIERELRS, It3f<3z2¢”/etc/apt/preferences e
It, " EREERIFEEAEINENENEIEE, WIZiLA NotAutomatic, WHEEEIE,

VI
MR A= R AL E AR B =T LA 45 ER %, I FWT, "dpkg --compare-versions verl.1 gt veril.1~1; echo
$?" (2R dpkg(1)),

MELERBESREREPLTERER (BRE 272 T), Ro]UBIBE"/etc/apt/preferences” EERLHE
HEhS ABRARBRERANERERENEAMNESERE 30 apt_preferences(5) FFTR) REENLELIEFENIE
e, EWES apt-pinning,



https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
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AV
@ &M aptpinning H<BF, E% Debian FEREHRMZMNWATY, FUGYARCRILAST,
apt-pinning /T2 FIRAIRE, BRALANEREERE.

VIR

@ ERERBRN Release 1EE (B2RE 253 1) {#H apt_preferences(5) B9iREI. #52 Debian @A
Z[E 1 Debian Z21EZE, apt-pinning 27 suite” 8 F TF, (S50 Ubuntu fEREARE.) B0, 7
£ /etc/apt/preferences” 1£R4&EM, BILAEF"Pin: release a=unstable”, {BEREEER"Pin:
release a=sid".

YN
@ E{BFI3E Debian MERMEIFS apt-pinning KI—B5E5, IREKIRE SRMMEMATEE, g, Ubunt
#1 Debian BANEEBE—ICHY,

ES=
BIfEREII"/etc/apt/preferences” 185, TEAH apt-pinning S HIBRT, RIFTLLUETHEERRIARR
TF(2R%E 2.6.4 TF1%E 2.7.2 ),

YNF 2RAH apt-pinning F AR L EREA,

AT AAREREERLIRTE"/etc/apt/sources. list” EREMER, APT REE{E ] ARVEREE BLREEIEEE Pin-Priority 18
BRAH, EAFRIRIEEINMERERZ. 1R —EEEE /Y Pin-Priority XhL 1000, EEMRAPREIZ R 6E FH4%, BRI TEX
IEEIPRANINEE (2R 2.7.10 W)

E(EEEEERY Pin-Priority {ERTE”/etc/apt/preferences” {EEMHHY”Pin-Priority” I B P EH N E R EREMTEL
&,

Pin-Priority apt-pinning HE BB E

1001 TRz el, NEE—EFRKEENES

990 REBRETRIE R ERITARR

500 AR REERENTERE

100 HH2 NotAutomatic 11 ButAutomaticUpgrades 1& X EAJFE:R B
100 AREZREEE

1 FA% NotAutomatic 15 32 B I TEER B

-1 BIERIERS, hEANTRKEEIER

Table 2.18: FA}% apt-pinning £ #189{E1FEEHY Pin-Priority {B513R.

BIRSRITRRIERE ] CAIEIB DA T EF8 775 KR,

- ”/etc/apt/apt.conf” EEERHPEN"APT: :Default-Release ”stable”;”
- S YIEIE, Y0: "apt-get install -t testing some-package”
NotAutomatic 7] ButAutomaticUpgrades f1E 52 2 H1E R E{F AR 2 D18 REMRAY Release IERKRERE, (BRE 253

), ERFEE”NotAutomatic: yes” fl”ButAutomaticUpgrades: yes”. [l NotAutomatic fERth 2HIER
ARk 2E LAVIERIEARAY Release 18 RERE, (BEREIE”NotAutomatic: yes”.

RERSIERFENERFEER apt-pinning 157 I LAiBi@”apt -cache policy package” s HaER,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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- ”Package pin:” BHFERYIT, FIH TERREELARASHEY pin , R package 1HEARY pin ELE R, Y0, "Package pin:
0.190”.

- 8B Package pin:” BIITFE, WRIZE package HEEEAMTE .
- Ed package 18R8RY Pin-Priority {BIIEFIBIRAFHEIGIE, thUl, 70.181 700”.
- 70” BRINEMBMRAFENGIE, WNREE package HEANER, I, 70.181 0.

R[E (157/etc/apt/preferences” {#EEEA"Package: *” E#) BV Pin-Priority 18, JIEFMBIERBERENA
J% f5lgn, 7100 http://deb.debian.org/debian/ bullseye-backports/main Packages”.

2.7.4 FEFHFHMM@EBE

bullseye-updates #1 backports.debian.org #&3REiRHt T stable (bullseye) ZE{THRIVEFFEFER
AT HERBELIERE, (REEME”/etc/apt/sources. list” $%"’<%E%AQH—FFETE’J$&'.%J$§U§O

deb http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/ bullseye-security main contrib

deb http://deb.debian.org/debian/ bullseye-updates main contrib non-free
deb http://deb.debian.org/debian/ bullseye-backports main contrib non-free

I ARFEE"/etc/apt/preferences” IERPEENERE Pin-Priority 8. EFBIHF, TEREERMB TESEN
B EERE 253 M)

- FTECRRNEHESERFILIER bullseye-updates HEREH R FEIEE,
- 3B bullseye-backports IEREFRFHLTRINENRIZE 4 =181® bullseye-backports t{EREFHREH
EXREEL

EREER bullseye- backports BEEEVPFIFNTE —ERI”package -name” HIEREE R EXFE BLAVRHE, 1R
EZEEEERE s —@E “t” 5184,

$ sudo apt-get install -t bullseye-backports package-name

2.7.5 FHIFHEBHEESNRE

=L

¥ﬁ¥ﬁﬁ apt-pinning AL BIEM LR ANREE, R BR R EREREFSRIFRETEE.

MRAEES|ABEBNISTEIEE, RNBRII”/etc/apt/preferences” {EE BIGU TR BB EIEZME
ERERREY S LEEREE B,

Package: package-1
Pin: version *
Pin-Priority: -1

Package: package-2
Pin: version *
Pin-Priority: -1



https://www.debian.org/News/2011/20110215
http://backports.debian.org
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2.7.6 {EF%%E unstable #IEEIAY testing iRAS

g

¥ﬁ¥Fﬁ apt-pinning S L EEM LI KRIREIRE, R ERRERAESEGSHRIEERESTEE.

NN =R —{ERAH? apt-pinning FATRIGIF, EERA testing RIBFE, BEIF unstable RAVSE BRI LiiFhRAE RS
BHBEEAR. FER Tﬂﬂ'FFﬁTE’J?‘”/etc/apt/sourceS list” ERPIIHAEFBRMIERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing-security main contrib

HRUNTETRAIERE”/etc/apt/preferences” {83,

Package: *
Pin: release a=unstable
Pin-Priority: 100

EMBAEUMUEE T unstable ERER KK package-name” MR EMWKBER, RAITEFE"-t” EIE
(unstable B9 Pin-Priority {E£ %3 990) RIS #: B 1R 1ThRIVE S,

$ sudo apt-get install -t unstable package-name

FELRE T, #iT apt-get update”%[l”apt get dist-upgrade”(8{#&”aptitude safe-upgrade”#1”aptitude
full-upgrade”) a5<, B testing HEREFHRILR testing EBRELTENERL B unstable EERE
F4RBRLEME unstable EREPLEAETEE,

( : ) MGy
INDAEERBIR/etc/apt/sources. list” IR PR testing” IERE, MRERFEH testing”,
APT RAS(ERAETMFEM unstable EREFRIGEER,

B

HBREE LiRREER, B /etc/apt/sources. list” @E P unstable” IERETR, ERETH
%FIE”/etc/apt/sources list” {ERPIIR S iCEkMIER B H AR 4R 8 8E AR RSP LE T ABLESE unstable 18
EEMTENEIEEEB unstable FH4R,

R

i B’/etc/apt/preferences” #& ZEF H"Pin-Priority: 17 # X T’Pin-Priority:100”, I
f§"/etc/apt/sources. list” ¥EE P "testing” ;LR MR T, Pin-Priority 5% 100 ME T X &g a
tHAZiE@ unstable EREF,

MRFHLEBRHE unstable BELIFIRIVEEE, MERRIABERYANLEIE"-t unstable”, {RINEE
i1”/etc/apt/preferences” &%, IE?:EE%E%TE*BH:‘FEE’JET/EH’fﬁE’JﬁUtljﬁﬁﬁﬁﬂ‘t_bi’)ﬁ G

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700
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T RASESEVEEEEIERE Pin-Priority 1B, FI90, AT {ERARH unstable BIZE Xk ”Debian Reference”, RIE
#Z1E”/etc/apt/preferences” IBEFEAUTIZEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

®R
BN{E(RIEMAIIRZ stable fE5E, apt-pinning HATIARBMAEY. REFHABIALLE, € unstable IERERE
WXHE—ERTEN,

2.7.7 {EFA%HE experimental EXF2EIAY unstable kA

B2 fEF apt-pinning {95 — BRI, ZRHIEEFH unstable &, BEEE7T experimental g, ZBETHR%E
% FREHNEES. EEES7/etc/apt/sources. list” HEEFMNIIRMT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

M5t experimental JR2 IEEE) ( NotAutomatic ) KR (2R 2.53 T7), HFERAY Pin-Priority {E#RES 1

(<<100) . W ARFEETE"/etc/apt/preferences” {285 PER7E Pin-Priority {8, REEIETE experimental i, BRIE
FEEE N AENESEEA RS E IS EREEE.

2.7.8 BEITEHMARKREE

5 A=
g

$FH apt-pinning G L EIEM LR ANEE, RuBEREREEFSHRIFEETEE.

apt ERIEBEBEECH aoniELRE “/etc/cron.daily/apt”, EXIZEEE T #EEE. I A% EE unat tended -upgrades
AR RIS (EIE S, BT B EN A REE R, I LAEIB“/etc/apt/apt .conf.d/02backup”Fl1“/etc/apt/apt .
RS I BREITEER, HEARBAIRR “/usr/share/doc/unattended-upgrades/README” H,

unattended-upgrades BRIEEIFERMN stable RANELEFH, NRBEIFHLRIBIE stable RGEAVEE /R
ANEENREHLZLEHNEENTZLRE, MEZEEFEHEEEH, EESIHWNT.

APT: :Periodic::Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT::Periodic::Unattended-Upgrade "1”;

MRFHITHIRZ unstable R4, MEZASHRECEREHEYN, AREEESAEEXRBIRAR. BEMUERDN
unstable IERF, fRAJEEMKERIERT FTHIE B A S EENNARMIGE, HEESIEWNT,

APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;

APT::Periodic::Unattended-Upgrade "0"”;
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2.7.9 PE&| APT T EEE

INRARAEPRSEI APT B9 T EIAE Y 800Kib/sec ( =100KiB/sec ), {RIEZE FHEBMRRE APT HECESIE,
APT: :Acquire::http::D1l-Limit "800";

2.7.10 EB2[F4R

¥1FH apt-pinning G L EBIEM LB ANRBE. FYBERRERSEGSHRIEEETEE.

Ny

@ FE4RTE Debian 85T LRIAHKE H 2B, EERTEESMREBEPZEEMMN—HHTE. BEGIRSEER,
BREAERS SR T IESHEAE, HREZZRE, GFEREENRERRFERENFEEEEN, LRTHIRSE
MRE—EHRNRE,

{RET LB @IEER B AR IEREMRBEMIERE (285 273 ), kMEEENZARE. TEE &
WIEN %, FILARGRIFZTTRM “dpkg -i broken-package_old-version.deb” &% (28E5% 264 1),

15 “/etc/apt/sources. list” ERPETEAEMER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATEHNITERE, EMIXRER testing,

deb http://deb.debian.org/debian/ bookworm main contrib non-free

AT RIIERE”/etc/apt/preferences” {3,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#{T “apt-get update; apt-get dist-upgrade” {EE{E R AHIEREEE15REIFE4R,
EERA[&4R1E, Bl “/etc/apt/preferences” EEFRIIESR,

R
BR—EIFHE, BlR (ARAEKR ) BrIESHEER, RV KERE, Mr]EFEFEBRMLE —LRE
BRERGRER, BERHER Linux b, BARER., udev, PAM, APT MIABEARRANEREEBILAR EMMEER

o

2.7.11 LH{EEREBEREE?

2% “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%IHH4EEE 1
BRETEN “RESEFNERERESE S MEN—LEH, EREENER LEENRERE, devscripts &
B2 EIHPHY who-uploads(1) B BAF Al Debian JRERFEBIFVERR LEE,
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2.7.12 equivs EREES

NRRIERIATEARE T — (B2 VRAE Debian BXEEE, RIFAFEMM —EEIERZH Debian #XEEE ( *.deb ) AMifE
FRMAERE.

MPIRBEFR RIS RE—ERERNLAFELEER “/usr/local”, RETREREMFERA equivs FAREB T RRIR B
KRHVERRE BLIRAE,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—{EEEEEZ stable R4

RN FHAREY stable R4, ERREKEEENITRIENENBE —EIREERTHENERE, EJURRERMKE
BB EHKETIEE TR,

7f stable R#HY “/etc/apt/sources. list” EEPFIETIIEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

N R EHRZ= T R HEREE BLAL T SUREREE B,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

e HH KRR

MRFEEMEBIE, vIKE backport FEREEEREFH—LL T BEEERE2 8, 140 dpkg #1 debhelper,
HITRISS,
$ dch -i

EHEEERA, FIUN7E “debian/changelog” FRMIIN—{@ “+bp1”
B TEITREEHREETSEEMLRINRAT.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 AR APT BIRIEFIPRSE

E #5BR S #(E Debian EREMNFESREWIFARIAE, SMEIETS LAN EHNRGKE, 2 APT HE—EARMK
BERBRETFES, APT oJUE AR EREFER web (http ) XIBEAREE, HI40 squid (BRE 65 ), ME2
B apt.conf(5) % “/usr/share/doc/apt/examples/configure-index.gz”, RIBEE “Shttp_proxy &

=

BZ “/etc/apt/apt.conf” EEPREMHNRIEE RS,
BB L Debian EREMNZEANIETLR, REZEEREMZEIRE BTS,

ERESD) TATE X/ | FREA

approx V:0, I:0 6317 | TREY Debian 1& e jeate s IR (] ( B4mz29 OCaml 23\ )
apt-cacher V:0, .0 289 %5 Debian #X52 B1FN[R 1A 15 1E & T E (Perl F21V)
apt-cacher-ng V5, 1.5 1562 | HEERFEEIRENVRIE (C++ FREEAIFER)

Table 2.19: Debian #£RENERNRIETE

AV
@ = Debian EEENIERELER, ELERANANETIAFIEENREMEETENIENN, LrTEE—
BSRENEEER, H—AmE, BA web (hitp) RIBFEIAREEE AR B E S S EHEERE,

2.7.15 ESFARTRIEEEENXG
IR A TR 4 PR RS R EIE B S E A,

- REEEENEENH:

— aptitude(8). dpkg(l). tasksel(8). apt(8). apt-get(8). apt-config(8). apt-key(8). sources. list(5).
apt.conf(5) #l apt_preferences(5);

- RE apt-doc EREEEMY“/usr/share/doc/apt-doc/guide.html/index.htm1”#1“/usr/share/doc/apt-do
- RH aptitude-doc-en $E2EIM “/usr/share/doc/aptitude/html/en/index.html”,
* Debian fERENE 73 53 :
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 7% Debian {EFAEEE—{& Debian EXFE BIAVINTIE:
— “Debian #:E&ERE .



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AR

ERAMEIES, HHEEHERRR Debian REMBEFEEHNR2AEN., EEEERNAHNEZTRNRGE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

TER Debian RAFIALIEZEEA, HHL Debian RAEREIER, REZSERRMING,
+ Debian Linux #Z/0Fff AL Debian #ZIO0FIEEE I KIE,

« bootup(7) M4BT &R systemd MR KRIENHTE, (ITHARY Debian )

« boot(7) M4BT EH? UNIX System V Release 4 H)Z4ERLEN T2, ( BARAY Debian )

3.1 EEhaFEHEhHA

AIEMARK LESHEEEAFPRETENRERS (0S) MERLL, FTELELEMERIZENAIE,
REEER, EERWERERETARMR LRSI PC FEL,
AR EENBIRBRE —EURINET, B—RAEFRRREGEIET R

531171
3121
« 5531371
« %3147

B2, ELMEERFIMEANRMNEE, tbWl, Ff4E:ETBCHINZ, BIFTEEEB@IA(R Debian RZMILER, FIt, EE
EFEERZE, F2REECAKHNBERBRINLE,

3.1.1 F—PEER: UEFI

Unified Extensible Firmware Interface (UEF]) 8 —RIIEAREMFENE E& 7 MENEIEE(FS UEFI FEMW—2 5. =
—EFtEHHEMER, MBEIEREMERENE —(EER, CHERBEELENRBMEEENRTE, PITIHEREE
ARSI BEFAEARMFERAZD (BERIBHAER ), MEEEEBEHMFETE NVRAM, EREIEEREE
AR BANENEERRIZODINERRRIRERIE B, EFI system partition (ESP) EFI R4 7 EItE B —EEUIREE
KENDEIE, ETEMERNER UEF] iR, S5TEWHEIRR, B UEFI #i2Ka5R, EffF T UEFI EARER
MELEAREAMNITAEENESR, BEFEZERANSIEFARER. (EEBH PC 24, T MBR £/ BIOS 7]
FRKE,



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 ZE_PEER: S|ENEBIER

SIBFAZNZRIENBIZAIE _MEER, B UEFIRRED, SIEFARIUVERBEZOBREF inird BRISFIAZIGCIR IS L AG T
HIERARER. nivd MERRIERZARE, EXEREXBIRAERNSIBIHARER,

Debian 4B F EF Linux ZIMEATEREMI R #fZiD, ERIAY 5.x Linux #i0ORY initrd BRIRTEFE AT £ R initramfs ( #1A

RAM ERARM ) BRR,

B 2518 A ERMEEEEIEFHE,

e FATE | A | inited LB | g
grub-efi-amd64 1:214 158 | %F¥ %EIB ;ﬂya';‘fitl’n"fﬁ 4__7_3 (E{JEEFE)E"K" R
grub-pc V26,1757 | 533 | X¥¥ %RUB =2 %i;fzt’n’lfﬁ 4__’_j (E]IBI%SD)%% Y
grub-rescue-pc V0, I:1 6380 <5 %RUB ®2 éﬂég"D gﬁ;%ﬁﬁﬁizlﬁw
lilo V20, I:2 697 <¥F Lilo mmﬂ’gﬁﬁﬁﬁtwﬁﬁ
B, (RE)

syslinux V:3, .46 344 5 Isolinux E%ELIEOOSGGO . 518 CD
syslinux V:3, 1:46 344 =¥ Syslinux ?I-Egg’g i;[ Eflﬂﬂgl?téﬁ%% (FAT) .
loadlin V20, I:1 90 e Loadlin ;)}? #RIE FreeDOS % MSDOS FIEX

: 7

Table 3.1: 5| EINEFIZFIIR

==

: {B4N;8% 1 grub- rescue-pc BXEEE R AIBREEUE tHARATET 3 BAE AR (FESEL, CD i#AR), BOHA
SIBFAREN, BMERER LB IEE TIFRISIEFHAER, vI5|BEEEIHEES|IBMRNARLK.

[

GRUB 2 H)iREFEEE RN /boot/grub/grub.cfg, ENMREIRBMRRIINBLRG:

menuentry 'Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebedbl
echo "Loading Linux 5.10.0-6-amd64 ...’
linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl «+
ro quiet
echo "Loading initial ramdisk ...
initrd /boot/initrd.img-5.10.0-6-amd64

14

}

BRI /boot/grub/grub.cfg, EEEERBHESNT.

BR
EIBERELE /etc/default/grub fJ GRUB_BACKGROUND EZEIERZIFZRIEER, NEHIEHEREEELEHA
/boot/grub/, {REESNER GRUB HIRKENRS



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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B3 &
GRUB2 #&RZHF A gzio, part_gpt, ext2
- - H UUID=fe3el1db5-6454-46d6-al4c-071208ebedbl F5E
- = 475 4N || jiE = oY
{EFH Eﬁ*E*E%%\‘nﬁﬂ EJ*E E"Jﬁ%‘”g*gﬁ
DR RIS =R TS o F 4n P Y R 1K /boot/vmlinuz-5.10.0-6-amd64
TN “root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl
ERRIZIDRLENS | B ro quiet”
initrd MRRIG RIS R R E afizFEd /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg iEX FEPHBRERBEEE
28 “info grub” K grub-install(8),

3.1.3 E=PEE%: #{F Debian R4

E{R Debian RERHBNRIZMIBE=PEER, ASIEMHEFEE. CEENTFHETRENZNRXAZRK. EREH
TR —{B PIEE RIS,

e =1
“R{R Debian Z4" REEBAINAEE, AREAEDHAZIRIZNE =EFZER, SERKBEEHBE nitrd
g} initramfs 2%, AFEHIEBIRLRTE Debian ZEEFHEA,

/init XA REIERPHRERAZ LHITHE—ERER. EEENEEREZSEIEZOVBNE, TIEEHIREZAT
—PEER, AR Debian RFRELMTEE 5| ERFIE Z HIFEZ BB ANNZR R HEABIER AR, F5|EREFMEE,
+ YR initramfs @A initramfs-tools &3z, BJ”/init” XX 2 —1{& shell I5$BIER.,

- BBIHBRRI “break=init” EHELH, (FoILAFRENSEDS HENATZUER root shell, BZ FEIEHHES
RB” /init “BIA, &fE shell BBE R, (FolBBERITIHIRE I,
— B4R Debian ZAREIAME S RIEEBY, BEEM—(EMEE busybox(1) ¥ GNU THRRH,

« Y02 initramfs /A dracut &3z, BI”/init” B —EZENIH systemd 2=,
— (R Debian RAFTAMNGHSE—EREIBR systemd(1) IRIE,

AV
EE—ERBORXEGZRSE LR, /A mount mSFERN -n EIE,

3.1.4 EUUPEER: #1H Debian R4

H 18 Debian AR HENATZRVBIUPEER, HIE(R Debian R4AEHEN, #E{R Debian RFRIARIELLIRIZ T EEETT, R
XHER B EHARFRIERMERX G RE L,

nit EFRAZPITNE—EIEF (PID=1), EXNEHESEREFUEMESIERRE, nit EFMNHERABRER"
/sbin/init  {Bu[i@iBNZEEISEMEI, FI90” init=/path/to/init_program”,

£ Debian 8 jessie ( 2015 S ) A&, »/sbin/init” 2—{@ZF]”/1ib/systemd/systemd” HIRFSEELE,

N
RARRPERERR init <SRIUER “ps --pid 1 -7 HSER,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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ERES) AT NI L:
systemd V:826,1:928 | 16015 | ENEHHZHFILEER init(8) T EE (FI&X sysvinit)
systemd-sysv V:818,1:925 | 139 systemd ERAMALURKE sysvinit WFHENTRES

1n1t—system—he1pe(]§687’ 1:940 | 131 7£ sysvinit # systemd Z R TERMWENTE

initscripts V:77,1:283 176 ARV C AR R ARV A

sysvinit-core V:7,1:9 279 #8 System VB init(8) TH

Sysv-rc V:154,1:296 | 81 ¥8 System V BRETTARBIE X HEH]
sysvinit-utils | Vi459,1:999 | 79 ¥8 System VB LE (startpar(8), bootlogd(8), - )
Tsb-base V:890, 1:999 | 49 Linux 1= 2£ &0 3.2 ARAY init FAIASIHEE

insserv V:204,1:292 | 150 AIF LSB init.d A KB REBEZH CROTE
uswsusp V:3, 1.7 714 &R Linux IRER{F A& REERRE suspend I TH
kexec-tools V1, .9 288 FAh kexec(8) ERX ( FARIEN ) BY kexec TR
systemd-bootcharfty, ., 128 | BRENRISRMEES IS

bootchart2 V:0, 1:0 94 REN RIS BE D T Es

pybootchartgui | V:0, .0 177 ENRIEBE R es (FRET)

mingetty V-0, I:3 38 EBSZEFHER getty(8)

mgetty V0, I:1 315 o8 B KRR getty(8) BRME

Table 3.3: Debian R4 ZEN T B

N
BRERMENAEMENRIEN, F2R Debian ME: ENAZINEF,

3.2 Systemd #]¥41t

AEER R AR ERIER PID=1 Y systemd(1) F2UREXEN ( ENIFILALIZR Do

systemd ¥JALIEFERETRKEER (2R systemd.unit(5)) RLITIRERF, EEETREERFERESEN
Iiﬁ KE ZHI8V3E SysV F@AFEEN  ELETIEEERE TEAN —RINBEREFAN (2R systemd-system. conf(5))

IREMTZF B HE — B EHAY Linux control groups, EETTEHR, ERER —EFAER systemd B LEE (2R
cgroups F158 4.7.4 1),

BEXEEREERTI—RIBEEPEHAN (27 systemd-system.conf(5) ):

« ”/1ib/systemd/system”: OS FE:RECEIER

- 7/etc/systemd/system”: RABEESNMEESR, EHRPBRIELRRTERIMNMEERESR

« ?/run/systemd/system”: M{TIREENLEERR, EiNPERTERNEERER

thMrE E kAR (R EIB"Want s=”, "Requires=", ’Before=", "Af ter=", --- & aa—-\ﬁlﬂﬂﬁ,(%ﬁ systemd.unit(5)
#8#9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES’ )o,ﬁhﬂﬂﬂzm%&z #F (2R systemd.resource-control(

REETEERERNFERES EFEA:

- *service #HIAH systemd FHIFEERIZRF. 28 systemd.service(5).

+ * device HIATE sysTs(5) BEEA udev(7) RERIBRIVESE, 2R systemd.device(s).

« *mount {HIRH systemd IZTHIFNEZFERAGZHIEHE, 2K systemd.mount(5).

« * automount {HIAH systemd FHIFEEWERAZ KB E I, 2K systemd.automount(s).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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. *swap fHIAH systemd IZHIFIEIERY swap iEREE, 28 systemd. swap(5).

- *path A% systemd EAIERIERR, AREREEHIEE., 28 systemd.path(s).

- *socket #HiA# systemd IZHIFIEENERF, ARERERFNEE. 2R systemd. socket(5).

o *timer A% systemd ITHIFIEIEIVETAFEE, AMREMNRENEE, 28R systemd. timer(5).

- *slice EIE cgroups(7) WEIR, 28 systemd.slice(5).

« *scope f£M systemd BERHINHERIENCHES, AUEE—RIAZGKIEF, 2R systemd. scope(s).

- *target IEHEETRERRNE, ERENEER, REIFLE, 2R systemd.target(5).

RARBLENRS (B, init ), systemd FEF S ERNEN”/1ib/systemd/system/default . target (@EEF|”graphical. t:
ROTFSEE 4L ) B 5, — LE4ST%AY target BETT ( 2R systemd. special(7) ), tt#l”local-fs. target”.”swap.target”

M cryptsetup.target” BHWSIABMEIERAR, 2%, HE target BT ERBETMRMBIARTMRIIAN. 40
&, &RsE bootup(7),

systemd {Rt[@MEBBIIINGE, E”/etc/init.d/rc[0123456S].d/[KS]name” #2HEAY SysV BIZHIRLENIE S
MAREWSIHT; telinit(8) EWERSA systemd RIEETTIEENFE K,

@ NIy

WREFRVBITARR 2 B 4 2EWAFRELD THEB “multi-user.target’,

3.2.1 g

RIDVEERR WS, TERENRIESR, 1B systemd-hostnamed. service BN AR EMERERFIEHRS, It
EHBEFE/etc/hostname”, EEERBZRABERREIRE, MAREBES,

ANHESIBEIT hostname(1) as < AT AT TENH B RIFIERH R,

3.2.2 1EERRS4

B AR IE R A AV EHEBIER] LATE”/etc/fstab” FERE, 2R fstab(s) fI% 957 %,
MBERAGREREE “/etc/crypttab” 1, 28 crypttab(s)
#X RAID BECE mdadm(8) s8R EEFE”/etc/mdadm/mdadm. conf”. 28 mdadm.conf(5).

[

5 A=
: RENENRIBHER, TERE THRBEERAZK AR, "/tmp”, "/var/lock”, #1"/var/run” FHERRSIER ZHE

o

H} &

3.23 @Em mEYInit

#HA(EMA systemd BYIRX Debian RE R4, RN B E HMERFEETIAL: Lo MEEEE “networking. service”
BRIE, MEENEAIA “NetworkManager.service” BRIE,

2R% 5 ERENERREECMNVEN.
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3.3

EEHE LRRIZOEREM, G5B E tFIREHMEK T RECE.

ZIDEE

# dmesg -n3

Er e IR EE R IE ZREA

0 KERN_EMERG REEATH

1 KERN_ALERT 1TRW A ST BNEREX
2 KERN_CRIT CRIRE

3 KERN_ERR AR IR

4 KERN_WARNING EEBHE

5 KERN_NOTICE LT REEZENRHEF

6 KERN_INFO ERER

7 KERN_DEBUG debug ZLRIRIE R

3.4

Table 3.4: Zil»

iR

7£ systemd F, O RAEAEE B HZERFS systemd-journald. service (X8 journald) Ricsk, M
7£7/var/log/journal” FRIREM EMHIER, AFE”/run/log/journal/” TR EMGIER. B
LTEMFIHREER, TSR journalctl(l) @S2k, BIU0, (REICAEERERERE —REEINRIBER, &l
TAR:

$ journalctl -b

BRI mLHER

R — KRR R BRI

mg?mﬂih RERENFIIA R R R ARFE AN ZID »journalctl -b --system”
A

ERERE R EHGENERERAET )

ﬁgiﬁfﬁﬂ A IRV E RIS R ”journalctl -b --user”
= B 72 __ o Vil CareET}

E{E?Emﬁ XEAENFRIARY " Sunit” TTF »journalctl -b -u $unit”

?(ﬂ.ﬂ? THKNES 72, ~F7 V5% I8 3 » A5

féaﬁgﬁ(ﬁil{kﬁgﬁg)ﬂﬁ Sunit” ML ”journalctl -b -u $unit -f”

s - 9K

Table 3.5: BiBYH) journalctl &< HERFIR

£ systemd ¥, & HFE THE rsyslogd(8) IREENITRAREBNG KM T EMHIBFER (KB systemd ZFIFEZR
#y”/dev/log”) M I {BHAVK A ASCIL R4ABEFEER, ”/etc/default/rsyslog” #”/etc/rsyslog.conf”
BESE E R HIERMERETR, 28 rsyslogd(8) #1 rsyslog.conf(5), HHRJLABREE 9.2.2 1,

35 ZRGEIE

systemd NMERRMRAYIAL, BA systemct (1) mERILBANRAESIFIRIE,

248, FEAIFPHa7sunit”?, SJLAR—EETE (FE.service M . target 2[i8HY), =&, EREBIBRT,
AR ZSEETT (shell REMSIHEBEBRFET”*”, 727, ”[]17, BBMEH fnmatch3), RILAEBFiELERE
HFFBETHEARRE).
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1BRE YRR

S FT A target EIohcE “systemctl list-units --type=target”
FIEFrA service ETicE “systemctl list-units --type=service”
FHATEE i &2 5] “systemctl list-units --type=help”

S ECTERE R FT A socket BT “systemctl list-sockets”
FIHECTREERFIA timer EJT “systemctl list-timers”
- BE”$unit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHEARBIERNEE “systemctl reload $unit”
- [EIEFIRREIFR B sunit” “systemctl restart $unit”
CRESunit” TEIEFFBEEER “systemctl isolate $unit”
CERE] B (EETEESR) “systemctl isolate graphical”

R3] ZEAE (RIIERR) “systemctl isolate multi-user”
HERI BEREN (EFERE®SIER) | systemctl isolate rescue”

\”sunit” EERIEAE “systemctl kill $unit”

BE sunit” 2 A2 &8I/ “systemctl is-active $unit”

BE sunit” A Xl “systemctl is-failed $unit”

®&-$unit [$PID|device” FIIREE “systemctl status $unit[$PID|S$device”
BER”$unit [$job” BUE™ »systemctl show $unit|$job”

WA $unit” “systemctl reset-failed $unit”

S B E TARERRETE “systemctl list-dependencies --all”
IHERELRGZ EETRER “systemctl list-unit-files”

B Sunit” GEINRFIRESS) “systemctl enable $unit”

ZREsunit” (MRTIEEL) “systemct1l disable $unit”
g%gg)wnlt (MIFRE]"/dev/null” By ”systemctl unmask $unit”

N D) RTINS T T[> 3 /2]

gg Sunit” (EMNZE”/dev/null” BIFTSE ssystemctl mask $unit”

JEENFEERAY target FRE “systemctl get-default”

SR XEFHER target Z”graphical” (Ei2&%t) | "systemctl set-default graphical”
TACSgEIAF % — S

%TJ%Z%XE,J target Z3"multi-user” (@2 »systemctl set-default multi-user”
R LFIRIREE “systemctl show-environment”
THEIREBEEEvariable” MI{E&"value” | “systemctl set-environment variable=value”
BGEIRIBEEE"variable” FUERE “systemctl unset-environment variable”
SNBSSt R BTz »systemctl daemon-reload”

( daemon )

BIE Y “systemctl poweroff”
- BRTIER R R “systemctl reboot”
- BIERE “systemctl suspend”

REER % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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LFEIFHRGIRENEDS, BERBEB sudo” REE, AUESEENRASIETIE,

“systemctl status $unit|$PID|$device” BIEiH{ERBEEEIIES (7e”) RIBLAETTINE, EAF—RFAIE,

- HERY e” RIR—{E” NiEE)” 3" ERTNEENP” FiARE.
- 1B e RN RET WE “HR" KR
- xEre” RN EEN. "BEFEAPR | MAPR” RE,

3.6 HEZRGE®R

EER systemd THEZENREGLIIR, AEIFEEE cgroups(7) EARIERIR man FE,

BRE mYRER
e —EVBRE SR EFERRERE “systemd-analyze time”
§Uﬂjﬁﬁﬁ$ﬁﬂ’]%ﬂ§"‘1tﬁ\%?aﬁ “systemd-analyze blame”

”$un1t” ERFFHEIEES ”systemd-analyze verify $unit”

DB TREIREES :
FITRHAREE »loginctl user-status”

A b SR ITHEAE S ”loginctl session-status”
PR Cgroups IR ENETE “systemd-cgls”
IR cgroups FIERENETE “ps xawf -eo pid,user,cgroup,args”
IEHE cgroups FIRIENBTE sBH(”/sys/fs/cgroup/systemd/” R sysfs

Table 3.7: systemd THEZEEKHSIIER

3.7 TH systemd

3.7.1 EEFHMHA

ﬁﬁﬁi‘ﬁ S&HE, FIB systemd RENFEIER, 7E network.target BENE, RBSMEIRIRTE (BRE 6 B) FREE

€12 (daemon ) RiE). “sshd” BARFISh, BIEFUENBIZFRE sshd” (FR—EERLEIFIF
Ef’a, BRARRLTENIRTEETT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

24 Unix RFEFVIRFZEEFRIUAE (on-demand socket activation ) & H inetd (3 xinetd) BARMRFERIE MR, &

systemd ~, tHEINEEEESDEIBIE AN *.socket F *.service EETTAC EHE SRR,
sshd.socket AREEZ—(EERENERTF

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE& sshd. socket [LERRIARFEIESE



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

RIREFEA,

$ sudo systemctl daemon-reload

3.8 udev R&

% Linux #Zi0) 2.6 FRBA%A, udev 4% IR T BENERESZIRFMR(LES, (2R udev(?)). EZDERSEEENER
£, udev RRERMK sysfs IBRAFZ (BRFE 1.2.12 ) WENME—EEREERF, £ modprobe(8) 21 (2R3
3.8.1 1) AZEERERMZOIELE, B EENEEEE,

R

NRBPRFLEIEH, "/1ib/modules/kernel-version/modules.dep” ;85 depmod(8) IEE4ERL, 1R4HA]
BERBH udev RBHEHEMSREA, $iT depmod -a” RIEEE,

"/etc/fstab” REATHIERAI, KEMB AL FERHFEN, (REESER VUID REFKE, KRB /dev/sda" Z
BEESR 2R% 953 .

M5 udev R —EEEEMHUNEY), BEHEEXHET rEFMER, EEEREHTRINVEM,

3.8.1 fzMEAEYIAE

18i® modprobe(8) FZNFMEFIMIPR LR, EFFIGENEEREIZFREEETHNIT Linux #Zi0, udev 24 (2
R 3.8 ) BEMLERMIREZORBTIEL,

TEHMIFFEERAMIGIRVEREEEIRE, FEZ2WFELEHAN, IBEEME /etc/modules” IEREINEH 2R
modu les(5)).

« TUN/TAP 154HIR £ EE#ERY Point-to-Point AR E (TUN) FNE#EAY Ethernet £ KABAARREEE (TAP),

« netfilter FRABIR{#t netfilter B NABHES] (iptables(8), 5 5.6 ),

« watchdog timer ERENIE4E,

modprobe(8) 2N HVECEIEZR 2% modprobe. conf(5) RIEREATE"/etc/modprobes.d/” Bix T, (MIR{REER
BEEARLEZOEE, EEIEEMEAERERET /etc/modprobes.d/blacklist” #ERE.)

»/1ib/modules/version/modules.dep” #&3H depmod(8) F2X4ERY, EHIAT modprobe(8) FER{FARIELR
I

=S
WMBRIRIERENRS HIR R 4B AFI5E, 3% modprobe(8) B H IR #2488 A IS8, "depmod -a” FJLABIBE
#'modules.dep” REFRSLRIRE,

modinfo(8) FETLEE/R Linux MR E .,
Lsmod(8) F2R LAHFBERIEINER"/proc/modules” AR, BRERIZODEA T WLEFRHE,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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N

{REESOAEHE R (RR A LRVIERS, 2R3 943 .

{Re] ATERSBIRSEC B hE RS R R AR HAEBI R RE 15 1. 2 R% 9.4.4 7.
{RE] A AR 2 O RIENRR AR B E, 2R% 99 .
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Chapter 4
R IS E AT

ZHF (miE) FESRRGE, FEETRE, BRBNHERZEEL.

iﬂ:

PAM MECE SRR FIBEE SHIERIVRMR, R BEE —(EEBIFIIRIE CD, HERIL—EE AR boot 53 EIFE,
RTWERE, HMEEEACPIMEIRAARL L EHR.

4.1 —A8HY Unix 3:%

—A%EY Unix 858 H PAM ( Pluggable Authentication Modules, BIeJ# ABVERREIE4E ) THY pam_unix(8) #R4AREHE., &
M3 EEZERNT, ENMEEER “7 5R.

EES Frel g EAE H Bz

/etc/passwd “rwW-r--r-- root root (BAXE) EAERRES
/etc/shadow SrW-r----- root shadow | EENER{FEHERSESN
/etc/group -rW-r--r-- root root HER

Table 4.1: pam_unix(8) EFM 3 EEERLERER

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:Userl1 Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

90 passwd(5) FFTiR, EEERDHE “:" DRWYBESEWT.

- BAR

- BRBH VAR

- BFRANERS ID
- BFRME D

- (ERERENEIERNM



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- ERERBR
- [EMNERERSHEER

“/etc/passwd” B3 _IEE LM ARGBEINRENZNE, E5IAT “/etc/shadow” %, ZIE#H A REAZEH
iﬁo

NE BTz

X IMERNZREREEE “/etc/shadow”
HEEENRTE

! HZEENIRTE

Table 4.2: “/etc/passwd” E_IEMAR

“/etc/shadow” B TIAR,

userl:$1$XopOFYHIPIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7: ::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FFTR, EEERPHE “:" FRBIESEMNT,

- BAR

- IITERERES (FTRRY “$18” RR(ER MD5 INE, " REEEER. )
RIE—RIENZBHIRSRE, BRI 1970 F 1 A 1 BEMXE

- RFHMEREBXEZBHXEER

- (EREWREZNEBHXEER

- BIBRMATHRE, EIHBERESRES

- BIBAMERNXRE, EAPBZBRESRER

- BRSRACUMIRSR], HRRHKE 1970 F1 8 1 BEMNXRE

“/etc/group” BBETINEA.

groupl:x:20:userl, user2

g0 group(5) HETIR, EEERPHK “:" NRENEBESFZNT.

- HHEB

- NBERMZE (FERELERER)
- HFRABE ID

- A Y HRINEREREIIR

EE
“/etc/gshadow” & “/etc/group” Bt TEL “/etc/shadow” HE{UAYINAE, (B8 B HMEIEHER,
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R
W Hrauth optional pam_group.so” & {7 #1 18 Z| T /etc/pam.d/common-auth”, i H
f£"/etc/security/group.conf” BT TRE, —EEREMNERAEM FTLAENEINIE, 257 pam_group(8).

B
base-passwd REERBE T —IMEREMBANEAXMH:“/usr/share/doc/base-passwd/users-and-groups. ht

4.2 ETEIBRIEMZEES

THR-LERRSFENNEEGS,
2

TS Th&E

getent passwd user_name BE “user_name” FIERIEE:N
getent shadow user_name ;@J%ﬁﬁﬁ%”user_name” BEmAVERE &N
getent group group_name B[E¥ “group_name” HIHHEN

passwd ’“IEEE%?J%

passwd -e f a

chage

Table 4.3: EIRERIFE AV

HAr— LI RBEMW root fEMA, HRBMERMMELS R crypt3),

B
EERE T PAM F1 NSS B9 & 4 £ (5130 Debian salsa #3238 ), &ify “/etc/passwd” . “/etc/group” #
“/etc/shadow” FIBEREWMAMBMAER, LIRAMNGLEEERNSEERIETRERBTYN,

4.3 =S

ERRTREIFE —EIRSEER passwd(1) L8, REZBREZE—(EFEE, EEZMA 6 3 8 BFT4mm, EFE
B TFRIE passwd(1) :FREMEBELESHH—EHNSEFIT,

- INEFH

s BF0Z9

.« PZERTTEE

D

B Ek} g

5 A=
AP AEEATTUBERIG, BRIRB. BHEIRE. E|RERE. i, £H. KEMREXEYNRF. F
HESLE. ESESMVEITRESI (N “123457 B “qwerty” ) SEREIBRENBIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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HER ITE PN RS Ih&e
whois V:32, [:371 364 mkpasswd E1& crypt(3) EFTEEERIm
openssl V:814, 1:994 1465 32‘22331 S EBFEMIE (OpenSSL). passwd(lssl)
Table 4.4: £ ZEIEAN TR
4.4 ERIIINZRIZRRS

THE AR £ INERINZZN BT A,

4.5 PAM F1 NSS

IR HI%E Unix R4 (B180 Debian Z 4% ) 124t PAM ( Pluggable Authentication Modules, #HATVERsEE4H ) #1 NSS

( Name Service Switch, ZfEIRFEINR ) MELKINARAKREIRES, FhMEHAEREB SRS, ©RNINEER UIES

BATF 4425,

« PAM 4RFERERBEIR Mt T —(BEEBRVRE MG, EILP KB TEBENIRR,

« NSS Bt T —(EZZNBFEARFEELS], SEEM CIZEEMFER, HFI1U0 1s1) # id() ExMEXIESERENE
218,

PAM 1 NSS KA ERIFEE — .

PAM #1 NSS RAFPEZREFEE AN T,

ERESD) TE XAV | FREA
lTibpam-modules | V:813,1:999 | 1048 | iGARNER:152H ( EEARTS )
Tibpam- ldap L.12 249 7o7F LDAP N HRVE AN BRre iR 2
Libpam-cracklib | g 117 | B cracklib ZIERIIEA R EAEIEAE
Tibpam-systemd | V:484,1:869 | 574 FA1R Togind GIMMERAE SEAANRERHE (PAM)
Tibpam-doc L1 1046 | AR EREIRA (hunl F;INXFXH)
1ibc6 V:946,1:999 | 12772 | GNUC [&: EREHE "BREEFR RFEHNEZE
glibc-doc I:11 3161 | GNUC E: EBE®
glibc-doc-referencg 12740 | GNUC B: 2%&FM, & info, pdf 1 html 83 (non-free )
libnss-mdns 1:508 150 FIS R 4HFE DNS Z18H7 NSS f&4H
libnss- ldap 11 265 NSS 152H, FIR{ER LDAP & —ERMBIRTSM

. ' NSS 1848, FIfEH LDAP fFA—ERMBARTEH
libnss-ldapd I:14 153 ( libnss- ldap #I%f fork )

Table 4.5: PAM 1 NSS R4 EERERED

+ libpam-doc A “The Linux-PAM System Administrators’ Guide” ZHEf## PAM EEEINEXH,

+ glibc-doc-reference Y “System Databases and Name Service Switch” ZiEf# NSS ELEMEE X4,

=z
B

{REILAfER “aptitude search ’1libpam-|libnss-

7T S LIBIRE S MMERRERIZE. NSS MR iRl REEIRE

“Network Security Service, #BiEL2MRFE", EARR “Name Service Switch, BRBARFELNIR",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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=z
R

PAM 2R B ERNBLRIEERBARTARENRER A,

£ systemd F, libpam-systemd BREEEI M L RFAREFIEFEREEZAN, BB logind 7 systemd ¥=HI4EfE 4% P 1
FREEERER, 28 systemd-logind(8). logind.conf(5) 1 pam_systemd(8),

4.5.1 PAM F1 NSS iR EIESE

TER—L PAM I NSS BN ERE EESR,

EERESR Inge
(11 L4 {m} EJ'I.""' . é—*

/etc/pam.d/program_name f‘;m p(;’(oS)gram_name REGRE PAMCE: S0 pan(7) Al
/etc/nsswitch.conf A EERFERERE NSSEBEE, £K nsswitch.conf(5)
/etc/nologin B8 pam_nologin(8) RZHFRHIFHE S =
/etc/securetty B8 pam_securetty(8) iZAHPRH root F4 tty
/etc/security/access.conf 1818 pam_access(8) HEAHZR E A MIPR il
/etc/security/group.conf B8 pam_group(8) HRZHRE EHLZHAIPR I
/etc/security/pam_env.conf B8 pam_env(8) IRHREIRIZE

Qw [1] — kil - z gn.—t-u‘-iT - E
Jete/environment ggg&ﬁ readenv=1" 3[E{HY pam_env(8) TRAH:RE 289N FIIR

BIBEE “readenv=1 envfile=/etc/default/locale”

/etc/default/locale 3|%4) pam_env(8) BASATEZIBIE(E ( 7E Debian Z4HT )
/etc/security/limits.conf B8 pam_1inits(8) HWAHRRE ZEIRPREI (ulimit, core F5F )
/etc/security/time.conf B8 pam_time(8) EZH:E EASEIPR Bl

iR systemd WEANBESREE (2K logind.conf(5)

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM 01 NSS FhfEHIECEIER

ZISIEENPRSIZ @B PAM 1248 pam_unix(8) #l pam_cracklib(8) REIRH, EFTNBEBSZESIEETEE.

=R
PAM IRBETEEEPEAFE “.s0”,

452 BRANEPRARAREE

MANEFRARAREEFTUEAEPXNEE B IREHRZE (LDAP) FARSZETHE, KMEBEBHEKREETSHE
Unix f13E4E Unix 4. &2 HixRHENFRIEEIRZ OpenLDAP #X5E,

LDAP {afRESEA%E PAM #1 NSS #9 libpam-1ldap #1 libnss-1ldap #2824 Debian RAIRHEIREEHN, TE
—LEENERENA LDAP (FBERABERERE, LH THMNEMAREE_FNEN. BEEErR TRETIA
Fo o

- (RBBEFIT—EFEX, FIUNIEIIRY LDAP ~FE2F slapd(8), REEIIERINAY LDAP {FEARES.

« {F7E “/etc/pam.d/” B#FH9 PAM EBBIERE, FH “pam_ldap.so” B ¥E:&ME “pam_unix.so”,

- Debian fEF8 “/etc/pan_ldap.conf” fF% Libpan-ldap MEEERE, “/etc/pan_Ldap.secret” {FAfk
1% root ZHERVIESE,

« fRTE “/etc/nsswitch.conf” HEEAKE NSSEE, FH “ldap” B FE:RE (“compat” B¢ “file” ),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {#F “/etc/libnss-1ldap.conf” % libnss-ldap WEEER,
- BTEBNTS, RHEE libpam- ldap /A SLL (2 TLS ) &#4%,
- B THER LDAP AAERRESHE MR M, (RAZBRE Libpam- Ldap f#/ SLL ( 8% TLS ) E#4R,
« BTIEL LDAP BERIRE, (REZERMEIT nscd(8) RIREVER LDAP 245
28R [ libpam-doc BB IR ALHY pam_ldap.conf(5) PHIXHF “/usr/share/doc/libpam-doc/html/”,
MK glibc-doc ERFEBIRMHAY “info libc ’'Name Service Switch’”,
U, ReIUEREEREREE S —BERINRER.

+ [G Windows BB SEREFLE,

— i#iB winbind #1 libpam_winbind #X8& & 559 Windows domain ARF.
- 28 winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EHEREE Unix RRBESEAEE,

- @i nis BEEEEARI NIS (Z AT YP) B NIS+,
— £ The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “A{tE GNU su ~"Z1E wheel 48"
BEREER “info su” JEEP Richard M. Stallman iR — GRS, BB : Debian REAPERIN su ssSERT

PAM, EBETE “/etc/pam.d/su” FEATHESE “pam_wheel.so” MI1TE, FLEEZAFREIIE wheel HRIERE su
Bl root ZBRYEES],

454 REIERVZISEE]

L4 libpam-cracklib EXEEE1(REELHEEI(E ARSIV ZERERA,
E—(EHER) GNOME &R#4%, i§E %% 1ibpam-gnome-keyring, ”/etc/pam.d/common-password” BiLRK1&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

F

7

4.6 LT

G

b=11] 4

ko

=
EE

EENEMBEANATEREFHNREFR, BiEtLE—(EFMRA.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 FFRERBELSE

HFZ2RTNEHER, EMEMERENFNRERE. ERFEENAN, BBAHMNBERARBHMANFE
1S, BRASACSREIE R, (REESITIELLARFE, {8  Transport Layer Security” (TLS) St EJEI SR, ”Secure Sockets Layer”
(SSL) , BBEINZEREDELRBEANREBAENEZS,

A LZE2HIRFEE 12 TENRBE 18

www (http) 80 https 443
smtp (EFHF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: REM AL EHIRFFIETIR

INZREFE CPU B/, 1EA% CPUBGZMNENRAR, MoIUREERAEXFEN, EEERTLRERBINERE,
tbaN&ER: POP {3~ Authenticated Post Office Protocol” (APOP), SMTP #lI IMAP f§8F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {RRIE4Z FimE B AR 4EEE L (REVER - EIARBBEENRT, TR TIERMAIE
IR 587 RAEEMHAY SMTP 18 25, EHRFILAEREEA CRAM-MDS REHCH, ARIRMHEFEE 2518, )

4.6.2 %% Shell

L2 Shell (SSH) B EALZLABBEREHAL2HER LMEARTEEEHRZBNZ2INZEE. EH OpenSSH BF
i, ssh(1), #1 OpenSSH £ =5T:&f2F (daemon ) , sshd(8) 4HRY.SSH {EFRIEEEZF4H1E, RJLA%A POP Fll X ZJEMIAER
IHEBMEIE, FETUEHARER L2 EEH,

R}E'iﬁ”ﬁ_ILMEFH!ZD"FE‘UKWHMEE BEREMMBE. NRRE EREERE. THRE, FRANBFEE, T
BREREEBEAN. 2R% 63 T

4.6-3 HBTIIHE Eg}‘El‘JEij‘j—ﬁ

B{EAREIT Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) EME 2 IRTE, TERFMEIRLE, NABHEE
ERFERNBAZERNEEAN, FABXERIE (Z2RE 56 D), LATENEEIAE—E, sJUREAZLHE,

0nHe MITE NI L

Kknockd VO, 1:3 100 /lg:)Er’;JCpko(rlt;knock BET:ETEF (daemon ) knockd(1) F1EFim
fail2ban V:116, 1:129 | 2092 i*"f%i_ﬁiz% o na aH oR Y [P

Tibpam-shield V:0, I:0 115 EE A RERE In I EE R INE

Table 4.8: #HEHIN L EHANITAIIR

4.6.4 root ZELSL
AP LEAMER root FFP] BESARI(RAIMLRE, (REEM T EIVIRIE,

o PELIEEIREREAVIDIE AR
« $#8{¥ UEFI/ BIOS RFE LRI ENNERLED



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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+ % GRUB GBI E:E:8E S5
. $81%f GRUB EE, Z|l-4zEE
R eI AR RTRERE, RURIUAMER TEMNSER, HHEENEERS,
1. ASRERE = 2| —{E ] LAERE UEFI/BIOS ##¢ CD BIBIRIERS,
2. FHERNEMENR S (Debian BYENHHE, Knoppix CD, GRUB CD, -+ ),
3. FREEEEEIR D EIE,
4. HREEIR D EIFERY”/etc/passwd” HEXR, {F root BRFIREME_KRAZT,

¢ grub-rescue-pc , BMfEAESNERIENIER, MREMEE GRUB REIRE (2RE 3.1.2 ) WFFAIE, &
RRENRT, fERATEMSEREMBGE,

1. RO BB R A RIEN—LLEE, LEANER, "root=/dev/hda6 rw init=/bin/sh”.
2. #R¥E”/etc/passwd” 8, f£ root BRERBENE_BAZT,
3. EMRL,

Z 4R root shell IRTER] AR BB RSRART T,

JES =N

—BX A% root shell 55fEFFRI#E, MEEsAEAREMAL, LAJCAERR G LRVEMEZRS, LS, o] AER
john #l crack FEEENRNEBTERILBRABEAENES (2RFE 9411 1), WKMEIIEE, JMAXR
THEHERFEITLER,

DB RISLEAAREE, EEMERLMWRERREGEZMER do-cypt 0 initramfs (2R 9.8 1) 1% root 73 E1E
(/etc” EIRE) . ERAVGE, MBRFEZBRBMERL.

4.7 HERIRHEES

EZBENBEMERTEZI, R BEEENHRIES,

IR
2R5% 9315 TREFZOLDNEZESEEEH (SAK) INEE,

4.7.1 sudo

sudo(8) ERRA THE—ERAEIES T LAAERE ZRAY root FF AT RN D ER root ;EENMERETAY, sudo REE—EZ
BEAENZE. L% sudo M THEIBIRE" /etc/sudoers” PHNBIERFEHE. 2R /usr/share/doc/sudo/examp
ME 1.1.12 FHHRERG,

% sudo MREFERERAZ (2RF 1.1.12 77) BRTHILEACASMENEETR. MBREANS, RRABER
sudo ELELER root BRSEIFHERMRRIGE. BIE0, TIIHSHE “some_file” MBEBENER “my_name”,

$ sudo chown my_name some_file

& AU RRE0IE root S ( LU B TR Debian HEHEFTMEY ), EFIEAERSEEIUER “su -¢” E{E M
% LA root #T,



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit 21EXE Unix {FRAZ AP IZHIR(E R AT oI M —BIFRR AT

¥E GUI B TEED, ERETIRHE, FE2FRNEREFRHNIT. Efli@d PolicyKit RIFERRFEH, MITEE
1BR1F,

£ Debian R4EH, PolicyKit PRI T IS sudo AHRIERAERIRAISIERIF,
28 polkit(8),

4.7.3 BREIFIERLEIRFFIRAVARTS

Hameems, ErIENBRAKREERN, 2—EFNEE, BREFEERN. BN ERNERT, FT1EREERR
E5TeE12F (daemon ) A, EREBsuper-server ]2, EHABAHEL RS,

FFZiER, LEUWER sshd(8), ERENS PAM RIRHREIES]. HEBRTS 75 T RRHIRAE — LR IRAVIZ I,
- BBEEE: ”/etc/default/program_name”

« 2E5T:ETERF (daemon ) B Systemd fRFEETECE

- PAM (Pluggable Authentication Modules)

« super-server f£F3”/etc/inetd.conf”

« TCP wrapper {£F3”/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)

« Sun RPC” f§[ /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” 1”/etc/at .deny”

« crontab(l) fEF”/etc/cron.allow” #1”/etc/cron.deny”

« Network firewall Bnetfilter §E32

W

285 35 T, % 451 THE 56 T,

BR
NFS F1EHEER RPC M2, TERIA Sun RPC ARFE.

VN
W RFR IR AR Debian RABEREIE, HFE"/etc/hosts.deny” R EF/EALL: PARANOID” E&5TER
MEEE, FIETiEE, (BERMWETIEERITAMERNEZLER. )

4.7.4 Linux 2454

Linux #ZI0O B & BRI IEEEAN UNIX BIREEREZENZTEEH,
Linux 1B IBEAREMEME, BAEN 7ESK UNIX B (2R xattr(7)).

Linux IEESRHBARERERENSEDFHEIARNETT, WD capabilities(7), EREMEIMIRIAFER. i
2.2 fRAZIDBEYE, Capabilities & — B TABIIAIE M,

Linux Security Module (LSM) T2 fR4AESR Rt T —E2 FEMNZ2WEES], MO EREFRBL, F20:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)

» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux

ELBEAEAZRMWENRELLE BN Unix T2RARIBEMEE, EZE root WEN MRS, EHEMBE
kernel.org LY Linux Z24&4H (LSM ) HEZEX 4,

Linux 89 namespaces 18 7 —@A£igH AR E R —EHKRMRS, 2IFMHRAREIRTE namespace NEIFEFFIR, 1t
H namespace BEMIE S M ERRRRAIE, HHEHEREFRSHMHERNFRMHNNE R, E—(B namespace FIRK
S8R, BER¥IIERE —{& namespace WEEIREF AT R, %0 5.6 R A#2, B 8 #& namespaces (2R namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( 48— cgroup [E4hZ2# ) (JFF8%4 cgroups-v2),
namespaces [8 cgroups —i2RIEHEMMIER, AFEREFIFERRGZ:

+ Systemd, £8% 3.2 T,
- DERIE, 2R%E 76 15,

« Linux containers such as Docker, LXC. See 28 9.10 1.

It

BLTNRENEESDEIRE 4.1 THEIR, BELSMHE

p=111¢

ERERE DB T ANMEXFIEE,

]
f
at



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

I“H I\% ;ﬁ %

&R
it Debian EEHAE4EFM, FEBDebian EIEEFM—EBEE,

<N
systemdiRIET, BJLAFnetworkd?RECE B4R, EEE systemd-networkd(8),

5.1 HEARIBLRIE

EF MR EIEE— T IR Debian IRER R PV ERHLEEE,

5.1.1 FHERREN
AT, BTt 2 NSS (BFMRFEE R Name Service Switch) #EI5R 1B, SEMITNAIRNT,

1. ”/etc/nsswitch.conf” #&E & ”hosts: files dns” EEMRTE B BRIFIER . (IXE”/etc/host .conf”
EREMN order” EERIEBRITHEE, )

2. flles BRAEREIEIINREWBE"/etc/hosts” {EREEEIR, BREMBBEMMULILIR H(”/etc/host . conf
EBE”multi on”)

3. dns ANHEIEI, NRFHZBBE:R"/etc/resolv.conf” {EXRBEEN 4BIE4HIRIFE % 4 Domain Name
System (DNS) K#%Z|, BIREIFFBEBEMUITLIRE,

5190, ”/etc/hosts” BERKUMT,

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
- localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

B—17H 1P thil YR, B FREMERBRIERZ.

EEEGFE 1T 127.0.1. 1 1P i thZF AR EEE B8 Unix 2435 1R, Debian Installer 22 B KX IP HiltA &
MEIEREIRE, FARELEEE (W GNOME ) H—EE @A %, B bug #719621.



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
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EES) mITE I ZREH
network-manager | y.se, 1496 | 15210 | BRE:: NM | NetworkManager ( SFERERR ): FEIBIESIRMBAS
network-manager1gque ;oo | 5351 | BRE:: NM | NetworkManager ( GNOME Bl )
ifupdown V:612,1:989 | 217 Ffiiow FASR 25 EN/RARIAR4EHOAZE T B ( Debian 1575 )
isc-dhcp-client | v, 1980 | 686 EE: ‘B | pacr =E
pppoeconf V:0, I:8 192 Eﬂég: W FCEBNF, UAERfER PPPoE Ei¥
wpasupp licant V:335,1:491 | 3439 | BE WPA F1 WPA2 EF i35 ( IEEE 802.11i)
wpagui V:0, I:2 780 El= wpa_supplicant Qt B2 REE Fim
wireless-tools | V:180,1:239 | 297 EE BELnx BRERENTEHE
iw V:320, 1:467 | 293 Bl ECE Linux BEEENTE
i i H E l“ul" : i
iproute2 V:695,1:037 | 2867 | BB iproute2, IPv6 IR BSHHEERCE : 1p(8).tc(®)
iproute T
iptables V:314,1:990 | 2521 Efﬁl:t;r HFELNEEFABLE N EIREIE T B ( Netfilter )
. . . o AR EREE T, BlEEFIP i
iputils-ping V:224,1:997 | 113 A R REAERIRTE EREREEIP A
(iproute2 )
iputils-arping | V7, .98 55 R AR RS EERTE T, @ EARPHHE
tputits-tracepathy. vy |72 | it FRHE AR BT
ethtool V:103, 1:266 | 597 AIER RO B X AR AR B ROER
HIER : . . N P
mtr-tiny V6, 155 | 161 gﬂﬁ B | ememmaie s (XARE)
ENEER AT (XER
mtr Vid, 1:46 214 BLE %)&L HIRTE FURRTE ( XAFREA GTK 7
gnome-nettool V:1,1:38 2105 | AE EBHE RAEZREEMNIE (GNOME)
nmap V:27,1:246 | 4509 | B E AAEBIRGT/Im O FEH8 (Nmap, ERHIE)
zenmap Vi1, 1:8 2939 | @E FREIRE/im O3 (GTK)
tcpdump V:19,1:208 | 1329 | BE HEERE DM (Tepdump, FRliE )
wireshark I:54 65 EE HEERE DT (Wireshark,GTK )
tshark V:3,1:33 408 [ E PEREDT EFIE)
tcptrace V0, I:3 401 B E RIE tcpdump BYE R EREIRARET
snort V0, I:1 2206 | EIE | EMFRANEERZRE (Snort)
ntopng V1, 12 969 EE EREEETRREERE
. o _ BINDEX {4 Bl IR (R A8 E P itz fr
dnsutils V:59,1:490 | 261 El ns lookup(8).nsupdate(8).dig(8)
dlint V-0, 1:6 53 Bl AR EREHREBDNSIHER
dnstracer V0, I:1 61 B E IREDNSEFE 2558

Table 5.1: A4 ET H— &
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http://packages.debian.org/sid/isc-dhcp-client
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http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
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https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
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http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon-graph.php?packages=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
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host_name ILERTE”/etc/hostname” BEZEHITHZ,
HIRABXX IP U R4, EEKA IP i EESKEEEM 127.0.1.1,

HHIRBKX 1P HIHEFNA 158 R4 Domain Name System (DNS)IZ T2 E #3151 fully qualified domain name (FQDN) Y
B#%, *HEFR] host name.domain_name FEE#E FARLE host_name.

N resolvconf BREEERERE, “/etc/resolv.conf” 2—(EFERER, NMBRLRT, E2—(AFIEEL. It
9, EBEESERITEIEIYIACE., 9 DNS 2 1P="192.168.11.1”, BIAEWT,

nameserver 192.168.11.1

resolvconf EXEEEMEIEE"/etc/resolv. conf” IEEMA—(EFFIRELS, 1iEBEHNFIESHEEHNEERENS,
¥R HAY adhoc BIFAFIRIE THY PC TIEUL, BRTEAR files F dns A 29, BB EE71EiB4R1E DNS (mDNS,
FTREE IR Zeroconf) EITHEIRT,

+ Avahi 24t Debian FAJ4E#E DNS EIRHELR,

« 'E#0 Apple Bonjour / Apple Rendezvous tHE.

+ libnss-mdns MiMELIR i mDNS B9E#Z MR, GNU C [E (glibc) B GNU & FARF5EE#% Name Service Switch (NSS)
IN#ESZ18 mDNS,

« ”/etc/nsswitch.conf’ HEEREEFHK hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
BRI —ER.
+ ” local”#EERIEHER, {EF pseudo-top-level domain (TLD) 3R f#4T.

« mDNS IPv4 RithE4R4HIFIN U224 .0.0.251” S EMEER IPve Hlt"FFO2: : FB” #FRIEAE”. local” #BERF
B9 DNS &,

BZ M Windows R LT H winbind EREEEIRIZ A ERY NETBIios over TCP/IP 42 MBI AR AISEINEE,”/etc/nsswitch
EREESHEEEMN—EL: “hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, (GR{%
Windows RABEEA dns HRRETEMZ /N, )

EE
134 Z2 4 Domain Name System HREVEZ E @R TE4RIZE expansion of generic Top-Level Domains (gTLD) &
EETHR, EEFAN, BE-(EIEER, FRIBFEX name collision,

51.2 #FHERNEAHE

systemd {EF3”enp0s25” Z 38R AIFERIAER N HRE”,

5.1.3 [EiEEMARtItEEE

EHRPIEMIREE T rfc1918 1R E A EIHHE local area networks (LANs)IPv4 32 it it 7 S8t i AR EB ST [E. B LEit
HHRFEA S HEERHE E BB ER,

==
=)

IP it EERHEFENR IPve ik, #1890, "::1" & localhost ZAitFH%,

B
MRSLEH D BRI — (B, BEEEEH—EREENERSEERAER, YEBB—EFRRERMNNKIERE
B8 4EERit bR Network Address Translation (NAT). ;EBRISAFIRIE, SEIRMEEEERA NAT,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
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T

Prt=] B = ]
)l A pst L FHETERS R /{18 FHIE
A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: A8t U EEE TR

514 #HEREEXIE
8% Debian ZATZIEA S HIFEKE, (BINES —L4FIEIE BEE DFSG non-free FIERLIETM, 28% 995 ¥,

5.2 RANREMERICE

#H2(E M systemd BYIRX Debian RE R4, BN 8 F B MERFEETIAEL: Lo TEEEE “networking. service”
B, MEENEEIA “NetworkManager.service” RIE,

Debian FJLAIEIBE E-TEFEF (daemon ) EIREFEREIRMHIRIELR, 17190 NetworkManager (NM) ( network-manager #[
TERAEREEE )o

- EfiEECH GUI &GS RIERERE N E.

- EMBEBCHERETERF (daemon ) FRAEMNRRERIR,

« EFffERFTCARGER G RFER DI,

- EfEIRE AR BN EIR B RBEMERNEE,

- EfIRFHMREEEHBMAMKIAEHRR ifupdown ERESEL.

=z
EE

AEAGARRE LERAELEEMEREETR, eMEEHENRKRLABHK ENBMREERE,

EEERNAREETEZSEETEENESE, OHEREEL ifupdown EEEEEAESR, ENWEEERMUN
“/etc/network/interfaces”,

521 B TEMHEREETLR

Debian 24 NM HIE XML “/usr/share/doc/network-manager/README . Debian”,
AE L, NTRIE T RENAEREE,

1. BB TGS FEREFERAE foo 538 “netdev” #H ( B4h, #I%0 GNOME #1 KDE EHMIER ESHREZ &R
D-bus BENTEREZIRIE ).

$ sudo adduser foo netdev

2. {# “/etc/network/interfaces” WEERIE T EBIERSZ,

auto lo
iface lo inet loopback

3. BmE NS L EHRE NM,



https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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$ sudo systemctl restart network-manager

4. BBEF N EEC BB,

=z
EE

QOBERGIE “/etc/network/interfaces” RN EEH NM BIB, LUE%RE ifupdown HIESE,

<N
MRGCEBAEH NM WA REEINE FHEEMNINHHEHENMBE R XK
B2 e, il un network-manager-openconnect, network-manager-openvpn-gnome,

a e

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth =

53 REFRNMEAVIRNAERIE

85 systemd B R &, ] LATE /etc/systemd/network/ BEEMHE.2 R systemd-resolved(8).resolved.conf(5)
# systemd-networkd(8),

EEAHEEEEERNANER TIEERAHHEE,
DHCP EF IR E rJ LAEIBEI”/etc/systemd/network/dhcp . network” &R FKEITRE, HIU0:

[Match]
Name=en*

[Network]
DHCP=yes

—(EEFRE AR B AEZN BB /etc/systemd/network/static. network” & %E. tLaN:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

54 [REWFEBLE

£ Linux EMRERREE, £ iproute2 #2318 (1p(8), **) .

5.4.1 Iproute2 &%

Iproute? AR LR TEBMKBHEREEMES, BERER net-tools S EERIFTHY iproute? fi L ERAVIFINR,
£ 8 ip(8) #l IPROUTE2 T EEH Howto.



https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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£/ net-tools ¥7RY iproute2 ®RYE
ifconfig(d) ip addr —{E%E ERVIREE (1P 5K IPv6 ) HHE
route(8) ip route ERARKE
arp(8) ip neigh ARP 5%, NDISC REUE B
ipmaddr ip maddr ZHEME
iptunnel ip tunnel ) 3E]
nameif(8) ifrename(8) EH MAC IR T E A
mii-tool(8) ethtool(8) CAPREERTE
Table 5.3: /¢RI net-tools AR TEZIFRY iproute2 ML EBIRR
me anfH
ip addr show RN GBIV T EE AR AN AR R
route -n RASF AR 2R ER
ip route show RS F i &8/ 2 8l 5
arp FERERI ARP REVERMANE
ip neigh BERERI ARP REVERMAR
plog HA'R ppp B =TrefzF (daemon) Hiw
ping yahoo.com BEEF]"yahoo.com” MESAEELR
whois yahoo.com Tiiﬁﬁm&ﬁﬂ?’yahoo com”
traceroute yahoo.com IRHEE]"yahoo . com” RIEFFAIE 4
tracepath yahoo.com IEHEEyahoo . com” FIASAEELR
mtr yahoo.com IRt Z"yahoo . com” FIESAELRR (EE/H)
dig [@dns-server.com] &FH”dns-server.com” IRERRFEFI”example . com” IFER
example.com [{a|mx|any}] DNS :2#%: 7a”, "mx” 8{”any” ik
iptables -L -n BREERE
netstat -a X H FTEFREIIR
netstat -1 --inet RHEEEIR
netstat -ln --tcp i TCP EXRBIR (BFRY)
dlint example.com &ig7example.com” Y DNS zone &zl

Table 5.4: [RIB4HIR AL TIR



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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54.2 TEMKEBHERIRE
AR TENAR LN ERAREEREGS, BLHOLNTNEERRE,

EH_?
DEEREEEE TEMIE /sbin/” Bi%, {RILME /sbin/ifconfig’ EEEAREHOKE, WL /sbin”
7JU§'J ~/ .bashrc” HEZRFIH A" SPATH" IBIBSBIE,

5.5 #EIRE

BAMNMERECELETAXNEE., RRMEESFRERBFANEE,

L EED] MITE XKV | &HER

iftop V:8,1:118 97 B —EER E EREEERE:
iperf V:4, 1:55 305 AR BEAEAIETR
ifstat V-0, 1:8 60 NEARET R

bmon V1, 1:18 146 TR E R R AR EaT TR
ethstatus V0, I:4 40 R EFREESTHINESHE
bing V0, I:1 80 B rﬁ_ A=A &

bwm-ng V:2,1:18 90 s

ethstats V:0, I.0 23 &

ipfm V:0, 1.0 78 JFEIE

Table 5.5: B THRIIR

5.5.1 Ki&fE MTU

= A {8 5 JT Maximum Transmission Unit (MTU) BJ{EBES @@ AN”-M do” EIEH) ping(8) BEREE, BEIX
1500 fiz7c4E ( ¥158 IP+ICMP B8, B 28 TR ) K/\FEIRAY ICMP &, RiLH 1P A5 )#E’Ja-ji@j(d\

EHTFAEF

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---
0 packets transmitted, O received, +1 errors

&l MTU=1454 X & MTU=1500
{REZIF MTU=1454 ping(8) FLIN T,

WER MTU A& 1500, {REJEEAETE NM 2 HECE MTU 8 7%E.
EE@TER I8E MTU (PMTU) 2538 (RFC1191) , tracepath(8) is S RESI B NSRS E,

B

EEBIIF, PMTU BIER 1454, ERFSFIRCERIFRES, AT ERTEE#EER Asynchronous Transfer
Mode (ATM) EA IRV EER4AEES, W (EF PPPoE {FAEFiR. BFf PMTU EXRFEINRIVIRIE, LR, FEFH
HEEIFRMEERZ 1500,
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http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/異步傳輸模式
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https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
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BRRIRIR MTU HEARRIE

PESEE4R (IP: PPP) 576 2R

ZN¥EELR (IP: DHCP S\ EE) | 1500 TERRIZZEE

Z X¥BEE (IP: PPPOE) 1492 (=1500-8) PPP ZEER 2 fiisc4HF0 PPPOE ZEED 6 fiistH
ZNHERR (ISP BE48: ATM, EEHEr: 18 AT A4, 8 it

= * - -
1462 (=48*31-18-8) 48 SAR B ( i2i: SAR & ATM B#fiZ:)

EEHEEN: 18 fItAHRZAMHEE, 8 it
1454 (=48+*31-8-18-8) 48 SAR £ (3851: SAR A ATM B#Hi&
&4 ), 2 fiZ7T4H PPP BBAN 6 iZ7T4H PPPOE 58

IP: DHCP ZX[E7E IP)

ZRHBELR (ISP BEE: ATM, IP:
PPPOE)

Table 5.6: JfE MTU {BIERIES| 5%

PR T IBELEARIESI AN, REEEE NEVEM.

. FEREAFESR (VPN %) HRE MTU EEE—SRAEM LEAITESD.,

« MTU EREE B BB R EREEN PMTU &,

- BB HERHR, BAN MTU EBBLET,

BAD A KRN (MSS) BRIV —BEERA/NRIFIE, MSS Fl MTU BIEAZENT.
- ¥}2 IPv4, MSS=MTU - 40

o ¥}}2 IPv6, MSS =MTU - 60

EE
EHi? iptables(8) (BR%E 5.6 1) WIE(L, BE29EIB MSS RE4EE A/, IRAHEEZHEIMMS , 2R iptables(8)
FH) TCPMSS” .

5.5.2 WAN TCP {2/t

TCP EME8E40HIBFAEE TCP E & X/HIS|IBREAL, HIRAXIEENSERR WAN, E°TCP Tuning Guide”
F0”TCP wning” BB #HEIR. 2IBRIZALE, =7/ Debian FHFRERE BELNRIFRIBRTEIFFRAY 1G bps HMEIF LAN E4R,

5.6 Netfilter 23R8 ;EHESS

Netfilter 3 Linux %0 #8480 (2 R58 3.8.1 ) {2t ARRERA JGIE F0 4AR8 1ttt 881 (NAT) HE2E,

netfilter EEMERBEEIZNR iptables(8). {RAEEM shell FTIFTAMIECE netfilter, A iptables-save(8) f&F
SHIARE, ERMERLEE, BB init FESHEM iptables-restore(8) XKik{g,

1& shorewall BN EEIIESIBRELMEEEREZEEERME,
2 R http://www.netfilter.org/documentation/ LB (3XTE”/usr/share/doc/iptables/html/” {2ERI ).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO
* Linux 2.4 NAT HOWTO

BR
ERSRISLER A Linux 2.4 BiY,iptables(8) #5<H netfilter L INAEARBESNTE Linux2.6 F1 3.x LR IIEIR.



https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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ERESS) TATE XAV | ZREA _
1 = 1 2 1 S

iptables V:314, 1:990 | 2521 ?S\tffél)ter =12 1 H (iptables(8) AR IPv4, ip6tables(8) AR

arptables V0, I:2 96 netfilter 212 L E (arptables(8) AR ARP)

ebtables V:16, 1:37 265 netfilter ZI2 1 H (ebtables(8) BiRZA#HE)

iptstate V0, I:3 116 FFEEMEETTZ netfilter TARE (F0 top(1) AHN)

shorewall-init | V:0,1:0 68 Shoreline B NG HIR1E

shorewall V4, [:12 2458 | Shoreline BB A&, netfilter B E1a 32 £ X, 25

shorewall-1ite | V:0,1:0 65 Shoreline B3 K&, netfilter B EfE o< £l 28 (FaEIHR)

shorewall6 V1, 1:2 779 Shoreline B3 K&, netfilter B EfE a2 £ k28 (IPv6 FRZA)

shorewall6-lite | ., 1. 64 Shoreline B5 A4S, netfilter AL BHE SR 4 FL 22 (IPv6, K5 EER)

Table 5.7: BHX#E T BT



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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Chapter 6

A8 B e FH

BIEMIERR (2005 5 B), Re]BITEIEHEIRER,

TN
R Debian IR BRI REERA, F:E Debian BEIE S FM——HBERRME,

=R
ERL ISP F, MRIRA “MLERE", (RelaeR RN —ERAZEAKRrTENaAR POP 1 SMTP BRF%. 1R
Rl EE R B S CARTHRAIEN 1P EITEHMA,

6.1 BHEIAE

B ZMHERERNER, ERABXFEHRE (HTTP) SEEREAE.

0nEe MITE I PR BIE 22 R AR

chromium V:54, 1:134 192549| X Chromium, ( 3RB Google BIFHRE I E s )
. . _ Firefox, ( 3RE Mozilla FIFIR 2l & a5, fE7E Debian

firefox V:13, 1:20 209827 | EE Unstable 1A )

firefox-esr V:199, 1:421 | 200011 [&_E Firefox ESR ( Firefox LR 2 IBARZS )

epiphany-browsen v, ., 3730 | Bt GNOME, #8% HIG, Epiphany

konqueror V:17, 1:95 20763 | @E KDE, Konqueror

dillo Vi, .7 1536 | @E Dillo, ( &S FLTK PR E A ZESR )

w3m V:25, 1:252 2367 | X=F w3m

lynx V:11, 1:97 1948 | @E Lynx

elinks V:5, 1:27 1767 El= ELinks

links V:5,1:38 2250 | @ E Links ( #EX=F )

Tinks2 V1, 114 5418 | &R Links (JBE X WIZFEER)

Table 6.1: 52T 2255R

6.1.1 ZIEEEAC

ERLBERD, (RAIAERTIIIAR URL RiEZREFIRIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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« about:”

- Yabout:config”

- Yabout:plugins”

Debian f2ff 77E main {8REFRYE THZ HHIZERIMIMREEE, NMERTUAEEIE Java (ERFEFE ) #l Flash, tBe]

CARZIE MPEG., MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

FE2. DVD, VCD &%, Debian 112 {E1ERAEEENTER, PILAB2REEE2RH contrib 8% non-free #Y non-free j2|EF 28 SN EMER
Bea,

gHE WTE NNEE an PR
pepperflashplugi n\—/%o]rgf{ee %6

o

contrib EryTer

Table 6.2: BIE 2RI ENREERTIR

VN
=E EFHJ:J_E’J Debian 2B EEE S, 151 RKERIAFERAAIME, REENE “*so” BRETEIIMIBFF
(f51gn “/usr/1lib/iceweasel/plugins/”) i EBRYBIESSE,

BEMRIEEEIRAT AR ERE BT RIER, RANEE REERENETS RBRSERE, F
M, {Re] LAFE TESTEEREREEREF (F “~/.gnome2/epiphany/mozilla/epiphany/user.js” 3%
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) «

"}
&, (ReIEEE# A “about:config” E| URL, LHEEMBRNIAS, RINGITLESSHEEE.

VIR
BENERERIEFHRIIUEER KE Java WAREIERA,

6.2 IR

FEFREREEE R ERARERI BB T (R,

VIR
WRFERE B FERSS R E BB AR AR IREY, FEZRTFEE - TEREERX G,

6.2.1 S|FEFEMR
EFEH A=ERDEN, MBEH, BHFREREBMGEX,
+ SMTP BB FEMHEH LAY To” F0”From” B RILIEE M, (1531 LAY From” Bl th AU #IREI 4L, F140 From_ 3

F )



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/pepperflashplugin-nonfree
http://qa.debian.org/popcon-graph.php?packages=pepperflashplugin-nonfree
http://packages.qa.debian.org/p/pepperflashplugin-nonfree.html
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
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- ETEHTER To” F17From” Bifl, BRE BEFHHAHZEFIRL. EXSBABERT, ELENRREFHHEH K,
Bl A2RER, )

- BEBABENENENNEFHBEAIBINR 2 AEEREREHEREN MIME) BREH, EEXFHI ASCI
NEEFTME, SEFERMIENEN. A BRIERAER,
DeEEEMER EFEAEF iR GUI ZVERER GUIWESBNEE, R TIIFMBIE.

- BTREBIEXEHERRERS, ERUMNERSBEEREREEBEZZEN (MIME)RERZEHREMNEHIES,

- EFEAER ERHRRE B3R OAuth 2.0[a ISP ( 4BFRAEESARFF IR AL ) #Y SMTP # IMAP ARSI HEBEERBC.
(#152 OAuth 2.0, BB REIRIRIRERIREE, 90, “Settings” -> "Online Accounts”.)

- BEENER ISP & B SMTP FRFEEEEMSIEIIE (587 ),

- ¢ TLS/IMAP4 18 (993 ) ¥ULFATF7E ISP RIfEIARE LAVERE,
EResIE B Mt IR IR IR ER M,
ERESIIRILERIMNYINGE: BHEA. HE. 5. HTik

]iFe ATE K| FRE

evolution V29, 1:219 475 X GUI 21 (GNOME3, groupware &)
thunderbird V57, 1:134 168690 | X GUI 723\, (GTK, Mozilla Thunderbird)
kmail V:33, 1:85 18011 | X GUI 25\ (KDE)

mutt V:33,1:278 | 7071 | {RBFIReEE vim —EEANF TR IRiz Iy
mew V:0, .0 2334 | (x)emacs FHIFETRIGIZI,

Table 6.3: EfHERENRIESIR (MUA)

6.2.2 IREMERARTEPE I
B ERREE — LIRHIRE/IMLEEBR (AEEMABERWESFEY ) B,

- FERE TRV L]IT SMTP [EAREE R EZ ] e EXE A I RIREHRENREN,
- —(EEAREAWEFERFHIENIEE, BERBETHN, RIFCETEERER2LBREN,
- HEBEEIEEMTENEEITEENRE U RRIRER, ERANIRERN,

ESPoE

{ai
fi

S

- WHBERBRRENEHEREBRFEIRE SMTP 18 (25) BEMWIET.
- (RABFRABEREY SMTP 18 (25) ERFHBE RN EHNEHREEWIIET.
- WHBERBRRENEHREDLIBARMARONS, REemBSRiEEE (587) @ik,

- BIHBEIMAAEME (DKIM), BFSERIBIELR (SPF) Fl EfUgBHASRE. HEMRE (DMARC) ERMRN
LB R MEZRARE TR,

- R IR R BB ARTS FT RE 2 AR (RATIEI® smarthost BYE FEMHEX,
- EREHCIERHEERIRE FE U R IRHEAIRF, RFELEE FEMFEREF,



https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.3 FELEMFRRTSIREAE

—LE7F Debian FHIFER, EFIFEERHEAEEEART /usr/sbin/sendmail 59 RIS EHH A, B R —EREMELERTEN

UNIX Z&EAEIARES IR ENX B, BIREEAIINEE:

- B} RN FIEREN,

- BM4EH /usr/sbin/sendmail &< EIE,

- BBt AR —E4#, /usr/sbin/sendmail G $EITEMF R A 43 2%, HSBRAFHTE /var /mail/$username
ERE,
- HASEEEYSEMIA<S : apt-listchanges, cron, at, ...

- EIRBUERIEE®, /usr/sbin/sendmail LR IR{EEMEMG R BT, FH SMTP 2218 DNS MX iC#x.

- HREBIE(EYE A4S popcon, reportbug, bts, ...

6.2.4 EFFHIE (MTA)

EIE5m b, 7788 mail transfer agent (MTA) F2V 1Bt /usr/sbin/sendmail &< RIERT, BEI TEILTUIEE T
€,

Debian Z#BEELHE MTA RME 6.2.2 HEE 6.2.3 TiHlE, BMEBEB TFMELLTRTER EFEGEF iR 8910
HE£ MM GUI 2R,

HRBEI T {Fuh, BARIA) MTA JBIZR exim4-daemon-1light 3% postfix, MEIBFBINEHRMNZTIEIE: “Mail sent
by smarthost; received via SMTP or fetchmail”, St 28 MTA #”/etc/aliases” ILEZ,

R

LB exim4 REXPEREBRES, SEREBFEFHIERASERBNEE IR, ERFAEEN, R -LEN
TEISHRRIEET], £ msmtp REREMFI, ELLRBEZRRESEREFEFHUL, ARGEE MTA EERBERE
EF B AL,

6.2.4.1 exim4 HWEEE

5L ARLEIEIA smarthost BYABEREMY, (RIEZIRW FFI/REY (B3 OB exim4-* BREEEL

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

fic & ”General type of mail configuration” B%, #$Z”mail sent by smarthost; received via SMTP or fetchmail”,
&% ”System mail name:” ZFHE&RY FQDN (2R 5.1.1 T9),

58 %€ "IP-addresses to listen on for incoming SMTP connections:” Z¥8:%&#97127.0.0.1; ::17,

?Other destinations for which mail is accepted:” BIEERZS,

(=922

“Machines to relay mail for:” JBIEEE S,

& ZE”IP address or host name of the outgoing smarthost:” Z”smtp.hostname.dom:587”,

% XE”Hide local mail name in outgoing mail?” JEIEA"NO” (B E R FE 6.2.4.3 T HEARBIIERER /etc/email-addresses”
K&

EEU T ARV E A —{E 2R [E] & Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” WNREKENRIRFR, RAME LT HERMEEE,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
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ERES) ATE P NINBELE

exima-daemon- L1910 1346 | 1517 | Eximd BE{EEG{LIE (MTA : Debian FE33H0)
exim4-daemon-heavy,; | o 1668 | Eximd BRAE(EEILIE (MTA : BiEMBRR)
exim4-base V:328,1:355 | 1720 | Exim4 X& (XF) flERER
exim4-doc-html | L1 3667 | Exim4 & (html)

exim4-doc-info | L1 625 Exim4 XX (info)

postfix V:147,1:162 | 4183 | Postfix B E&RMRIE (MTA : T2MERE)
postfix-doc .9 4444 Postfix 3fF (html+text)

sas12-bin V:5,1:19 428 Cyrus SASL API BIR (B3R postfix SMTP R
cyrus-sasl2-doc | 575 | Cyrus SASL - Xff

msmtp V:6, I:12 547 BKE MTA

msmtp-mta V:4,1:5 86 X E MTA (sendmail HEEAEHGE] msmtp)
esmtp V:0, 1:0 128 BE MTA

esmtp-run V:0, I:0 32 BEE MTA(sendmail BBIEZEGZ] esmtp)
nullmailer V:8, 1:10 479 A INEE MTA, R EARMEHF

ssmtp V:6, I1:10 2 IS THEE MTA, ;28 ANBEREF
sendmail-bin V:14, I:15 1859 | £INEE MTAGIRTEKHERE)
courier-mta V:0, I:0 2442 | £INBE MTA(web NMHEZ.)

Table 6.4: EREMVEMHEEXIRERMMEERIIR

* “Yes” UNIRNENNINGR, RRZEE LERMAER,

#&E ”Delivery method for local mail:” 3EIE%”mbox format in /var/mail/”,
»Split configuration into small files?:” JEIE;% %" Yes”,
BIBEX/etc/exim4/passwd.client” 83, REILFHR smarthost FIZBIEIRE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

B2 E exim4(8),7E”/etc/default/exim4” ¥EEHE N”QUEUERUNNER="queueonly’”,”QUEUERUNNER="nodaemon’”
%5, RR/ILRBRERER. (FIE#E)

E@YN T FTRRIRLED exim4,

$ sudo systemctl start exim4

»/etc/exim4/passwd.client” BRPNERBAEZELN R, (FEZZWNTARNRERENERSZ.,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

FTE"/etc/eximd/passwd.client” tERPERIERRRINREBR RRRE, BIE ISP Eg 7 BIRAETE @89 F #
%, SMTP AUTH &2 8T {EHY,

{REESOIE@IN T AR FENEHT exim4 ECE:

« B /etc/eximd/” BEFTHY eximd BEEIES,

- #i1”/etc/exim4a/exim4.conf. localmacros” KRR EEEHLHEN/etc/eximd/exim4. conf. template”
ER. (RENEINEE)



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
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- 7£7 /etc/exim4/exim4.conf.d” FEFPEIFIERIHFECHEENER, HDINEE)

« #17°systemctl reload exim4”.

YW
@ YN debconf 8fE"Keep number of DNS-queries minimal (Dial-on-Demand)?” i:ﬂEIF'nﬁEEH%, EIE T No” (78
i818), APEERLEN eximd EEE REFEN H R RERMERIBHE NS B4R EI BFRATE

sEMIEE”/usr/share/doc/exim4-base/README . Debian.gz” B/5#EEF] update-exim4.conf(8),

O

8 A=
FREMERERE, (A% STARTTLS #J SMTP 18 587, 5{#& SMTPS SSL (SMTPS) 18 465, {X &4 SMTP
25,

{me rri g

6.2.4.2 %58 SASL I postfix iIL &

47521838 smarthost FYABERERF, (RFERZE JoRRIRE postfix XAFFIRARIVFHE,

e Thee

postfix(1) Postfix ¥Z=HIFEIV
postconf(1) Postfix B ET B
postconf(5) Postfix BCE 5[}
postmap(1) Postfix BFURAEE
postalias(l) Postfix FI R EFHEAEE

Table 6.5: EEHRY postfix FMEFIR

{RIEEZARUN T F7REY (BEFh) BCE postfix #ll sas12-bin EREEEL

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

JE1Z”Internet with smarthost”,
i%E”SMTP relay host (blank for none):” Z”[smtp.hostname.dom] :587” WiiZWN FEI/RECE.

sudo postconf -e ’'smtp_sender_dependent_authentication = yes’

sudo postconf -e ’'smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@ BH BB e

% smarthost 2T ZHEEH,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BEYN T RRIRLEN postfix,
$ sudo systemctl start postfix
dpkg-reconfigure EiEHR{EAM[” F17]” F1”/etc/postfix/sasl_passwd” BRARNEIRE MX SLigM_EE

EERIEEREEME, 287 /usr/share/doc/postfix/html/SASL_README.htm1” #2EHJ”Enabling SASL
authentication in the Postfix SMTP client” 1&H



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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6.2.4.3 EFihuticE

EEE-LEAREAHER. RENEAENIEMEH I EESE,

[EES TheE ER
/etc/mailname FARR (9F3%) EFROFEERERER | Debian EAAY, mailname(5)

. N ; exim(8) EFMY,
/etc/email-addresses BRI ERM AR R IBE eximd-config files(s)
/etc/postfix/generic | AR BEBEHERapE | Postl () AN, postnapBTR -

/etc/aliases AnREREHFERERRA BRI, newaliases(l) S #ITERNE.

Table 6.6: ERER{F 1t it AERARIAC EIESRTIR

”/etc/mailname” #ERHH) mailname @ FE B £ME1HE (FQDN), SESEFRAGS HHARTE Y 1P Hthdk, HH2
BERTAY 1P th b A EHZRBEN T /ELL, R8T mailname Z&”hostname -f” {8, (E¥HL exim4-* Fl postfix
HELZEERNEE, )

N

"/etc/mailname” ':PE’JPEI’e‘%EZn‘FyEIE MTA BB EFMMTERITR. B mutt, £ ~/muttrc ERHER
E’hostname” FI"from” EEKEE mailname {8, ¥ devscripts BRBEEIAFEL, HI40 bts(1) A dch(2), &
HIRIE & E"SDEBFULLNAME” FI"$DEBEMAIL” H{EREBEETE,

R

popularity-contest &t 8 & — f% LA FQDN # = B root R F & % I 4, F =
&  /usr/share/popularity-contest/default.conf & E & # & B H & = %
/etc/popularity-contest.conf &3 A MAILFROM {&, K|, fREYERE = # smarthost SMTP 3] Ak
B2iE4E, BMEBLAIERZIK, EEHALLARBEIR MTA HRU root FAEEXMNBGHERRIINTFL S,

BB EthTERRFRER cron IELWBER.

==
=z
=
&

E= R E mailname Z5”hostname -f” BY{ERS, BB MTA BUREM Ao AA S AT LUE@ YN T A RAVRE

« FAIR exim4(8) B”/etc/email-addresses” #8%, exim4-config_files(5) FMERBRARENMEE
« FAK? postfix(1) B9”/etc/postfix/generic” #&3, generic(5) FMEH BN THERE

52 postfix, ETFRIVFEINSRFENIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REESDE BN T FREY B ER (R b it O &

« exim(8) A -brw, -bf, -bF, -bv, ... 3EI&

+ postmap(l) A -q &I&,

VN
Exim ZE—LEHRAMNEL, 519 exiqgrep(8) #l exipick(8), £R’dpkg -L exim4-base|grep man8/” 3K
EETTHNGS,



https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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exim AR S postfix 5% Z7EH
sendmail sendmail AT A\ SEEVER A I H ZHHZIE (- bm)
mailq mailq FHFEBIRENTS] ID FIEHT (-bq)
newaliases newaliases TR RIBERE (-1)
eximd -q postqueue -T SMEESEFHH (-q)
. postsuper -r ALL
exim4 -qf deferred; postqueue -f SHMEIEF GG
. postsuper -r ALL; .
exim4 -qff postqueue -f SMRIEEFECDLKRENEM
exim4 -Mg queue_id postsuper -h queue_id BIBEEFRITY] ID RIREE
exim4 -Mrm queue_id postsuper -d queue_id BIBEEFRTI] ID RBRE
N/A postsuper -d ALL BIRETEEH

Table 6.7: B/ MTA 2{EFIR

6.2.4.4 EZE MTA 12/

EEE—LEEN MTA 12/F, B—Eo[AEEiEiA sendmail(l) HEBHENERER,

VN
f£"/etc/ppp/ip-up.d/* BE—EEMBIEMEHBHNESHERERBNER,

6.3 fAlAkE3RImzAEF] TE (SSH)

Secure SHell (SSH) 2 FE4348 ) 258458 75 2.7 Debian #21H , 5 —{&Nl OpenSSH #% & SSH iR A<, #£ openssh-client
#0 openssh-server €&,

HREAE R, ssh(1) INEEEE telnet(l) EMEENE L. A& telnet &2, ssh L AEEE
HF T (WIATERR R CTRL-]) BHELE.

Zl telnet MR

EREZ0) TTE XN [ IE zREB

openssh-client | V:809,1:997 | 4298 | ssh(l) SSH EFim

openssh-server | V:701,1:844 | 1567 | sshd(8) SSH fR#%im

ssh-askpass V2, 1:32 106 ssh-askpassEapK{ERE & A B SR ssh-add (plain X)
ssh-askpass-gnoney., . 294 | ssh-askpagssEmEERE A ssh-add ZF8 (GNOME)
ssh-askpass-full SGIeED 42 ssh-askpass Eﬁ%ﬁﬁcgggé)hsfh -add ZH% (GNOME), BEIfE
shellinabox V0, [:2 507 shellinabdxx 5 2 EELEES

Table 6.8: fAlfk2§RImaAMM TRIIE

g shellinabox A2 —1{@ SSH #21(, ©IIEERIEARIRLIRABEN—EGEBIVEN,

EREER X EFImERN, 2R: % 78 W,

YIS

SNRIREY SSH RIEENHENRM, 2R% 463 T,



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
http://packages.qa.debian.org/s/ssh-askpass-gnome.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
http://packages.qa.debian.org/s/shellinabox.html
https://github.com/shellinabox/shellinabox
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AN
wfEA screen(l) FER KRRl shell EPERIER L7 (BRE 9.1.2 1)

6.3.1 SSH Ef#

OpenSSH SSH 2 Z5TF:&F2F ( daemon ) R 7% SSH 2 ##&.

FAMkIE”/usr/share/doc/openssh-client/README.Debian.gz”.ssh(1).sshd(8).ssh-agent(1).ssh-keygen(1).
ssh-add(1) #1 ssh-agent(1).

ﬁ_ﬂ:

tll]% BE#1T OpenSSH fRFE, "/etc/ssh/sshd_not_to_be_run” MBARTFLE,
AERBER? rhost BYR:% ( /etc/ssh/sshd_config HfY) HostbasedAuthentication),

FEERER

FCEME SR

/etc/ssh/ssh_config

SSH EFimta:k, 2K ssh_config(5)

/etc/ssh/sshd_config

SSH HE’:?}‘? ¥8:%, 28 sshd conflg(S)

~/.ssh/authorized_keys ZIRPEREEE RS Un{E FARYTERR SSH N i&
~/.ssh/id_rsa fEF&R) SSH-2 RSA #4858

~/.ssh/id_key-type-name

{EFA&ERY SSH-2 £88, key-type-name % ecdsa, ed25519 &

Table 6.9: SSH I BiEE7IR

= FIREE—{E ssh(1) E4z.

kg HA

ok (e RTERIRTVE R

username@nhostname.domain.ext i

ssh -v — — :
T¥imezy fe in

username@hostname.domain.ext BHMERNERERRED

ssh -0
PreferredAuthentications=password SSH?2 fR7As, 3&{EHZES
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext EiRimE E#IT passwd S S REFHZHE
passwd

Table 6.10: SSH & FixRENFIF5IZR

6.3.2 EinEH LHERERE

MRIRERBANFREE ERBRMNERERME, (FEes0EBE A username@”,

BMEAERMIRIR T ERARNERE R, ReJLAER"~/.ssh/config” RERE A EHE R, ¥R Debian
Salsa {AlAR2E, {FEABRF & foo-guest”, fREJLAFRE”~/.ssh/config” B TEMNAES,

Host salsa.debian.org people.debian.org
User foo-guest



https://salsa.debian.org/
https://salsa.debian.org/
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6.3.3 FEMERIMELR

{EA”PubkeyAuthentication” (SSH-2 t#:%), AFIRILAREGRIEEIRR GRS,
ERIR AR /etc/ssh/sshd_config” ¥, :REABERIEZE, "PubkeyAuthentication yes”,
EARMAEMIZENEE, TRENBIRRAR,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

fREJBATE”~/ . ssh/authorized_keys” #2453 1% B 1B IR IR KPR FI EHINMI TR ERNGH L. 2 R sshd(8)’AUTHORIZED_KE
FILE FORMAT” ,

6.3.4 [EIEHTE SSH EF iR

HeFE L ERER SSH EF i,

RIR %E SSH 121\

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin 2/ SSH (http://www.cygwin.com/) (GPL)

Macintosh 28 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & InEAFEA ssh (GPL)

Table 6.11: EE¥EE L% & SSH EFIRJIFE

6.3.5 #£37 ssh 1B

EHERIRE(RHY SSH REFRMEL EN, MRZEIBRE, £A”ssh-keygen -p” RiRE,

IEIREY 288 (EEAN: »~/ . ssh/id_rsa.pub”) BEIEImE#E)"~/ . ssh/authorized_keys”, EfEiEimEMEER L
EHRERZBIESR A .

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

EENTER T RNGS, MABFERHS.

$ scp foo username@remote.host:foo

& AD RA&4E ssh (RIEE3

#1R X fRFEim, @FE A Debian IENIESIEEEFARIEFHIT ssh-agent, FILAMRREEZEHIT—IX ssh-add, E—
$HIEE, 556058 ssh-agent(1) #1 ssh-add(1).

6.3.6 fiRImEMIZRERG

WMERARE—BEIERERE T DNS RIfAARES £F —{& SSH shell BR3E, (REESAASIEIRA TIEUS EAERMMEMS, (FARIR
ElAR=: ERVENMS, HIEMtEinfAAR:S LEEX,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org” < mail_data <«
LExt



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.3.7 SMTP/POP3 [%iERyIREE 3

BB ssh B —EEEMNEEEL, £ localhost B 4025 182 remote-server B9 25 18, ii{# localhost #Y
4110 1822 remote-server 1 110 iE, E%EZS#HM:JZII]"FE—E%\.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

BB E AR SMTP/POP3 FRFSEZNEZ LA ERIFEM”/etc/ssh/sshd_config” #i&E Al lowTcpForwar«
#E & yes”.

6.3.8 ERE H BARHRIR R 4R

fRE]BAER at(1) @R (2 R5 9.3.13 17) %Kikt SSH #&im#EfRF€ shutdown -h now” (2R 1.1.8 T7) RFBIE,

# echo "shutdown -h now” | at now

£ screen(1) (BRE 9.1.2 ) ZEE#MIT shutdown -h now”, BBIN—ETTERMERERNEIE.

6.3.9 SSH &YfEHIE

MRFBZIEE, REREERNFFAIELR-v” EIEHM{T ssh,
NRIRZ root BRF, WHBERBING, (EA”-p” BIR; S U RER 1 —1023 ZEHIRTSIE.

MR ssh BRI RIRUEMRAFILETF, EHHARRREEEMAIRFNER, FIERERREERNE
T”host_key”. fEHERIEREIF R, 1 B2 B AR B ARBHARERNTRENRIRER, (R LAEERHE"~/ . ssh/known_hos
EMFR"host_key” IR B REMEFTELR,

6.4 JFIENARFFFI LR

FEZMIEE Unix R4S, BSD Line printer daemon(lpd) 1T Eﬂi@rﬁlﬁé iE BRRIEE, EHRMNEREEINIZESENE Y
#&IUR PostScript (PS), &7 BE£8FIENRIE PostScript ENFRIE, F z‘h LE 88 238 R 48 F0 Ghostscript —iE{EH, 285
11.41 ¥,

7EIR{XHY Debian Z#H, Common UNIX Printing System i/ FH UNIX JENRGREE L%, IRNEREEIIESE
HI|ENEa H #8 T = Portable Document Format (PDF) B] BB 1EIE RI&T

CUPS {£F Internet Printing Protocol 48FR48E8 %1 EN#:%& (IPP). IPP iﬁEE,@?ﬁﬁEfﬁ%%ﬁ , 40 Windows XP #I Mac OS
X %1%, EELZMTNAEREDEMENNEBEEERERIIENNEEITE,

FEA CUPS AGMEREAMRBEHELIFEH, GENEXITMAERE 1pr %, HBEEHENIIEN@Y. (E
CUPS &, 1pr AE£9iB@%E cups-bsd EREEEIZRIEEN.)

Debian R#EHE —LAHERIEEE B AMNRTIENRFEFERIIENTE,

R
{RE] CARBREY web jBIEE 28259 http://localhost:631/" RECE CUPS & #4t,

6.5 HEHIZERRT

ERRH CBBERRT.
BRI IE R R AR5 (CIFS) FIARTENEIR (SMB) B — K, #WREX Windows EiZ .

{ai

i



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/
https://zh.wikipedia.org/wiki/Server_Message_Block
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QeSO mATE NINEE B
Tpr V:3, I:4 362 printer (515) | BSD Ipr/lpd (4R TEENTRIEE EFre12/F daemon)
Tprng V0, I:.1 3064 | EE ,, OB@®)
cups V:129,1:376 | 1134 | IPP (631) AR YIEN CUPS IRz

FIHR CUPS B9 System V ENRI&E#RZ: Lp(1),
cups-client V:139, 1:434 | 493 Eill= lpstat(l), lpoptions(1), cancel(l),

lpmove(8), Lpinfo(8), Lpadmin(8), -

R — FABS CUPS B9 BSD EN&E# < pr(1), pq(l),
cups-bsd V:35,1:361 | 122 El s lprm(1), 1pc(8)
printer-driver-guieopLInt | o4 | 5®M | CUPS ENEHLEEEN

Table 6.12: FIENRRFSFITRSIFE
eSS mITE XN | #EE Bz
telnetd Vi1, 1:2 111 TELNET TELNET BR#%
telnetd-ssl V:0, I:.0 169 [E TELNET AR#% (<3& SSL)
nfs-kernel-servery., 178|342 | NFs Unix #EEH#H=
samba V:105, :155 | 16630 | SMB Windows t&RFNFIENHE=Z
netatalk V2, 1:3 2077 | ATP Apple/Mac f& = MFIENHEE (AppleTalk)
proftpd-basic V:23,1:31 488 FTP BRAEE NH
apache?2 V:244,1:310 | 614 HTTP 1B F web {a]ARES
squid V12,114 8381 | FE 1B web XIEfEIARER
squid3 V:3,1:9 240 ENs Bl
bind9 V52, 1:63 1070 | DNS HEEFER 1P HIE
isc-dhcp-server | e 5o | 1471 | DHCP ZEIHE S IP it

Table 6.13: EE4HIRERARTETIZR



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon-graph.php?packages=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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RBR
285 452 PR

.T.EI:|0

oUIN

FHEMITEEH DNS RRF5 R H.

¥ /M DHCP EREH BRI E# 1P sk, ENRE DNS

isc-dhcp-server EIF# 247, Debian wiki # DDNS B &R ER.

N
£/ squid ZHERINRIBEAREE,

FER Debian X4 ERTELAHBRREMREFMLL,

e NEHEIER,

BESfER bind9o

[ ESD) mITE NN ThaE iR ER
netcat .43 16 TCP/IP TCP/IP L& /]
openssl V:814,1:994 | 1465 | SSL ZE2ERFE (SSL) _EMHIFIEREEINE TR
stunnel4 V6, 1:16 520 EHS 1EFE SSL 8
telnet V:61, 1:901 163 TELNET TELNET EFim
telnet-ssl V-0, I:3 209 Bl TELNET ARF% (<& SSL)
nfs-common V:182,1:323 | 768 NFS Unix BE=H=Z
smbclient V:16,1:174 | 2017 | SMB &R Windows T2 =AIENHZEEFin
cifs-utils V:29,1:123 307 = 1R ER Windows 18 2= A sa Bl fRPR e An S
ftp V:16,1:251 | 137 FTP FTP EF i
ftp V:6, 1:40 2255 | AL El=
ncftp V3, 1:21 1339 | FE =R FIP PR
HTTP #0 i
wget V:255,1:987 | 3477 | Lpp web FETH
curl V:160, I:575 | 427 = E EE
axel V0, 4 216 Bl TEINEES
aria2 V2, 1:19 1854 | EE BitTorrent #1 Metalink X 1EH | &1 28
bind9-host V:176,1:946 | 370 DNS KR bind9 BY host(1), "Priority: standard”
dnsutils V:59,1:490 | 261 ENS REH bind B dig(1), "Priority: standard”
isc-dhcp-client |y ) 1980 | 686 | DHCP &3 1Pttt
Tdap-utils V12,174 719 LDAP € LDAP FRFBIEENEH
Table 6.14: AR EREFiRyI®
6.7 ZRMERESTETRERF (daemon) 52Hf

telnet EXEELF T EHRNRRIEEST
HAlEE4E POP3 fRTS, EfiFHA T HEAVRIE

$ telnet mail.ispname.net pop3

4> ISP 12 1it TLS/SSL INZERIPOP3 fRFE, A TAIGKE

}Eunﬁ, 3} openss 1 BREEEL,

$E12F (daemon ), MiETTEZER,

ZHE telnet-ss1 B8 ZIE TLS/SSL A telnet &


https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THEHAM RFCs Rt B—(ERRKREBETEIEF (daemon ) FTEEAIENGE,

RFC SREE

rfc1939 F rfc2449 POP3 fRF%

1fc3501 IMAP4 ART%

rfc2821 (rfc821) SMTP BRF%

1fc2822 (rfc822) BFERIRT

fc2045 ZHEHEEAREFREAES (MIME)
fc819 DNS AR%%

fc2616 HTTP AR¥%

1fc2396 URI &

Table 6.15: & RFC FI3R

1£”/etc/services” ¥, iR TIRFAE.



http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (EIZERETE ) R4

7.1 GUI desktop environment

There are several choices for the full featured GUI desktop environment on the Debian system.

EFZERRSEL TATE NI
task—gnome—deskto?:166 9 GNOME SEi=iE
task-xfce-desktop, ., 9 Xfce SEIBE
task-kde-desktop| | o 6 KDE Plasma & EIS1E
task—mate—desktopk47 9 MATE SEIEE
task—cinnamon—deslﬁggp 9 Cinnamon S EIB1E
task-lxde-desktop1:33 9 LXDE = FEE=iE
task—lxqt—desktopk13 9 LXQt SEIBE
task-gnome-flashpagk-desktop GNOME Flashback SHIEIE

Table 7.1: List of desktop environment



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
http://packages.qa.debian.org/t/task-mate-desktop.html
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
http://packages.qa.debian.org/t/task-cinnamon-desktop.html
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
http://packages.qa.debian.org/t/task-lxqt-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
http://packages.qa.debian.org/t/task-gnome-flashback-desktop.html
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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EEE’\JE?%FB?XE%@E’\JW%EE’KE%@, £ Debian JFEERGAGEARIRIE T, HIRRHIVEIEEIEEINE, FIESER
B3R, ¥15¢ task-gnome-desktop, REJBAIR T EKIFAREEEISELEE:

« F sudo aptitude -u R{E) aptitude(8),

. BENHHZEI Tasks” A i% [ EHE,

. BENKIZE"End-user” A IX O EE,

- BENFZEI"GNOME” W% M EE i,

- BEN#IER task-gnome-desktop ik [OEE§E,

- BENIZE) Depends” Wig'm” (FLEE ),

- BENFIZEI"Recommends” Tiig'm” ( FILEE ),

- BENFIZR]" task-gnome-desktop Wik, (MER)

- AEEENEIZE, LRSS EERIEEREER,

- 189" REAIARE.

KERGKER 9 BEE Debian FE:RHIEEIRIE: task-gnome-desktop, 7E wayland iRt GNOME,

7.2 GUI (EWEAENE ) BHE

7£ GNOME SE{FEAI GUI BEliZZE T %

« Wayland (ARFEIRBERIFE) (BE)

- X HERGAEZOEZE (E1B xway land)

551847 freedesktop.org IEE3R T AR Wayland Z2H8F0 X 1RE L ER MAIREL,

EERENER, TEREMRBEIERA:

« Wayland R7EE—BE# L1 GUI @ RE: #i. BB, WRiE, RNEE setuid root I
« X Window 2 —EEB4ERINEER GUL B NiHE: @M. 5. 18, FE setuid root ZHEAIH

EhL(ER Wayland 1#:ER9FER, M VNC 2 RDP RZEMR —ERFEEH LB EMBRRNAS, 2R% 77 ©

BA X ARIEBMIT RELEEBIEAEN , MAMNEAH X EFRHESEBFH ZLIBEETIEN. SRR THE
BEIRPXIbIZFEENEE, BRSTHEE, EEER, thEEI Wayland fFRAH GUL ERRENE .

£ GNOME #&inRAEIRY xeyes 12T, fREESIBERE GUI (BREERENE ) BAREIVERR GULEMEZ,

$ xeyes

- NRBRIEASER Wayland FRFSIRBERIBEMEAIER L, tEW “GNOME &i%", IREETZIRMESBRBE.
- IRBREEREA X REARZOHENEAERN L, bW “xterm”, REBESREFRBEY, RELAZIEMIL
B X RERBRE,

52021 FF 4 B, FFBRITH GUI EAER, LW GNOME # LibreOffice (LO) B4 EE] T Wayland BRFSIHRER 17
#. FLEEIR xterm, gitk, chromium, firefox, gimp, dia #1 KDE BRI RAER X RER KD IHRE.



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://zh.wikipedia.org/wiki/Xlib
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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R

#5¢ Wayland Z £ Y xwayland KR EH X HEZMAK, EMELENEN X BB KK ERE
Z"/etc/X11/xorg.conf” REEEZRMA/ LFE, R TN AREBRZHZ O DRM, KMS 1 udev E2
B, BEM X REHEEEEERERTEM. 2R Linux O X4 #9"modedb default video mode support”,

7.3 GUI (B fERETE ) 23R8

iE# 2 Wayland 3815 E AR GNOME MZE &1 GUI Z2i885E 6,

7]
0iEe RITE BX | &R
I\
mutter V:7, 1:204 208 GNOME FJ mutter {R & & IE 28 [auto]
xway land V:137,1:227 | 4572 | B{T7E wayland Z ERY—1& X FRF%im [auto]
gnome-remote-des kE]oP4 23 907 f&F PipeWire B GNOME RinRH{E =~Trelz+ ( daemon )
o [auto]
gnome - tweaks V:14,1:169 1264 | GNOME PSP ERTE

Table 7.2: €1 GUI LB 27K

B4, 7[auto]” RNELERFEBITE task-gnome-desktop TEBEEENLLE,

N
gnome - tweaks 2 —{EIARFTRVIIEEETH, FI0:

- {REESEBHIARBEEE, & "General (Ei&E)" E|"Over-Amplification (B RK ) "

. {RAEZ938RIB"Caps” $ERL"Esc” $#, {£"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

7.4 GUI (BERENTE) ER

IRTETE Debian £, B Z B GUI ERTFHE, WRE GNOME REIRIBEFZBHEEINGERNEEE, MELELN
scribus (KDE) iSHMEEEE 2P RN, ERRKASNEERNKEER, SEMMNARLEL.

EER—MIBERIRIKE GUI (BIFZERENE ) EIIR,

7.5 F#I

1% Debian FfERE, BFZFERANEAEFEGFE. FAEMIRERRRTG, EREERANIEERRNTFE,
Ibsh, AT ILEEZER]URELIRE GUI (B ERENE ) BREREE,

Debian R4 {EF FreeType 2.0 EERMHEAEFZ @MEF LR, FAREFEMIIEN:

» Type 1 (PostScript) F3 FA =X BEBHMR (ENSEENEIN)
* TrueType 78! £ X EEBEAR IFHIRERS)
* OpenType FFE! EA =X BEWHMR (RIEEFRN)



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
http://packages.qa.debian.org/m/mutter.html
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
http://packages.qa.debian.org/x/xwayland.html
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
http://packages.qa.debian.org/g/gnome-tweaks.html
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
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E7E]
Ly{ES) RITE BX | A 5B

I
evolution V29, 1:219 475 GNOME BAENEIE ( BEEHEHERTEN BEF)
thunderbird V:57,1:134 | 168690| GTK EFHHFZEFnm (Mozilla Thunderbird (& & ) )
kontact Vi1, 114 2152 | KDE BAENEZE (FHEHRENETHHF)
libreoffice-writey, . 1103 | 39325 | Lo Y EEIPEE
abiword Vi1, [:11 5133 | GNOME NERIEFRE
calligrawords V0, 1.7 5717 | KDE NEREFNE
scribus V1, [:22 30370 | KDE 4miE PDF % 2=HY desktop publishing 4w H 28
glabels V:0, I:4 1326 | GNOME EBAReE 2a
Libreoffice-cald . e 1418 | 32069 | LO BEFRIE
gnumeric V:5,1:20 9933 | GNOME BETRIE
calligrasheets | V0,15 10890 | KDE e
Libreoffice-impress g 1415 | 9930 | LO ]
calligrastage V:0, I:5 5102 | KDE iGE
libreoffice-base . 16 1099 | 7465 | LO BrEEE
kexi V0, 1:2 7576 | KDE ENEEE
libreoffice-dray . o0 1416 | 14506 | LO mEERmES ()
inkscape V:42,1:188 | 84892 | GNOME mEE miEas (2R )
karbon V-0, .6 3473 | KDE mzlﬁ/,.miﬁ%%( & )
dia V4, 1:30 3727 | GTK RIEEF R B E AR EE
gimp V:58,1:315 | 19706 | GTK EEBEIIJE?F. FHae (FEE)
shotwell V:16, 1:217 6451 GTK HEEREIES
digikam V2, 12 2646 | KDE BSEREIERR
darktable V6, 1:17 22902 | GTK REmNERBENERE
planner V:0, [:4 1146 GNOME BEEEHE
calligraplan V:0, I:2 18517 | KDE EXEHE
gnucash V:3, 11 32304 | GNOME BEAS .,Jr
homebank V:0, I:2 1114 GTK EAE:
Tilypond V0, I:8 7337 | - “*QHH&
kmymoney V:0, 1:2 12036 | KDE BAE:T
Tibrecad V3, 1:18 7893 | QtFEF STEHEEENERET (CAD) &4 (2D)
freecad 19 53 QtEH EEWJr (CAD) #4 3D)
kicad V2, 1:15 98707 | GTK ES] g
xsane V:14,1:165 | 2346 | GTK }ﬁ;?“ggguﬁy
Libreoffice-math .,/ 1419 | 1963 | LO b N W
calibre V:8, I:35 55048 | KDE = EREEE
fbreader Vi1, [:14 3074 | GTK ErERES
evince V:105, I:313 | 956 GNOME X& (pdf) BEE
okular V:43,1:115 14646 | KDE X& (pdf) FiEzs

B8 Zifi g4 [

x11-apps V:27,1:454 | 2437 ;"‘EEE'J X & xeyes(1) &,
x11-utils V:171,1:581 | 712 Fﬁm@E’J X & xev(l), xwininfo(1) &,

Table 7.3: ERMIA GUI (BRERENT ) ERAYIER



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
http://packages.qa.debian.org/d/darktable.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
http://packages.qa.debian.org/l/lilypond.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
http://packages.qa.debian.org/f/freecad.html
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
http://packages.qa.debian.org/k/kicad.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
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7.5.1 EiEFH

THNERNRIEFEZEHNEAEEEZEENHEFTE, WEBMIEMRAIRIEIRMES (metric compatibility ) F1FHE
B, KEHFRBEETHENTFE, &BEHM Cyil 7, RREENMAFRORMFNERRTZE, SLFIERMR
R &E=REERAMARRIUED,

FEZ] RITE Kiv | sans serif mono FEGIHE
o]
fonts-cantarell v:37,1:273 | 836 | 59 - ; Sf)n tarell (GNOME 3, &3
VAN
fonts-noto 1:133 35 61 63 40 Noto fonts (Google, 5

CIK MIZRES

DejaVu (GNOME 2,
fonts-dejavu 1:462 39 58 68 40 MCM: Verdana, IEZREH
Bitstream Vera)
Liberation F2! F%

fonts-liberation2 V:48,1:333 | 4261 56 60 40 LibreOffice (Red Hat,
MCMATC)
Chrome OS: Arimo, Tinos
fonts-croscore V:10, 1:47 5278 56 60 40 #0 Cousine (Google,
MCMATC)
fonts-crosextra- . Chrome fEE&%: Carlito
carlito 1:276 2732 >7 ) ) (Google, MCM:Calibri )
Chrome fEE R %
fonts-crosextra- ) Caladea (Google,
caladea [:275 258 ) 55 ) MCM:Cambria ) (R B
TFT)

. GNU FreeFont (B EH
fonts-freefont-ttf V:55,1:257 | 6656 | 57 59 40 URW Nimbus)

Debian {755 @,
fonts-quicksand 1:358 392 56 - - Quicksand (B8/~, RBEHI
TFT)

o BIFRRERETI —EF
fonts-hack V39, 1:89 2508 - - 40P % Hack (Facebook)
fonts-sil- 1:39 5756 | - 54 ; Gentium SIL
gentiumplus
fonts-sil-charis V2, 1:12 8900 - 59 - Charis SIL

URW Nimbus (Sans,
fonts-urw-base35 V:46, 1:94 11095 | 56 60 40 Roman No. 9L, Mono L,
MCAHTC)
fonts-ubuntu V:1, I:5 4103 | 58 - 33P Ubuntu F27 (FE7R)
fonts-terminus V0, I:1 450 - - 33 Cool retro Z&ifmF 44
ttf-mscorefonts- TEHMERIEFRFE

. . )

installer V:1, .61 92 567 60 40 (BT)

Table 7.4: & &R TrueType 1 OpenType FHIFF

&

fai

« "MCM” TR MIMERIR A FELHEIRIEIZEMED (metric compatible, HHRIEIZENET, FRERZ Fo. FEES X,
HERRSSURA & )

« "MICMATC” R/~F1” MERIBMHA9FEY: Arial, Times New Roman, Courier New HERRIEIEE D
« "MICAHTC” R7R” 1 Adobe IZ2HAIFHY: Helvetica, Times, Courier HEARIEIENR D"

- EFRAFIINBFRIEBEFEHNFIE M FENEEHEMRER (51 M XK Medium BF, FRIBMIEE
EIEHE ),



https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://packages.qa.debian.org/f/fonts-cantarell.html
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
http://packages.qa.debian.org/f/fonts-noto.html
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://packages.qa.debian.org/f/fonts-liberation2.html
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
http://packages.qa.debian.org/f/fonts-croscore.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
http://packages.qa.debian.org/f/fonts-crosextra-carlito.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
http://packages.qa.debian.org/f/fonts-crosextra-caladea.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://packages.qa.debian.org/f/fonts-quicksand.html
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
http://packages.qa.debian.org/f/fonts-hack.html
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
http://packages.qa.debian.org/f/fonts-sil-gentiumplus.html
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
http://packages.qa.debian.org/f/fonts-sil-charis.html
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://packages.qa.debian.org/f/fonts-urw-base35.html
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
http://packages.qa.debian.org/f/fonts-ubuntu.html
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
http://packages.qa.debian.org/f/fonts-terminus.html
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
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« £ mono FRIARIFI K" RRARIEINERETH, BEABMIKIES"07/70” F” 17/ 17/717,

« ttf-mscorefonts-installer EXEEEI T & HMERHY” Core fonts for the Web” i ZZ2E Arial, Times New Roman, Courier
New, Verdana, ... , BEXLRNFEEN, 2IEFMIENERN,

S ZBEEMTIT 8, B URW Nimbus 3 &EX Bitstream Vera B9 458 B,

Br
MRGHESRIEMEENFISEE LENFERAPRE, F5EA aptitude f£"Tasks” -> "Localization” N EIREE
REEE YR, FRSEEEA Depends:” Bi’Recommends:” 7, EARMLIEFRHRESEEDESEERENEE,

7.5.2 FHEIHHIR(L

Debian {3 FreeType RHH&{LFE, ©HFELERELEH Fontconfig FRIFLEEIRH,

]R8 ATE KN | FREA

libfreetype6 V:432,1:995 | 896 FreeType ¥ BUiMi{LE

Tibfontconfigl | V:432,1:860 | 526 Fontconfig FHIAC E [&E

fontconfig V:353,.757 | 583 fc-*: Fontconfig @82 5aR<

font-manager V:1, 1.9 1015 Font EI225: Fontconfig GUI (BN EARAENE ) %
hautitus-font _man%g(fli:o 37 Font E1228 B9 Nautilus IEREG

Table 7.5: & BN FRIRIFHBRHEFERIIR

"R

—LEFRIEIEE, LEWER fonts-noto*, EXRRASMFE, FelURBELFUARBEANTE, BEEE
FERAMBERTEZH, B Han unification FHEHR —REXF, —L Unicode ISEWKIIEB S B F/H, 1%
EMNFHEESWLBHREN Fontconfig EiEE, —ERSATERKNBERRE CIK FHERBKFRI"U+3001
IDEOGRAPHIC COMMA” #1"U+3002 IDEOGRAPHIC FULL STOP”, {REEZ{EF GUI (B ERENT ) FRE
1228 (font-manager) BRI EFENFRLRE IS ERE S,

Rt P] A RR 2 P51 L FRUEC B AR RE,

« {FH “fc-match(1)” #&48 fontconfig FITEZRFHL
« {ER “fc-list(1)” #WEFTHERI A/ fontconfig FH!

REESAIE X FHRERICEF RECEIARE, (BIEREHIKN, 28R fonts.conf(5),

Hlp

7.6

X

Many mostly GUI applications on Linux are available in binary formats from non-Debian sources.
« Applmage -- {E{e[ 73 EATTHY Linux FEF

« FLATHUB -- Linux fEF, #2iEE

« snapcraft - Linux JEFI &[5



https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
http://packages.qa.debian.org/libf/libfontconfig1.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
http://packages.qa.debian.org/f/font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://packages.qa.debian.org/n/nautilus-font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
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@%%
B

IAAY
I\ =t

CUARATREY EMIFIEREE R, B AR EFARRIIEFIREREE.

¥J{# M Debian fYE HEFERVIIRABITE, BEEMHNBANDE, F-LFAENER, RRERMEE —EEFHN
S, M Debian RHHENh S EEAEAEREN LEEREEROE, BIWR,

MITHSB EMUFINE B R, seER PERE ALY, ERRN Linnx REHUENFER, (2R% 474 1),

« ¥ Applmage F1—Lb EibFubBEsRAY " EAMIHI, £ FLECE 1209 firejail BHIT,
« ¥{5R1¢ FLATHUB RAY Z&EMil, 7EFlatpak BHITEM. (FEEFIRKE, )
o B snapcraft REY ZEAIFI, 7E Snap BEIHMITEM. (FREEFIEE, FIRETEREF (daemon) HHE. )

]I]

xdg-desktop-portal EREEEZ@EAMN R EAF R M —EIREER API, 2 R xdg-desktop-portal (flatpak) F xdg-
desktop-portal (snap)

EYES) mITE KAV | &REA

flatpak V:31, I:35 6562 | Flatpak SR H & FATETVAC B AESe
gnome-software-plygin f1atpak.. | cNoME srseIBsRH Flapak SIE

snapd V:53, 1:58 55035 | BXFA snap REBEIRVBEE TREIZ/F (daemon ) FITHE

gnome—software—pI%q:ésnap 937 GNOME BR88&IE 381 Snap 1B

xdg-desktop-portal. s 109 | 1425 | Flatpak Fl Snap S EEESPIS

xdg-desktop- portak—,}gﬁ K205 921 gtk (GNOME) #9 xdg-desktop-portal &

xdg-desktop- portal/?ffq:% 842 Qt (KDE) #9 xdg-desktop-portal & i
xdg—desktop—porta%/.—dv}'r(') 83

wlroots (Wayland) 89 xdg-desktop-portal & i

firejail V:1,1:5 1370 | #0 Applmage —&fEARY SUID Z2PEFE firejail

Table 7.6: List of notable sandbox environment and related packages

This sandbox environment technology is very much like apps on smart phone OS where apps are executed under controlled
resource accesses.

—LEXH GUI (BRERENE ) BATEIN, LIl Debian ERVERZIER, WENSMER TORRIERM, KR
efTEHEF.

7.7 EimnREMH
7.8 X BRFRIRIELR

BAERZERTH EREAERD X RSl (BEAMEKE xwayland ),



https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(package_manager)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
http://packages.qa.debian.org/f/flatpak.html
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
http://packages.qa.debian.org/g/gnome-software-plugin-flatpak.html
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
http://packages.qa.debian.org/s/snapd.html
https://zh.wikipedia.org/wiki/Snap_(package_manager)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
http://packages.qa.debian.org/g/gnome-software-plugin-snap.html
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
http://packages.qa.debian.org/x/xdg-desktop-portal.html
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
http://packages.qa.debian.org/x/xdg-desktop-portal-gtk.html
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
http://packages.qa.debian.org/x/xdg-desktop-portal-kde.html
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
http://packages.qa.debian.org/x/xdg-desktop-portal-wlr.html
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
http://packages.qa.debian.org/f/firejail.html
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
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0Ee MITE IR Tham iRHEH
gnome-remote-deskiqp 1.5 | 597 &%&?FB GNOME &% SH BRF&IH
RDP, RFB
vinagre V:9, 1:222 4249 | (VNC), Vinagre: GNOME & i &£ H & F i
SPICE, SSH
RDP, RFB
. (VNCQ), . N o =
remmina V:12, 1:47 550 SPICE Remmnia: GTK iZif R EE i
SSH, ...
krdc V:2, 1:21 3538 ?ﬁ(’:?FB KRDC: KDE i2if £ E X F iR
RDP, RFB P .
) . Eg Ll - == Ll ggg
guacd V0, 10 83 (VNC), SSH é{p%cvllliguacamole. \B=FiIEIRR R HFEE
/HTML5
. . EREREIEE "NEPEEERGR R
virt-viewer V4,151 1545 REB (VNC), im%ﬁgﬂﬁg * fERAIRET GUL R
SPICE EZFiH

Table 7.7: ZRKIRImHERFSIRTIR

ERESS) TATE NNEE Bz
sshd A
openssh-server | V:701,1:844 | 1567 | i&I& SSH fRF&im (L2 )
X11-forwanding
openssh-client | V:809,1:997 | 4298 | ssh -X SSHEFim (X&)
xauth V:155,1:951 | 86 xauth XEEREETE
X11-XServer-utils, ;» 1516 | 511 | xhost X BRISIHSHRIIEH

Table 7.8: iEZ#xZ| X {ElARZZHIFT TV



http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
http://packages.qa.debian.org/v/vinagre.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
http://packages.qa.debian.org/r/remmina.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
http://packages.qa.debian.org/k/krdc.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/guacd
http://qa.debian.org/popcon-graph.php?packages=guacd
http://packages.qa.debian.org/g/guacd.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Secure_Shell
https://guacamole.apache.org/
https://guacamole.apache.org/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
http://packages.qa.debian.org/v/virt-viewer.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://packages.qa.debian.org/x/xauth.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
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7.8.1 X BRFRImASIHELR

R X ORENAER, 8E591EBAM UNIX iR EEFEITAUEL, KRR X fRFEin, Er] S EE
B access cookie E’H""*E’f@’t;ﬁ;z*’éo ISR B BB SXAUTHORITY” BIEEHMET, X BB EIB”SDISPLAY” IB
IREHEE, HNELRIEERBEESHEINNRTE, F1HEERITIEE. W, TEAM gitk”?,

username $ gitk

R
#52 xway land, XAUTHORITY B2E{l"/run/user/1000/ .mutter-Xwaylandauth.YVSU30” &,

7.8.2 X BRFZImIRUmIELR
FH X ZORENRIRERASE AN X FARS2EER, H X1 E335MTIE,
o TEARMFEHPFIR—{E gnome #&im,

BETIGHS, MITH -XEIER ssh(1), BIEiRIFIAIRIYELR,

localname @ localhost $ ssh -gq -X loginname@remotehost.domain
Password:

EB TGS, TRBEMNT—E X BARER, fli “gitk’,

loginname @ remotehost $ gitk

EESETUERRERE X ERIRENEE, HERE —{E A UNIX 1848 socket EITA Y ELR,
2R /148 SSH/SSHD f9& 6.3 15,

2%
@ A remote TCP/IP to the X server is disabled by default on the Debian system for security reasons. Don’t
enable them by simply setting "xhost +” nor by enabling XDMCP connection, if you can avoid it.

7.8.3 X fRF3i% chroot E4R

Access to the X server by the applications which use X core protocol and run on the same host but in an environment such as
chroot where the authority file is not accessible, can be authorized securely with xhost by using the User-based access, e.g.
”gitk” as the following.

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

7.9 BIALTE

HIRE S FRIEIRLE, 2R%F 144 19,
AL RIEELE, 2R%F 116 7,
—LEHSINmSHEERFF TS (T EREELE ),



https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
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Debian 2% i}

ME |
0H4e ATE BX | ErBR 78R

N
xsel V:9, 1:43 59 X X EBENGLITE (HESE)
xclip V:10, I:51 64 X X EENHLITE (HESE)

- - . 1 EE~E RS |/\
wl-clipboard V0, I:1 129 Wayland ‘%} copy wl-paste: Wayland BIR538 K98 2317
o Linux £l | 7 Linux EHIE ERIERREGNERETERERF
gpm Vi1, I:16 540 1= ( daemon )
Table 7.9: #1FFT B AL EMRRATZINTR



http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
http://packages.qa.debian.org/w/wl-clipboard.html
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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Chapter 8

118N #1 L10N

—(EERAEEER SRESL (MI7N) SiAESZIE, &8 2 [ESRTM.

- EIFRL (118N): (E— (BB AESNRIE S (B STRAA,
+ AL (LION): (E— (BRI — B EIE TR,

Wi
7£ multilingualization ( 25851 ). internationalization ( BFf&{t ) #0 localization ( Athft, ) &, 5 17, 18, 8¢ 10 @
?Enm” *D"n”, nin *Dnnu' Eiulu *Dnnn EPFI'EE, E1Fﬂ$ﬁﬁ§§a—_\% Ml?N’ |18N *D LlONo %Hﬁﬁ%‘;{% |18n )/I\'%E o

8.1 ESRIR

EAZIEBERLNITS, BEBKRERITEZESLANG” RTEARML, ESRENERLIE, K8 libc FEIRMHAE
M, WERZLE locales B locales-all EX586El, locales BEAEEWBEZ YA,

30R locales 2k locales-all MEERUIIRBLRE, XEEFESRIEMWHMER, RMREM US REMI, L% ASCl
BRIEER, EEITAM SLANG” #EREA"LANG=", "LANG=C” 8%”"LANG=POSIX” f8[E,

GNOME # KDE FIRMIBR ZESH, FIEBEIE UTF-8 ERIREIRBERL, 1HEB gettext(l) RERMUENE
Bl RAC, BREE A ARBEIIRA LIRS BLIRIE M,

BBl Debian £E GUI (B ERABENE ) RAEEE GUI RIBRREESEIEALANG=XX_YY.UTF-8”, B4,
*xx” & 1S0 639 FESTETVEE , YY” 2 1SO 3166 Bt [ZF2T0RE, ELLEMECEREAY GUI BREHIRHKRE, TLoke
BERTAR, 2R% 152 1

8.1.1 UTF-8 ESRIZEMNEARRIE

REBENNFENRER ASCII, EHRFZRHH, PR 127 BFT (ER 7 AR ),
BMEAESR XL F AT RERL Z3E ASCIL FiT, FIANMMEREIZRS|SRE ASCI RN AN,

b’’"“b’"double quoted textb’’”b’’ is not ”“double quoted ASCII”
b’ ‘b’"single quoted textb’’’'b’’ is not ’‘single quoted ASCII’

ATSXBESFR, FSFNENRERAAHEARIIEZES, (2K 112),
Unicode FHFER] AR 21 (#5420 B REERZEFFRB AECAMFIT (#1890, +75EARIHIRY 0 2 10FFFF ),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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N F4miE Z 4 UTF-8 #% Unicode BB ECE| —ESIER 8 (U B MR, W AEHHEE ASCI éﬂﬁffﬁ%% iE(EfE
UTF-8 {EAIRHENEIE, UTF X/ Unicode #2248\ ( Unicode Transformation Format ), & ASCII 4 F& ¥l
% UTF-8 B8, EBHMEI ASCII R2—EMASTIK/N, FiLARRE UTF-8 BERIEAEBIAEX.

£ UTF-8 EEEIRIE T HENERER, RelABEERFMRIEBINEXFEN, EMERMNFRFBMN EZLTEMAE., f
W7E”LANG=fr_FR.UTF-8” :E=IRIET, gedit(l) (GNOME £HEMX F4RiEEe) SeBERIREBINFTNFEN,
MmaERAVBRE R EE,

BR

FEXERY"en_US.UTF-8” FIZIZER'C' /' POSIX” A RIEENMERAIZEERN US RXGE, EfEHIFESEEAMN
MARE, FEEEZRC AthiTRE, MRMANERRE ASCI Fit, FMEREMRNERE UTF-8 HmiSHNFT, &
Debian F{EFHIEIZ#ER)"C.UTF-8" ;B IRIE,

IR

—LERRINESZIE 1SN REHAE SRR, ERERCAR TREEL, MAENBMER UTF-32(UCS4) K= iE
Unicode, It B &{EJBIIiESIRIRFTIEN ASCI FIUEREEHFE 4 Bl B—XiHt, EA UTF-8 ESIRIR
WARESEIRIBEREE,

8.1.2 FESRIEMENLE

RTRRABNEAR —FEERIR, EE%%*%E*#"\ZE%%E% RIFENEDRE.
locales }EZEL R B EISTRITHREZRYE REER TENALE:

# dpkg-reconfigure locales

hals)|
it
'}ﬂla
]
;r

ZERES 2 ESR.

1. REMAEFENESRIEENRERS EUGF . (FRERELVES—{8 UTF-8 EE5RIE)
BT “/etc/default/locale” RIXERMIERMESRIRELS PAM EH (2R%F 45 1),

FRETE"/etc/default/locale” M RMRBEMTRRESIRIE, LA GUI (BIFRERENE ) BRAEINA GUI
EEE,

EE
FrERAMNEYERRIBERATTANIEIR “/usr/share/i18n/SUPPORTED” R AE:Z, HE UL, "LANG=en_uUS”
£”LANG=en_US.IS0-8859-1",

locales-all RSB EFTETEMmENESIRIEEN, BERAEII"/etc/default/locale”,

8.1.3 IER4RS

HNBIEEMENRR(BRE 10.1.7 1), MEEFERSHRNVFEBHEERA S, 260 F, AEHEIER, mount(8)
BRER viat \ER AL (FF CP437. (REELAIE R IR (HABMERYEI S EIE R {EUTF-8 8% CP932.

EE
£ GNOME EEMIRREEIRIE T, EBHHE —EHKIE U 8805, FReIURESERNBEEE 2@ LN
B, B4i%’Drive”, "Setting”, i A”utf8” Z"Mount options:”. EiE{E U 88 T X &, UTF-8 FinTA T,



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
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xR
MRFEFLE—(ERG, SHERERIE UTF-8 RAEBBHIIE, IE ASCI FAIER LT EEREER 1SO-8859-1
3%, eucJP R4REE. FEERNFEHR T BB i8Rz UTF-8. 2R% 111 7.

ETEERIER T, Samba EFRIE PR (Windows NT, 200x, XP) £ Unicode, {B¥IZRIZE Fim (DOS 1 Windows 9x/Me)
{888 CP850. RJBATE”/etc/samba/smb.conf” {4 M@, {FA”dos charset” R EEEFimlS(ETE RS, L
iR, CP932 /inAHEE,

8.1.4 ALERAMNEENH
£ Debian RFHEREVFF S XX F EMBRIERE, LAEREM., RERX L, BENFME, GNU gettext(1)
L THERXHMHHEZEBNRIELE,

aptitude(8) #, “Tasks” - “Localization” Rt —{EH BN EMH BIEAEMHIIR, LRAREIBMNALERN
RHEIE M

SEFF, {ReIA% 5 manpages-LANG BIRIEF AL man FMEE:N, #”/usr/share/man/it/” RiEEX
programname FEAKIFER) man FME, #1T FEIMRIE,

LANG=1it_IT.UTF-8 man programname

B8 SLANGUAGE IRIBE 2], GNU gettext BES BB EN:ZESMIBLIEFYIR, FI90:
$ export LANGUAGE="pt:pt_BR:es:it:fr”

ENEZEM, 28 info gettext , Bi&’The LANGUAGE variable” Zf,

8.1.5 ESRENTE

sort(l) WFRHF, ZESRENTE. BT ENREESREHIFEN—KE,

£
1s(1) MBHIRKAZESRIBEFE. "LANG=C 1s -1” #1”LANG=en_US.UTF-8” WHEIRA R — BN B RFE
9.2.4 73).

FERSRENBFRIAET—K LW, REFSRED, —TH—ETRS1,000.1”, MEREESRET, EF
I#71.000,1”. fREIAEEFRISIENEEAEIEERE

*$LANG” IRIEE BN S — E AR E 1S EA §’JLLE§E’$LC o SEIREE, BLIRIBEEBNALEIBILE SLC_ALL”
BYMEBARAEZ, MAET2R locale(?) man FME, BRIEGERZINIERBIERNEE, FRBMALRE
FI”$LANG” £ 82R5%E —{B UTF-8 :EE=IRIR,

8.2 EigEIA

8.2.1 Linux ITHIIEF] X RERVEEREA

Debian 24t 7] LAfEEF keyboard-configuration 1 console-setup BEEREL E S EBIF L EEHGR.

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

R Linux 1268 X MERF, EHBEHE”/etc/default/keyboard” #1”/etc/default/console-setup”
BMEEES|8. EEMEESE Linux RFIEFE, FF23F ASCI Fit, BIEFSBNESERNEST T, PIUERA
FESE. AlGr § F AHE# RBAER,



https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
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8.2.2 Wayland 885 A

Wayland RH R4 LA GNOME, 58 82.1 T ALIEIFREMEINGES. 1Bus AMEXLEDIMNES
GNOME R HIRIZHERIE B ERA{RZ1® gnome -she11” #&E”ibus”,
M XKB EIEINEE, HISEBESHEBHA,

R

IEES

=z
B

Y9NSR ibus YA, BNEAENRESRN X NKERIE T, E@ setxkbmap EEEREMAY X 258,

{REESAE L8R ibus, f8F im-config BINEA"None”, EZE:N, £8 Debian 45 #2158,

B i—

axX AE

tHEH ibus BE,

8.2.3 IBus XIEMEAN L

GNOME f£HIgEEE gnome-shell” #&E”ibus”,

WASEESIERAEANEERENT:

Keyboard

+-> Linux kernel

Application
A

-> Input method (ibus) -> Gtk, Qt, X, Wayland

7ibus” EHLENIERER,

(B HEE,

+-- Engine--+
FEL Bus IEM3I BHREATIE,
FES) mATE X | ZENESIRE
ibus V:82, 1:99 1584 | f#H dbus F9EI A S TNAESS
ibus-mozc V1, 12 1006 HX
ibus-anthy V1, I:1 8790 | B@E
ibus-kkc V:0, I:0 214 B &
ibus-skk V:0, I:0 244 B £
ibus-pinyin V20, I:1 1434 FX (zh_CN)
ibus-chewing V:0, 1.0 415 A3 (zh_TW)
ibus-hangul Vo0, I:1 288 [ 3
ibus-table V0, I:1 1809 IBus %52
ibus-table-thai 1.0 47 "X
ibus-unikey V:0, 1.0 318 ALFE
ibus-m17n V:0, I'1 187 as: ENERE. FMAEZEMETE
Table 8.1: IBus FIERIS | ZEREERITIFR
=

HHIRPX, "fecitx” RJUAR—EEXENIEMESR
A, (RAIeEEEMA im-config f—

£, BERNEBRIIRARER,

0 ¥R Emacs HITEVEITH,

uim’ BJAR —EEN. EimiE
LRESMIFTEE, R"kinput2” S EERY BiNiE (A% Debian EEFF

thZ IBERIME
“ibus” MEENBEREMES setxkbmap
"GNOME Settings” %”GNOME Tweaks” B2 & ibus,

8.2.4 —{EHERIAIF

HEBIRTERFBIRIE ("en_US.UTF-8”) TR ENB XEAZIEEEH. THEHR?E Wayland £ GNOME T 1Bus A8
i

1. RERAXENEEEEE ibus-mozc (& ibus-anthy ), BAK im-config FHEERIEEEE,



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
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2. JE#E”Settings” — “Keyboard” — ”Input Sources” — 7E”Input Sources” FIEEEE”+” _, “Japanese” — “Japanese mozc
(or anthy)”, AREE’Add”, WMREREWA.

3. {REILARIERF SHANIR,

4. EFENERERF,

5. GIREE GUI TEKER, RES—EHANR.

6. {£F SUPER-SPACE TR ZH#R# N % Z EEITHIHA. (SUPER $#i8 % & Windows #.)

"R

MRAHEEBRYIRREE (shift-2 RPBAFE—E” €3|5%1F0L ) LHRREFERNPRBIRIE, T LENB
FEHEIE Japanese” , {REEZATEYIIERY “US” $B88 (shift-2 #%RiEZ)BE—1E @ 1Z5C ) L{FF"Japanese mozc (8%
anthy)” EIA B,

« im-config(8) MfEME N EIEE A O R Input method”,

o Itoh, RIERER shell R#IT"im-config”,

« im-config(8) YNRFH LM root REHITHRIREBAEL.

+ im-config8) BREMNBN EFRARATERMAEEEMAE TE,

8.3 EE/REAIH
Linux ¥EHIE REERERERNFETT, ((FEEFERSKRIVAZIRTIELR, F130 jfoterm), #M7EIE GUI I=HIiEFEERIE
BUMNEES, )

REFENFRLZRIWMA, GUI (BRERENE) RIE (F 7 &) €HERERS UTF-8 Fit. (RIRFREN
MRS EWARIE, WEHERERRIER, )

8.4 RuRIETEERBEKZENFT

ERTESREN, AEER, FRFTNAERBF OrIESRARSIATERNGEFEE, ERSERLIRRLHE
AEEE (28R Unicode 1Z2EMTEFE #11 ),

EeT LM EB IS ERRE

- gnome-terminal: ENEIE - EER - BER - HEM - EEEGRENFT -

« ncurses: iRTERIFEE export NCURSES_NO_UTF8_ACS=0,



http://unicode.org/reports/tr11/
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Chapter 9

RIS

B, MAREMNERRRNESIRIT,

9.1 =EHIHERIT

BT HEEARENREIEGIEEE.

RERDTEIZHIEIRIF,

ERESS) RITE K| ERER

mc V55, [:234 1492 | Z2REF 13 %

bsdutils V:708,1:999 | 394 script @S RECERA IR D a0 IR I8 5 A\ i
screen V:114,1:283 | 1014 | VT100/ANSI R iniait ek & 18 FH )42 im

tmux V:35, 1:143 830 BinEANEERR (A "Contol-B” X&)
fzf V2, 1.7 2637 | RN F A8

fzy V:0, I.0 54 R X F &5 ea

riwrap V1, 1:20 297 B 1% readline FFBRIH L IIE R

Tedit V0, [:14 306 EL1& readline FFEHRIGR L IIETEE

rife V:0, I.0 49 E1& readline BB S IIEE

9.1.1 EMIAYECER shell ;EE)

Table 9.1: SZIRIZHIEEENHIFZNIIR

RIEEA script(l) (2R5% 149 W) ick shel [EENEEE —(EREHRIFTAER, SBLEEGIFITAINETE

BB, A col(l) X,

$ script

Script started, file is typescript

ELEIR/E----- 3% Ctr1-DBH script.

$ col -bx < typescript > cleanedfile

$ vim cleanedfile

BERBFURECER shell j5E):

- {§F tee (f£ initramfs FIRKENBIEZ T F):

$ sh -i 2>&1 | tee typescript



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
http://packages.qa.debian.org/f/fzf.html
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://packages.qa.debian.org/f/fzy.html
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
http://packages.qa.debian.org/r/rlwrap.html
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
http://packages.qa.debian.org/l/ledit.html
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://packages.qa.debian.org/r/rlfe.html
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« {£F gnome-terminal BINTT4EE, FA¥EEIETR,
« M screen fI”"AA H? (BRE 9.1.2 1) REITITHIERCEK,

- FEAVIMEBA”: terminal” EALBE, FEA”Ctr1-w N {4 HERH B EERN, FHA”:w typescript”
AFIRENES 2 — EIE S,

- {EH emacs FI’"M-x shell”, ”M-x eshell”, 8i\’M-x term” RENGCIFIEFIE, [FH’C-x C-w” HSRENEZIE

Ko

9.1.2 screen £\

screen(l) MEAFF—ELIRIRENITS B, BRI shell 127 ZIEPEIAELR. 5B —(EHEH screen(l)
ERS=R.
L. BAR—EiRimeE,
2. TEEEEHIE LREEN screen,
3. €M 7A ¢ ("Control-A” #&”¢”) T screen HEMREHITSEERER.
4. ¥ AA n ("Control-A” & n”) RIES{E screen R EREIR.
5. /AR, MEEMMAMRNKIR, EMAEREEAMNIE, MELTFEEZERRRR,
6. fRe] LBBIEAI A XD B screen B7E,
o PR MIR IR RAVAERRIELR
« B NA d ("Control-A” #E7d”) M F THEIMEFRHEA
« B\ NA DD ("Control-A” % ”DD”) 778 screen IHRHEA
7. (REMEABIE—EEEER (BIERERERIALE ),
8. fEA”screen -r” @& screen.

9. screen EMARAIEFMT LERIFTER screen REFIFIEE M ITHVFEL.

BN
HRESRNE R B BNERER, (RP]MUBIE screen BiZERER, BAMRR UEEFERINR—(BIZFES
#}iT, BIRHEERBRERIFERNLE.

£ screen B, R T HSRBINMERBUANSSREXIERNRE. screen TEGLTKERZER N
("Control-A”) JNEE{EI$E [MME(ISIE0 REA. EEE - LEENGLRBFELE.

HET2 R screen(l).
28 tmux(1) , BEERHSNING,

9.1.3 TEBREwEE

£ 142 75, 2 ERIGAFFRIEE B #RAElEE, £ $COPATH F mc f#id,
MRIFERRMXFBIRIEL, MEEANMABERE, X fzf K88, £~/ .bashrc EEBETIIAR,
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HEHTETNRE iR EE

AA 2 BrENER (BEREES)

AA C B —EFRNRELIRAZERE
AA N AT —ERE

A p i —ERE

AA O 20 SERE

AA 1 21 5ERE

AA W BrfREIR

AA a FAEBEBAEE Cul-A FERKRE
AA h EEARENEEERR—EER
AA H PR/ R E AR @ 21 E S A JaC ek
AA AX THE 4L (RS TRRE)

AA d RER IR 5 BE screen Zaa

AA DD SBE screen B NE LN

Table 9.2: screen $#E2 455K

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi
FZF_COMPLETION_PATH=/usr/share/doc/fzf/examples/completion.bash
if [ -f $FZF_COMPLETION_PATH ]; then

. $FZF_COMPLETION_PATH
fi

fign:

- (REESAR/IMURTIRIEBRAER RO FBER, MEKBA cd ** 81% Tab, ARMAFRIRRIZERT, WA
&, tkW s/d/b foo, MEBMERERE, EBEHEMOER cd, MEFFEERIRKRE,

« REJCAASR/AMERVIRIE, G SEREMERE @GS, EmLIRRM FE Ctr1-R, ARIFRRERZEND
L. WADGLSFS, il vin d, BEHFREE, ERFSMOEREZFCEERNGS.

9.1.4 Readline i

—LEa5<, tEW /usr/bin/dash, ERLVESTIELRERES, BE rlwrap SVERNFEY FHITHMAESDERAVIE
PSRRI EE,

$ rlwrap dash -i

BRE—EEATERM dash WAKZIE, EAHMN bash WRIPES.

9.2 EMECHIMNER

ik

9.2.1 HiF&=-T:EEF (daemon)
HFZENE/var/log/” BiF Fcixe M0/ EED.

- RMBHFBRETERF (daemon ) : rsyslogd(8)

W

285 34 THIE 3.3 1.
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9.2.2 HitHthR

EERTFEMRFESITEEE (*~Gsecurity: : log-analyzer” £ aptitude(8) H).

ERESD) TATE XV | EREA
Togwatch V:16, 1:18 2265 | FH Perl BRVHGE D TTEEE, BHHIHE
fail2ban V116, 1:129 | 2092 | ZHEM S ERE R R0 1P
analog V:3,1:105 3534 | web fAJfREEHE DT
awstats V9, I:14 6910 | AFIFFMESERY web EIRREEHGE AT
sarg V2,13 843 R squid P TERE
pflogsumm V:2, 1:4 111 Postfix Has R EE
syslog-summary | V:0, 1.2 30 HEZE syslog HA BB
fwlogwatch V:0, 1.0 478 B K& H 56 5 AEREE
squidview V0, I:1 189 BRI 47 squid access.log #& 3=
swatch V:0, 1.0 101 BEHRTR. SMBFNHFER G s
crmii4 V:0, 1.0 1119 Controllable Regex Mutilator FIRIIRERFIBE (CRM114)
icmpinfo V:0, 1:0 44 fETE ICMP &3l
Table 9.3: &4 BaE71TERERSIR
EE

CRM114 RHESRBRBEMAREE, AT TRE EAIRRIE . EEXBENMIREFEIEETER, (BthaEss

) N=ESa N

9.2.3 TEHRNFERMIER

BEGIG more(l) # less(l) EXRMANERERN (2RE 145 ¥) MARSENEANBEETR (2R% 11.18
) AJNERMBERINFEN, EEANGEES (2R% 146 T7) EAEKREN, BfERMES.

TN

52 vim(l) MIEMNS ERDAFR view(l), “:set hls” FJLAMAESRES,

9.2.4 TEHRAFEFBEAEER

“Is -1" @< FERRAVASRIFN 0 HARARAS TV EURE

MESTEIE (BRINESEE 126 ), “SLANG” SBUSHELE

B, BEEEHELN “SLC_TIME” K"SLC_ALL” IRIREHEE,

BEFESRIEERNFERBERE BRI ERR C fREERRA (libce #XEEEL), gl

MRERERIFERRIES. #1152 iso-formates, 2R 1SO 8601,

MRGEMNEEEEBHESRIENSEMBRERER, REZER “
MERERERIERE (28 1s(1). date(1). “info coreutils ’1s invocation’”),

AR[E# Debian 1T

--time-style” 5|8=% “$TIME_STYLE”

N

Rl CAMERAR SR BB REGLIIRBARIEIE, (2R% 159 )

alias 1ls="1s --time-style=+%d.%m.%y %H:%M’



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon-graph.php?packages=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
https://zh.wikipedia.org/wiki/ISO_8601
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AFERVE BEIRR BEF0 5 HRRE R
iso EE 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EEME 10960
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %M. %Yy %H:%M EE 19.01.09 00:15
+%d . %b . %y %H :%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: {3 BEFEIERINVERN"1s - 17 ap S HIBFEF B ARV EERGIF

9.2.5 shell F echo HJEEE:

KER5 R AR UREY shell AR echo BESA{ER ANSI B & F o REEREEE (2R“/usr/share/doc/xterm/ctlseqs. txt.gz”
Ei B+

$ RED=$(printf ”\x1b[31m")

$ NORMAL=$(printf ”\xib[Om")

$ REVERSE=$(printf "“\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.6 BEGBHIMNGS

EEHANERET, a<NBLFEE, EABBERSIELTERERN, AR~/ bashrc” BIIAT TEHAR.

if [ "$TERM” !'= "dumb” ]; then
eval ”"‘dircolors -b’”
alias ls='1ls --color=always’
alias 11='1s --color=always -1’
alias la='1ls --color=always -A’
alias less='less -R’
alias 1ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='1ls -A’
fi

EEHAGSH, FAFNBREFEEHZESEE, ERRIBEEZE export GREP_OPTIONS='--color=auto’”
HWETE, EEEEHE less() ZEMEEEXNERER, EFEREEINETCHSRE, MEXEHEE, LEY
F7~/.bashrc” FHIANE, BJLAER”--color=auto” X%.

BR
EEHRWEBIED, BB TERM=dumb bash” IEN shell , {REELHRERISLEEERRS,

9.2.7 CH#KHRIEEISHEMVERIRIFENF
REESTRC iR AmEE BRI MRV RIS IRIFENMF,



https://zh.wikipedia.org/wiki/轉義序列
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52 Vim, B N ERF,

- 7qa”: FREHRBAF T EBEFNGE
. - AREBBIRME

- Q7 BEERECHREARIF TT,

« "@a”: HITEFR"a AT

5% Emacs, 551% FEERLE,

- 7C-x (" HREE—(EREES.

. - URERRIRME

- 7C-x ) HREE—(ERBESE.

« 7C-x e”: PIT—(ERBELE.

4
T a .

9.2.8 iCix X BAEINEN

BLEAETUDR X BAEXNER, I xtern IR,
RE3D) RTE AN [ &R
gnome-screenshot V27, 1:264 1173 Wayland

flameshot V5, I:11 1510 Wayland
gimp V:58, 1:315 19706 | Wayland + X
x11-apps V:27, 1:454 2437 X
imagemagick 1:373 220 X

scrot V:7,1:76 123 X

Table 9.5: B REET AYIR

9.29 HEEERNE
BHENT RSB DVCS MEMRTHEEERNEEANE Bufs LRIERARE,

L L] MITE KV | ERBEH
T E18 . o PIE =
etckeeper V28, 1:32 176 | B Git (FB&), Mercurial 5% Bazaar (H7 ) ZRf#T7 B EAESRA
EffifTE R
timeshift V2, 14 3158 | {&Fd rsync 8 BTRFS REBI R A TkIE L E
snapper V:2,1:3 2119 | Linx l@RAZGREEETE

Table 9.6: FC#REC & SEHVERIZELTIR

RBRTABEEBAMIESIEE 1022 THE,

9.3 EfE. EHIFIRAENIFEEED

T\ iEENRESA fE A IARY TR Bz NI Hl,

=R
procps B TIFFEERMWEE. EHREXNZBINEMNBRENIENINGE. REREEMMASIMES,



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
http://packages.qa.debian.org/g/gnome-screenshot.html
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
http://packages.qa.debian.org/f/flameshot.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
http://packages.qa.debian.org/t/timeshift.html
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
http://packages.qa.debian.org/s/snapper.html
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ERESD) mITE XA | FREH

coreutils V:901,1:999 | 17478 | nice(1): FA¥8 E’Jiiﬁz{%ﬁ?ﬁ Elfz‘t

bsdutils V:708,1:999 | 394 renice(l): AZE—EHRITE

procps V:742,1:999 | 1648 | "/proc” FBRZEH LE: ps(D), top(l), kill(l), watch(l), -
psmisc V:433,1:831 | 793 p/s?c:()e(;(f)'ill?%%ﬁ TH: killall(), fuser(1), peekfd(l),

0 . = a \IIM _:t N2 x 7 = :,\ s
time V:13, 1:249 129 }Eﬁlme(l). BT —EREX, USRI ERRERARE RNE
sysstat V:168,1:190 | 1923 sar(1), iostat(1), mpstat(l), ---: linux R HEE LR
isag V:0, I:4 117 sysstat I E BTN R 45 B E]

Tsof V:393,1:944 | 451 Lsof(8): " -p” BEIEFEHE —ERRIZFFHEIESR
strace V:16, [:151 2367 | strace(l): IRHk A FFANFOENSE
ltrace Vi1, 1:22 363 Ltrace(l): IREEENEM
xtrace V:0, 1.0 353 xtrace(1): IRk X11 & FimA0{a] Ak 25 im < EIHEEN
powertop V:8, 1:204 662 powertop(l): R REFEEREN
cron V:800,1:997 | 263 151% cron(8) B E~ri&12/F (daemon ) FVHIEMIT—(ETER
anacron V:399, [:463 | 104 FARRIEEX 24 INEFRIT A ARG LETE], ¥ aon
=] . —_ T BORE 17 o i = j— %
at Viis4 1278 | 161 %‘at‘(l\pi;ffﬁbamh(l) AR ENRERTERREE —ARE

9.3.1 EFiERS
BB R O I FE R RS AR,

# time some_command
real OmoO.035s
user Omo.000s
sys Omo . 020s

9.3.2 HIEELIER
ERNHIZEEIEF 2w — BB EE,

>/dev/null

Table 9.7: ES{ZAIEHITIZV/EBI TRIIR

# time on wall clock (elapsed real time)
# time in user mode
# time in kernel mode

EFETIEFE

HIZIBSEIER

19

=REBEIEFER

0

FESNEBEERAEEXIEFERF

-20

root EAEEESMELIRFER

# nice

-19 top

Table 9.8: HIFZ(BCIEF{EIIFR

# very nice

# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERLERRT, BiEHNEFELIEFESHRRERSEE. NMEREETS,

9.3.3 ps@md

EDM@%%LWpﬂDﬁ@ﬁﬁi%EDﬂSWMNFW,ﬁm

gk (ETHY) FIEF,

pstree(l) A%

SRIRTEF AL

{REESDE

QB BRI FIEED,

B”PPID” HRAIAIRIZFF ID RIQIEE.



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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BRIV AN GRS e
BSD pS aux FE/R%CPU %MEM
System V ps -efH BH R PPID

Table 9.9: ps A S HRILTITR

9.3.4 top W%

Debian Z 45 LH top(l) ARSI, SUREBRIEFEENEIETS.
ER—EZSXNLFER. FINBEERL RRETHERED, R BREIEZER,
9.3.5 ZItH#E—EEFFRAIES

fReesmiEIA— @2 ID(PID) 2R3 %2 G RIRRAVIESE, BN, PID & 1 WiER, A TERIA
$ sudo lsof -p 1

PID=1@EAM init FZ.

9.3.6 IRIMtIZNEEN

1REESHERMTETN;EED, (M strace(l), ltrace(l), xtrace(l) KIEHM A ARMEAUFONSE. EBEITA, X11 ZFEHF{EIR
2805 2 RAR@:EN.

IR 1s @S HIRGME,

$ sudo strace 1s

B
fEEATE lusrishareldoc/stracelexamples/ H3515 (4 strace-graph 1§15 R AR —EFERVEIHZIRR

9.3.7 BhERERNERFNRERF
{FET A8 fuser (1) SREGHIHEMERMIZF, G, ATENHREHIL/var/log/mail. log” FMBETE
B

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{ReJLAEZE”/var/log/mail. log” &M rsyslogd(8) s SRR E A,
fREIAIBIB fuser(l) REBRIHERERFNER, N, A TENANERI L smtp/tep” HBMEFEFRERL

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

IRAERAEREIREREAIT exima(8) REEIEELRE] SMTP 18 (25) B9 TCP E4R.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.8 EAEEEMREE—EF<S

watch(l) EREEERERNIT—EGS, LEFEREL,

$ watch w

BARMPLEAZANRI RS, 52 DEEH—X,

9.3.9 (FHEREENREE—(EiS
BALRERLEREMERREOBEE —EHS, BEESE, flW, DRESIEHER" . ext”.
- Shell BE A (B2RE 12.1.4 TI):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #1 xargs(1) Bt&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) {ER” -exec” BIBL#HITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command ’"{}’ \;

- find(1) (€ -exec” BIEM 1T —{EIFSRY shell $I5SHE:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LFENIFRARBERZEEMER (WEEEH), find() ESSREMAE, 2R% 1015 1.

9.3.10 i GUI iE1— B2

1 &S5/ E ( command-line interface, CLI) , $PATH IRIBEEAMIEENBEFTPFE —ELREEEIBNENSH
miT, 2R% 153 1,

HHRIBI freedesktop.org #Z%ERY BEIfZ{ERZE /T ( graphical user interface, GUI ) , /usr/share/applications/ B
#XAPRY * . desktop IERLAEEBERZERN GUEERRIRH TWENBM, B Freedesktop.org xdg HER AN E—(E
$X828L, 1BE@”/usr/share/applications/” T *.desktop” IR RV BRI R LR EREE, B Freedesktop.org ZEMIRAREH
IRIB, F xdg-utils EEBRAELENEMEMIEE, 28" /usi/share/doc/xdg-utilsy README”,

{&f|F, chromium.desktop &P “Chromium K FER" T 7THEBEYE, FINERE “Name”, ZXH
1TEREHNSIE “Exec”, FIEAMIER “Icon” %% (2R KEECEIEHE ), ERNTUT:

[Desktop Entry]

Version=1.0

Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
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Icon=chromium

Categories=Network;WebBrowser;

MimeType=text/html; text/xml;application/xhtml_xm1l;x-scheme-handler/http;x-scheme-handler/ <«
https;

StartupwMClass=Chromium

StartupNotify=true

ER—(ERABENIE, *.desktop ERBETEPBEWILS,

SEIRIFRE $XDG_DATA_HOME F1 $XDG_DATA_DIR IBiEE 8, Z2{EM|F, £ GNOME 3 Hi:

* RERTE $XDG_DATA_HOME, (A%{EFTRER{E $HOME/ . local/share, )
+ $XDG_DATA_DIRS 5% E% /usr/share/gnome: /usr/local/share/:/usr/share/,

E¥ERH§k (2B XDG Base Directory Specification ) F1fEFRFE{ B $RU TR,

* $HOME/ . local/share/ - $HOME/ . local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

* . desktop IERBZBEEIEFEEL applications BEkPiETIES,

"R
ERV—BEFEAEBEEN GUI EEIE, FEXE $HOME/ . local/share/applications/ B &5 g — (@
* desktop tEZ,

W
B, NRESLEEERE T autostart BB 7 —1& *.desktop 8%, Bl *.desktop {ERHIEE
MR EEEERENREREEENIMIT. 2R Desktop Application Autostart Specification,

TN

FE{UAME, WISR7E $HOME/Desktop BEkHEII T —{@ *.desktop R B KRAREHREE A2 B REERBKE
BInge, AIENZEERSEENEXNESHMNIT, #EEE, SHOME/Desktop BN ER BB EESRIEGH. 28R
xdg-user-dirs-update(l),

9.3.11 BHEEWMEINVED
—wEXEHE—ERXEHNE., TEASEEERERNSE,

- ERENECERE:

- GNOME3 £M@: “88#&” - “Z#@" - “H@AEH" - “TErERiEX”

— KDE £H: "K” - ”Control Center 2%l #/»” — “KDE Components Jo{4” — ”Component Chooser Jo{4iE1Z28”
— Iceweasel BIEE2S: “#REg" - “EEE" - “EREERX

- mc(1): “/etc/mc/mc.ext”

- 530 “$BROWSER”. “$EDITOR”. “$VISUAL” F1 “$PAGER” iERMIRIEEE (2K eviron(7))



http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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« AREIIN “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” EiHIFER
9 update-alternatives(l) &4t (2R%E 147 1)

« “~/.mailcap” # “/etc/mailcap” 1ERMASEIE T FZXH MIME BRI (2R mailcap(5))
« “~/.mime.types” F “/etc/mime.types” HERIAFEE T MIME BLBIHEIER (28 run-mailcap(l))

B
update-mime(8) & ¥ #i"/etc/mailcap” & X, HI B € A ZI"/etc/mailcap.order” 8 & (2 R
mailcap.order(5)).

R=
debianutils EXEEEIR{H sensible-browser(l), sensible-editor(1l) ¥ sensible-pager(1), B =LA
DRISEIMREESE. N BRI ZEREHRERERE, RERMBEEIRL shell 15218,

BR
ATE X THITHW mutt EERMIEGIEERERAREAGHNEZERARER, MEZBTEIREEN—E X EA
ERIERTE “/usr/local/bin/mutt-term” A{EERENEEERER,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIEE—EIEF

£/ kill(1) @@EFF ID R (FHE—(ER5%) —EiEFF.
£/ killall(l) 2 pkill(1) EBREFam <R FRE B RMERMVES.

9.3.13 B R{EFRRFRILHE

1T at(1) S REH— R MR TIF,

$ echo ’'command -args’| at 3:40 monday

9.3.14 TERHEFELHE

f£F cron(8) RETTERHEFALHE, 28R crontab(1) #1 crontab(s).

REEsEA —BEE BEREECHHNIT —EIEF, b, foo FM”crontab -e” &< —1{@ crontab(5) FItE
%”/var/spool/cron/crontabs/foo”,

582 —1E crontab(5) IEERMNTF,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is
MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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saR{E Bik £ BE | i
28
Hiki
0 ESES REEFERNT
2R
kill(2))
%g.lt A Eoiry ~ e
1 SIGHUP o AL IRERDELR (FRIERNE )
B
BIE | iges .
2 SIGINT e R AR AR (CTRL-C)
22 F
iEF
3 SIG WS | geae;
QUIT - B8R (CTRL-\)
dump
core
G BZEH kill M58
9 SIGKILL g =R J kill 5%
Z21F - .
15 SIGTERM e ] RFE A4 IEET 5

Table 9.10: kill < E FANEYIR

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%Where are your kids?%.%%

23 */2 1 2 * echo "run 23 minutes after ©@am, 2am, 4am ..., on Feb 1”

5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

"R
HARLIEBEMITHRA, T anacron REERERFNITEIRENTS, HOEBAKSEMEINGREHNT, I
AHFESTENIEERMR. 28 anacron(8) #l anacrontab(5).

BR

HRERARBEEIESHE, RELHML root REER#IT, IEEHEESHBMA"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, BY"/etc/cron.monthly/”. SIS IBEHIMITAIRE, =TLA
iBi@”/etc/crontab” #1"/etc/anacrontab” RER,

cron B E-TETEF ( daemon ) NTFERF, Systemd th B FREFEEEIM I TIZ VRIS BE S BI4N, / 1ib/systemd/system/apt
# /1lib/systemd/system/apt-daily.service BB XM apt TE{TE), 2R systemd.timer(5),

9.3.15 AIt-SysRq §#

%

Alt-SysRq (PrtScr) S RIR—EF 1%, ETAIERNRAEZIZS,
E2

Bil2 R Linux #ZMEREFEIR S FM » Linux Magic System Request Key Hacks



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix訊號#SIGTERM
https://zh.wikipedia.org/wiki/Systemd
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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Alt-SysRq Z & FI5E 1TRHER

k kill 3R E EUJEWJ:E’JFEW (SAK)

s sync FT B E & SHHE B

u =g LX,\HEHTTﬁFﬁﬁETW$% (umount)
r £ X B8, 1t raw iBn k(B iEns

Table 9.11: E&H SAK < #251IR

BR
i SSH & iI%%, {REEMIBEBME"/proc/sysrq-trigger” BARNSRER Alt-SysRq HtE, FIa0, # root shell

RRFE11Techo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3R syncs *l] umounts
FIEEHEIMERRR.

B &l (2021) Debian amd64 Linux %104 /proc/sys/kernel/sysrq=438=0b110110110:

* 2=0x2 - AIEHIE H EARRIIES (FRY

. 4=0x4 - BRFAEARITHI (SAK, unraw) (BARY)

+ 8= 0x8 - RUFITRFFREBERE ( debugging dumps of processes ) %, ( BARA )
* 16 = 0x10 - R sync a5 (BERY)

- 32 =0x20 - YA REEEFHE (BERY)

* 64 = 0x40 - RYFAFEFASE (term, kill, oom-kill) (BARA)

- 128 =0x80 - ALFFERY. BARAEIR (BERY)

« 256 = 0x100 - 72FFFAREFTE RT (BES ) EFHELIER (BERY)

9.4 ZRIRHIERRIS

9.4.1 HEZRGAKE?
(RETBIB TEN S SR ERBANELRAE,

+ who(1) BERHEEANERREE.

- w(l) BEREEAERAER, MAEEEMIE,
- last(l) BEREAEREREANIIR,

« lastb(1) BEREAEREFEREANIIR,

R
"/var/run/utmp” ¥1"/var/log/wtmp” fEFEHRIEREZN. 28 login(1) # utmp(5).

9.42 ZEEMREA
(FETAEA TENAER wall(l) AEARGHE —BAEEEA.

$ echo "We are shutting down in 1 hour” | wall



https://zh.wikipedia.org/wiki/Secure_attention_key
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9.4.3 TEREEA

#15% PCI $88E & (AGP, PCI-Express, CardBus, ExpressCard ), —FIRFAER 1spci(8) (BEFM L7 -nn” EIE) EITHEE

ad Al EEER YT

LE4Sh, {RETBAEIBRIRE”/proc/bus/pci/devices” BEMANBRE/sys/bus/pci” TERAYE R R ETIERE

Al (2RE 1.2.12 ).

ERESS TE XV | FREA

pciutils V200, 1:.991 | 196 Linux PCI TE: spci(8)
usbutils V:73,1:858 | 325 Linux USB TH: Lsusb(8)
nvme-cli V:2,1:10 779 Linux NVMe T E: nvme(1)
pcmciautils Vi1, 1:17 97 Linux PCMCIA T E: pccardct1(8)
scsitools V0, I:3 375 SCSItgREEE T E&: 1sscsi(8)
procinfo V:0, I:12 135 &7 /proc”: 1sdev(8) BB RAZEN
Tshw V:11, 1:96 850 R E &afl: Lshw(l)

discover V:37,1:948 | 90 TEREER B R %%: discover(8)

9.4.4 TERERCE

Table 9.12: fERE:5 5 TRYIR

& GNOME # KDE BRI B RE A%, HAXBOEEMEERNENESEEENEFIE TAEREE, BHE

—EREECFNERAN, LR —EFNES.,

0HEE RITE X/v | ERER
console-setup [ V:I33,1:960 | 419 | Linux Rl FAMEERTHE
x11-xserver-utilsy.on 1516 | 511 | X PRFEIZTE: xset(1), xmodmap()
acpid Vvi3s, 1281 | 176 | moemre el REAIEIRITE (ACPT)

( daemon )
acpi V15,1266 | 45 R ACPIREEHNTE
sleepd V-0, 1:0 86 TEZLATRERE, BFEEANKERENEZETERSF (daemon)
hdparm V446, 1:717 | 256 EIRAREE (BEE 959 1)
smartmontools V:150,1:208 | 2117 | A SMART. E6lHEERBELR R
setserial V5, 1.9 117 FIEEETEE
memtest86+ V1, 1:28 2391 | olEEEEEETES
scsitools V0, I:3 375 SCSIFEEIE T HE
setcd V0, I:.1 35 FRRERAREE(L
big-cursor I:1 27 X RBBKER IS

Table 9.13: FERERCE T B2

518, ACPI 2—1Ett APM N EREIE R HIESS,

YN

R RGH CPU SERHRINGE, BHEMZUEHE acpi_cpufreq EEM.

9.4.5

HRIGRSEAEEERS R

THEHRERFAIELERFRE %A MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
http://packages.qa.debian.org/n/nvme-cli.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高級配置與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian Z4ARIASEIEFBRRAARMIGRE, (BEIESEESER UTC(GMT) B,
WNRFEBERSAEERE A UTC BS, FB7E “/etc/default/rcs” #MmEERE “UTC=yes”,
THERZHEE Debian RAFERIIIFE,

# dpkg-reconfigure tzdata

MRFHEBBERREFALEE, BEMERM ntp, ntpdate Fl chrony S ERHAY NTP fRT5,

B
£ systemd T, R{ER systemd-timesyncd REREITHEEEEEL. £8R systemd-timesyncd(8).

&M,

. FETERFREFN B EAEIE HOWTO
« NTP AHRFEER

« ntp-doc &

BR
£ ntp B48@EM ntptrace(8) BEAIRIE NTP ARFSSEZRIAIR,

9.4.6 RiRricE
B (BT o] A SR B FITisSI1EH0 ncurses(3) BATNAE,

« “/etc/terminfo/*/*” 1% (terminfo(5))

« “$TERM” IRIREE (term(7))

« setterm(l), stty(1). tic(1)#0 toe(1)

R xterm Y terminfo ¥13E Debian B9 xterm RE2fEH, BIBRIEIRIHEFEE Debian R4S, REENE RV IR
o

A
BURI“STERM”, i “xterm” B AINAEZPRAVARA ( FlEN“xterm-r6” ) EBNE LR /usr/share/doc/libncursess/F
&2 “$TERM” HRiBRN.,

9.4.7 BEEM:R

FARIRFER Linux MEN TR BERENTIENH 5% Linux BET2% ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THE 28I BMZB S A4 (Open Sound System, OSS ) HIIREHER,

ERRENEHEEAIN EERFEEITRE, ol EB—EEENKETRBHEAKRFEEM. B,
PulseAudio, JACK # PipeWire # FH{EB SHIRFEIRA LM, 2R Debian EEZ S HH FRIRMIBMN.
BERMTHNEAREEESE—EABRANES5Z, SEHEREANFERNESS|IZE T NEEERETNRINESE
ARES.



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
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VN
A “cat /dev/urandom > /dev/audio” B{ speaker-test(l) HKAI;Hi5E2E (~CFLE),

"R
MRMREAIRIEE, BROBBRTEERD T —EFSHEL. BANBSRRBFSHE. alsa-utils ¥iE
B alsamixer (1) FICARIFHIRCEE BN SR,

LS mITE KAV | EREA

alsa-utils V:337,1:456 | 2283 | EEEFIfER ALSARTE

oss-compat V:1, 1:27 20 7£ ALSA FHEZE 0SS, F8F5 "/dev/dsp not found” #Eix
ZImInE e 5 & T o=y 7

pipewire V:59, 1:78 30 auﬂﬁuﬁ{}#fiﬁIé%ﬁ%ﬁfﬂﬁiﬁum TERE #— JACKH
PulseAudio)

. . . SIS B RS EREE - 12 (h—

pipewire-bin V:67,1.76 1848 = ﬂﬂ?“. =5IEE BRI - #23\ (R — JACK Al

PulseAudio)

pipewire-audio-cllignt-librafigs B R EIES [ ZZ RSN - Sans Pine, FARRE
e ALSA, JACK # PulseAudio (E5& %)

pulseaudio V:357,1:453 | 6774 | PulseAudio PR¥&um ( 122 )

TibpuTlse® V:292,1:586 | 971 PulseAudio EF im/e ( 122 )

jackd V:3,1:26 9 JACK Audio Connection Kit. (JACK) {a]fREg ({RZEE )
libjacko V:1,1:12 338 JACK Audio Connection Kit. (JACK) & (K& )
Libgstreamerl.0-Py 400 167 | 5283 | GStreamer: GNOME B3| 8

libphonon4 1:101 680 Phonon: KDE BE&5[E

Table 9.14: EEEHIEE

9.4.8 RS E{R:E
PR EIRE, GRTENGS,

IR wme

Linux =FIE setterm -powersave off

X HE (FAAERRE) xset s off

X R (EER dpms ) xset -dpms

X RE (ERRE GUIEKE ) xscreensaver -command -prefs

Table 9.15: BB R REM IR

9.4.9 FAFERE

AT LAIBE RS R I5EE B3tk 19 2R BARTIENS RS, 1B pcspkr #IOEAAMIBR, tha]AZIEES.
bash(1) FAZIM readline(3) 12X, BiBFEEFIT (ASCII=7) BF, i$E4E, TEHAVRIEASPELEIEE,

$ echo "set bell-style none”>> ~/.inputrc



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
http://packages.qa.debian.org/p/pipewire.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
http://packages.qa.debian.org/p/pipewire-bin.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-audio-client-libraries
http://qa.debian.org/popcon-graph.php?packages=pipewire-audio-client-libraries
http://packages.qa.debian.org/p/pipewire-audio-client-libraries.html
https://zh.wikipedia.org/wiki/PipeWire
https://wiki.debian.org/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon-graph.php?packages=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.4.10 :CIEREFEHA

HHRIRE, BB EMET AN ARESE ISR ERE R,

. “/var/log/dmesg” HEHIZOENS A S T ol FRIEREIBREME AN,
. free(1) 0 top(l) BEREEHITH R AT IELE EIERE.,

TER—EFF.

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 (0] 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
REJEEEBEZFIR: “dmesg ZHER{F free £ 990 MB, T free -k £55F{R free £ 320 MB, EZEK T #Bif 600 MB -+

BB “Mem:” BITH “used” BAKMELAR “free” BUNKIE, MERRE, MEEMENE TEMINME (ELEW
FlFREME 675404 F1 321780 ),

2 FHY MacBook, B 1GB=1048576k :C1ERE (RERFRAAE L), HBIHWT,

s NN

dmesg HF total BIR /N 1016784k = 1GB - 31792k
dmesg FPRY free 990528k

shell FHY total 997184k

shell FHY free 20256k (EBREIA 321780k )

Table 9.16: #RERIFCIRREAR /N

9.4.11 RAETEMNTEMEE
EBHNAREETESRECHNASR, EREWINBIEEER,
HRARKZLHNTEHEMNRE, REER TEHEL S EFELE,
- debsums EX§gEl, 28 debsums(1) FZE 2.5.2 775,

« chkrootkit #§88, £8 chkrootkit(1),

 clamav Bi8 8B XKk, 28 clamscan(1) #1 freshclam(1),
* Debian security FAQ,

* Securing Debian Manual,

THR—EMENESH, ARERMENAME A SERERTTE,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

AV
@ H5t debsums BRIZE(ERAAMEFHETFR MD5 KRE8MS, AILENTERE, AT BERAZT ST
ITH,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/MD5
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[ YESD) mITE KAV | ZREA

logcheck V8, 1:10 102 ﬁgif_ié?z_r“(daemon), BaRAHRERTHNERBAEHFE
SEIES

debsums V:5, 1:44 108 ERERN, FA MD5 REais¥ O Ti=ikis B fE RETRER

chkrootkit V:5, 1:24 971 rootkit 1% ;AER T

clamav V:12, I.57 775 Unix E’J}ifﬁﬁﬁ%{t RN

tiger V2, 1:3 7822 5

tripwire V2, 1:3 11618 *ﬁ_ﬁﬂ Eﬁm

john V2, 112 460 %ﬁE’J E%EE%ZIE-

aide Vi1, 1.2 2049 g

integrit V:0, 1.0 329 ffm*mns ré%ﬁ;ﬂ{t

crack V-0, I:1 152 ZHEERIFER

Table 9.17: AARARREMMTEMUBENTER
9.5 BERFEFIT
{3 live CD BX debian-installer CD LARUEIRTVRIENREV R AL, FILAR(RA BB B (RIMEI R ENERIETE.

9.5.1 MERETEFERER

PR S RN fE RS AT LAE @ mount, coreutils 1 xdu EXBEEIRMHERIFE R SR A4 :
- mount(8) BERFI BRI EIMERRLA (= FATRR).

- df(1) REERAREANERES
- du(1) & B sREHE AR ERR =R,

B
{ReTLARE du(8) AVEa i {EE6 48 xdu(1x), REAECHWBEREEIRNER, #130 “du -k . |xdu”, “sudo du -k -x

” kh- A—N

/ | xdu” FF,

9.5.2 HERENEINERE

BRI D EIBRE, BE fdisk®) WARRFRENEKE, (BR parted8) TRERERFIEM.

Z1) PC (ERLKMAYFES| B2 % ( Master Boot Record, MBR ) A3, i$EE N EIEEREEEE —(ERBE, BN LBA B
[E 0 (512 fii7oéH ).

— L2 TIER EHFI82 /1 @ ( Unified Extensible Firmware Interface, UEFI) B PC, BEEHR Intel B Mac, {EH
G MEE— 1R85 B3R (GUID Partition Table, GPT ) A%, BN EIEENAMIFES —ERBE.

B8 fdisk(8) —ERERENEIENIZEET R, (BIR parted®) B TE,

AV
@ BE parted(8) B tLEEAREUMBARERRR, BEAEERIFNEMTARMELEEEALSE,
4 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8), mkfs.ext3(8). mkfs.ext4(8)---- ) # resize2fs(8),

R

#T7E GPT 7l MBR Zt]i#, W%gﬁhﬂﬂﬂﬂfﬁﬂﬁﬂﬁ%ﬂﬁliﬂqﬂﬂ’JW’é (2R%
/dev/sdx mklabel gpt” 8f “parted /dev/sdx mklabel msdos” HRiZEE,
=R MBR,

9.76 1) ifFM “parted
EHEE, fEﬁFﬁE’J “msdos”



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
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L RE TE NI L:

util-Tlinux V:899,1:999 | 4599 | BFERMILE, BE fdisk(8) 1 cfdisk(8)
parted V:367,1:548 | 307 GNU Parted, fERE7 EIIBRA 2T\

gparted V16, 1:127 | 2063 | &2 libparted B GNOME 5 Elf&4miETz o0
gdisk V:298,1:501 | 880 FIt GPT/MBR Wi 7 RVRERRRY 73 BB AR EETZ 20
kpartx V:19, 1:30 87 RN BRI R EHIRAVIELR

Table 9.18: FERR ST EIIEEIEENREE

9.5.3 {EH UUID i EtE

BEEMEEMN S EENAIBSREENENRBIEF IS4 D EIBEEANENRF, BRI UUERRE—E uuD
RKeAEEf, MRRE S EERLEIRE BIOS/UEFI RBAEM—BNEERIGE, £/ UUID BR#HIRE,

- mount(8) MLHFE “-U" FEIEF[LAEAUUID REE —EIREE, MANERMIESZRE, Gl “/dev/sda3”,
- “/etc/fstab” (2R fstab(s)) FILA{ER UUID,
- SIFEFAER (£ 3.1.2 ) el UAfER UUID,

R’R
fRETBAER blkid(8) R — (B ERKER UUID,
fREEIBAEA " 1sb1k - f" KRBT iRt HE &,

9.54 LVM2

LVM2 2 —{ERH Linux #Z0ORBEESEIRES, (FH LVM2 1R, BREH &) B EiBEE FRERYIRERE,
LVM B FIIEK,

o Linux #ZIOFPRVEEEHRT I8 ( Debian #Z/IDFEEEZ1E )

c FREEBCEREHMIERE ( libdevmapper* BEEE )

 FAEBTEELVM2 TA (lvm2 B1528)

FR1E T EHY man FHFIREER LVM2,

« lvm(8): LVM2 #&HIRIEREENGE (FIH TE LVM2 &< )
« lvm.conf(5): LVM2 MR BIEZR

- lvs(8): HREEBIELEAERER

- vgs(8): HRELHEMMERMEN
* pvs(8): HREVIELHIERME

=111

fl

9.5.5 EXZALEE
1 extd IERAM, e2fsprogs BEMTEITE,

« mkfs.ext4(8) BIF extd IERRL
« fsck.ext4(8) IEFMEIEIRE ext4 IERAMK
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« tune2fs(8) BLE ext4 HER R RAVBARIR
« debugfs(8) EENXHIBREE extd HERARM. (EF undel S RIRECEMBRIIER.)

mkfs(8)# fsck(8) < =

H e2fsprogs BlR{HHY, R BEER R ABEEIERIFIH.(mkfs . fstype # fsck. fstype).

HHR ext4 iERRL, EIMR mkfs.ext4(8) Fl fsck.ext4(8) (EMHATIEELET mke2fs(8) #1 e2fsck(8)).
Linux ZENES—EERZ%, BHEMUNGS,

ERESD) ATE X[ FREA

e2fsprogs V:616,1:999 | 1511 | ext2/ext3/extd &=t L E

btrfs-progs V:44, 1:68 3959 | Bufs iBRAHZLE

reiserfsprogs V:15, 1:29 1132 | Reiserfs BRAHZ LE

zfsutils-1linux | V:19,1:23 1497 | OpenZFSEERZHZLE

dosfstools V:132,1:508 | 315 FAT 1= Z# % L E. (Microsoft: MS-DOS, Windows)

exfatprogs V:0, I:1 161 exFAT ERAZ T EH, A=E#EE.

exfat-fuse V:25, 1:429 71 FUSE ;B85 exFAT 18R &4 ( 18EX ) BRED,

exfat-utils V:19,1:430 | 231 exFAT fa = LE, H exfat-fuse FITFEAERE,

xfsprogs V:22,1:101 | 3281 | XFSTEEZH T E. (SGI: IRIX)

ntfs-3g V:227,1:494 | 1483 | FUSE 38i%s NTES fa2 2 4% (4#X: Windows NT-*---- ) E&&f,

jfsutils V1, .12 1577 | JFSTEEZH LE. (IBM: AIX, 0S/2)

reiser4progs V0, I:4 1373 | Reiserd ia =7 G/ 1L E

hfsprogs V0, I.7 389 HFS # HFS Plus {83 A% T E. (Apple: Mac OS)

zerofree V:3,1:100 25 IE ext2/3/4 IRR AR LEBIRRE A S HIER
Table 9.19: ERAMREE AR

N

Ext4 IR AME Linux RA LTERMIERZ M, BIUEEFEREEERASR, RIETBEIFHNVIERRER,
Btrfs HRBEBESNTE Debian wiki on btrfs # kernel.org wiki on btrfs 35318, T#HHEALE/EA extd BRRAKZEN T —E

TRERIE R R 4.

—LETHAUAERE Linux ROZEMNER TABERRAR (BRE 972 T).

9.5.6

ERAMBUNTEMRE

mkfs(8) 7£ Linux R4t ERBIERZRMR, fsck(8) <L Linux R LIRFIER R MTEMERENZIEINEE,
EIERRMEIER, Debian IRTETAR A HAERIFIT Fsck,

VAV

HEEEHERERZRZ LT fsck, —MRBFTZEH.

-UIN

£"/etc/mke2fs.conf” #i&E "enable_periodic_fsck” MfEMA"tune2fs -cO /dev/partition_name”
HRESAHEHEHA 0, ErILAEERAS, ZEroot ERRREEEANNMBERZA L, TE2MIMIT fsck®) &<
2K mke2fs.conf(5) #1 tune2fs(8).

RERRENRI A B EMITHY fsck(8) S 4R, FILATE"/var/log/fsck/” Bk THaf,
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http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
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9.5.7 EIBHEFIEIEEBNUIERAS

“/etc/fstab” FEETERNWBRIERARLE. HI1W,

«file system» «mount point» «type» «options» «dump» «pass»

proc /proc proc defaults 00

UUID=709che4c-80c1-56db-8abl-dbce3146d2f7 / ext4 errors=remount-ro 0 1

UUID=817bae6b-45d2-5aca-4d2a-1267ab46ac23 none swap Sw 00

/dev/scdO /media/cdrom@ udf,is09660 user,noauto 0 O
R

UUID (285 953 ) rIAER—RRAIREE R (FIg “/dev/sdal”. “/dev/sda2” - ) R A — &
MEE.

& Linux 2.6.30 {2, ZIOMITERRITARIRM relatime” EIE,
28 fstab(5) 1 mount(8),

9.5.8 BIBIBALIR ( superblock) BLIEREZRLA
— EIEE R RIS T AMER tune2fs(8) md BIBBARIRRE(L,

« #11T “sudo tune2fs -1 /dev/hdal” TJUARER “/dev/hdal” LHIERZRABRIENE.

« #$117’sudo tune2fs -c 50 /dev/hdal” i¥%&”/dev/hdal” t{ERRFKEIIEE TERENRFIIT fsck) SERAE 50
RENED.

« 11T “sudo tune2fs -j /dev/hdal” BLARBERZAMKIIEHEINAE, B] “/dev/hdal” KIERRLMM ext2 EHifa
A ext3, (EIRBFHINERZRIEEM, )

« 11T “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EHEEHR ext3 BIRA exd, (EHRBEHNRREEZEM. )

AN
BE tune2fs(8) MBRFRIERN, BEMEERAN ext2 BRARMR, thEEAN ext3 H extd ERRH.

9.5.9 MEIRE(L

( : ) B
ERITREEIRRCE < /l, FEERAVEIRIERIE hdparam(8) ) man FME, ARESTEEHEN TEY
ENEEANEE.

{RETLAEI® “hdparm -tT /dev/hda” Al “/dev/hda” MERERIGARDERE, ¥Hd—LE{ER (E)IDE ELRHITERE,
{REILMER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” 3RR4F “(E)IDE 32 iix#&”. BAF “using_dma flag”.
(%% “interrupt-unmask flag” WERE “multiple 16 sector I/O” ( f&F& 1), KEMINERIEREAEIERE,

{RETLAEI® “hdparm -W /dev/sda” HAlzE “/dev/sda” MERERIE AN REXINEE, {RETLAER “hdparm -wW 0
/dev/sda” EARIE N\ IREXINAE,

IRXSIE CD-ROM JH¥H, (RETLAEM”setcd -x 27 BEERE, RIEEAEB4HEH CDROM Hi%,
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9.5.10 [ERETEIRE(L

EIRERERE ( Solid state drive, SSD) BRI LA B EhtzAl,
£ /etc/fstab #HE, GSEMERREHES tnpfs”, TR NN ERIMLRE AR RKEE LEFETEIEEE,

9.5.11 {#/A SMART TEHIFEREELFE
{REJLAEFHEE SMART B9 smartd(8) B E-TEF2F (daemon ) REIZFIFCERIRAVFERE,

1. £ BIOS HR4F SMART IfJgE,
2. &t smartmontools EXFEE,
3. 1B df(1) 7 FERRBREN L 8 Bl E 173,
- EHMEREZERNEES “/dev/hda’,
4. 188 “smartctl -a /dev/hda” %, & SMART JIRERBERA,
- NERBH, BB “smartctl -s on -a /dev/hda” BEE,
5. BB T AT smartd(8) BETEFRF ( daemon ),

. jBF% /etc/default/smartmontools” ERF “start_smartd=yes” HIEifE,
- BE@ “sudo systemctl restart smartmontools” EHE{EN smartd(8) EE=~T:EF2F (daemon ),

N
smartd(8) & E=-TEEF (daemon ) BJAER /etc/smartd.conf EEREITEEE, BRTETHBANE S,

9.5.12 && $TMPDIR 5 EEERS (2B %

FEREN MRS EEFE R “/tmp” TEIZERFHMESR, MR “/tmp” BB EHAMNZM, (RFTEIEE $TMPDIR £
RERENIEERSHTER.

9.5.13 & LVM IEAREHFIRFEZ[E

FELZEERSENITE Logical Volume Manager (B8 EEI2 (LVM) (Linux $51E) EHH EIRE, EMIAASHERSHIER
EUSMRBEREGFNANREXR), MASEESEREFERE LETRENENLE,

9.5.14 E@HE S —ENEERIEREGTRHFAFZHE

MRFE—EZHDEE (10 “/dev/sdx”), {REJCAER mkfs.ext4(1) i EMINE, LEM mount(8) BBEHE
MEEESTHMER. (MEEERERENNE, )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

P B BB P

BR
R LLEER S —ETIERMRGIER (2R% 965 ) FA—EEZBREE (2R5% 9.6.3 %), ERMERE
FEEEEBEREFE ARG MNMmEMm,
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9.5.15 & “mount --bind” #\& 5 —EBFRIEAEGHTRREZA

MRMPES—ENEEEE—ELRETRTEMNZE iR (F19 “/path/to/emp-dir”), {Re]ABE@%E “--bind”
EIEM mount(8), BEHHI —EHREEESTENEH (FI “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 3%i@ overlay #& ( overlay-mounting ) Z—{EB##RIEAEHS T BFHESRA

MBRRES— BN EERPETHNER (I, “/path/to/empty” F1 “/path/to/work” ), {REJATEEAE
Y —EBFIHEBIGEETHENIEEN B (FI30, “/path/to/old” ), BiEHM, FEEMH Linux 3.18 iR
IO EFhRAS ( #FE Debian Stetch 9.0 X E FhR A ) #J OverlayFs,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” #1 “/path/to/work” FERZAIFAEIERIINEIRE, KimEesaB A “/path/to/old”,

9.5.17 ERMRELBEARENTRFTZHA

VIR
@ ER—EREAMME, RLMEEBE “"HELBR RS ERIIE, BIEAER LR “4
B R,

MRMFES—EHEEEE—ERETHZEN=8 (FI1 “/path/to/emp-dir”), fRETLAEERA 1n(8) #iZB
#RE— BT IRELE.

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

RISHAKBIENER (FII “/opt”) EA “ERIEN, EHNELERAT RSTASHES.

@ BH BB e

9.6 RiHEARG

BAEEE T RRR R B 0VIRIF,

9.6.1 HAFHIMRBRIESR
—{EREEEE (FI90, 558 SCSIKFF ATA HE “/dev/sdb”) FIFZRERRRIES “disk.img” BJLAER cp(1)
g% dd(1) @8 F A5 I,

# cp /dev/sdb disk.img
# dd if=/dev/sdb of=disk.img



https://en.wikipedia.org/wiki/OverlayFS
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84 PC /L E IDE W E —BEMES|I SR (MBR) (2R 952 1) BIMERBRERICAERA dd(1) @@ T3
HREIL

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

“mbr.img”: BHEHEIERLN MBR
“mbr-nopart.img”: REHEIFERN MBR
« “mbr-part.img”: {# MBR B0 EIiER

T

INRIREER SCSI S5 ATA REFRRIENERR, RHEZEMEM “/dev/sda” &K “/dev/hda’,
INRIFERIRIATERRRY — (B D BEAUBRE, (RFEEMEMA “/dev/hdal” FEAR “/dev/hda’,

)

=T

9.6.2 EHEEARE

HARRBRIRIER “disk.img” FIAEB T ARNBAR —ELREXNWARBEHEE (HIW, F (@ sCSI KE
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

B, B EEREIESR “partition.img” FILLEB T ARBEAZILTER K/NHREESEE (Flan, E=
B SCSI &£ ERE—EHEFE “/dev/sdbl” ),

# dd if=partition.img of=/dev/sdb1l

9.6.3 HIFMIRRIRRIESR
AILAEAEE & EiEE T ANHENRRTE B SEE D EIEMGIHEME “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
. .hack. . .hack. . .hack

# umount /dev/loop0

# losetup -d /dev/loop®

AT ARG 290 T S BR,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
..hack...hack...hack

# umount partition.img

FILAEA BEEE HEE S S ED BIEMNMEME “disk.ing” NEEDEIE, AACEEETERFEEDIE,
HtHMFEEB FINHNERREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16



https://zh.wikipedia.org/wiki/Master_boot_record
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REDERKEFAEERSZ 16 B 218,

# losetup -v -f disk.img
Loop device is /dev/1loop0®
# fdisk -1 /dev/1loop®

Disk /dev/1loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loopOpl 1 600 4819468+ 83 Linux
/dev/loop0Op2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loopOpl /mnt/loopOpl
# mkdir -p /mnt/loop0Gp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loop0

#E, {RUETUAER kpartx EREEEAAY kpartx(8) BT 55 & ¥4 B JRER B ERIRIR,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop0@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack. . .hack...hack
# umount /dev/mapper/loopOp2

# kpartx -d /mnt/loop0®

==
EE

R r] AMEAIEEEEN AREERMEB MBR F, RENFIIEHMFRERIERESEIE, BEEENESLE

9.6.4 FIRHFRMRGIESR
EATENARN, —EWKRREIESR disk.img” 85 /5B EME S EMIRIVIESR, MH—(EFZFIHE R

&’ new. img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img” % ext2, ext3 B extd, {RBPJLAME T EBBEER zerofree BREERIHM zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/1loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img



https://zh.wikipedia.org/wiki/Device_mapper
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9.6.5 UFZHIMIBRIRIRIESR

BTIEMAINER dd(1) , ATRIE—EX/NE 5GiB FIZEHERBREIES,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BIENANERREERE, (REENEEREMIRMRE disk. img” ERIT extd IBRRH.

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
. .hack...hack...hack
# losetup -d /dev/loopl
$ du --apparent-size -h disk.img
5.06 disk.img
$ du -h disk.img
83M disk.img

%;JE"”dlsk img”, EFMERK/NZE 5.0 GiB, MEBREREREER 83MiB. EEZEr]gER AN ext4 BEBRHIE

e

"R
BEERNVBE RS ERSREEEHNBEAMEM,

DIREE oy L EEMR KB FERBEMNIRIE, EELEERSE 963 THHEE, /REESER parted(8) 2% fdisk(8)
EHEEMREIRER disk . img” EITHEINE, BEZA{FERA mkfs.ext4(8), mkswap(8) E LEENIERRASE.

9.6.6 H{F1S09660 MRSIEZ

> RB SR FRIE SR E] LUBIB YN T Fr/REY cdrkit 32 4ERY genisoimage(1) A SREME 1SO9660 BREFESE, “cd. is0”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

$E(HY, BT 5| B/ 1SO9660 BREHESE, "cdboot . is0”, 8401 debian-installer 3E{U B #F#”source_directory”
&E, AT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

iIE48HY Isolinux boot loader (2R 3.1.2 T) S HIREENRY.
BTEMNAR, (RelCAEBRRE M ESTE mdssum {8, M RAF 1S09660 BRER,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

OF

g

B

H=
5 TSZIERLGR, MBS Linux 1SO9600 &R A4 FERE bug,
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9.6.7 HIEZE AIEZXRZ| CD/IDVD-RIRW

BR
EHAH cdrkit I24tH wodim(1) 3k:&, DVD EER—EKH CD,

{REESDEIBIN T FREIEn S B rT B E,

# wodim --devices

A& AT/ CD-R A CD BEENRS L B 1S09660 BRRAESE, ~cd.iso” BAREKER, FIGNAY TR wodim(1)
ABEHEAR”/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

WNSRA CD-RW K& CD-R, AU TFEIRAIEGR<SRKEN,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

N
MR RE R G EENE CDs, 7EEH wodim(1) ZBIFE4&IREEA sudo umount /dev/hda” fBlRTEE,

9.6.8 H&| 1S09660 MRFKIEZR

WNR7cd.iso” BE&—{E 1S09660 BRKR, THEHMGSF I HESEERE]"/cdrom”.

# mount -t is09660 -o ro, loop cd.iso /cdrom

PN
BRKEAREMBEHSTBENE, W% 1S09660 EN{LH CD(ZRE 10.1.7 ).

9.7 TEMUBIEN
B, BIRERRERTNE LN TN,

9.7.1 RIEFAREE EMFIER
REMRIBR EMUREMNTGEARER  d -t x1” &%,

‘R

HEX 2t 77 fIZE X hexadecimal g FB4EI&EE, EE] radix 2 16, OCTAL 2 /\EfIHIR Xoctal & FE4HERE
79, B radix@ 8, ASCIl 2XEEMRZERZEE American Standard Code for Information Interchange B
EXMER, BEBMNREXFIENE. EBCDIC BRIEAREMH TEAMIHI4RISTEMHIZ S Extended Binary Coded
Decimal Interchange Code RIZEX4E%S, 7E IBM KB (EER K LER,

9.7.2 HEHIRRFESR
BT RINEZEHEHENER TERER.



https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
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ERESD) ITE XN ] FREA

coreutils V:901,1:999 | 17478 | ErEgraeel, & od(1) REETLFES (HEX, ASCII, OCTAL, -)
bsdmainutils V:53,1:953 27 TEHER, B hd(1) RELFEZR (HEX, ASCII, OCTAL, )
hexedit Vi1, 12 73 TEARTAEA4REEES (HEX, ASCII)

bless V0, [:4 1028 | IR TR EMFI4REEES (GNOME)

okteta V:1, 1:14 1504 | TR TNERFIAREERS (KDE4)

ncurses-hexedit | ., 1., 132 | ZHEAISIBIEFN4REEEE (HEX, ASCII, EBCDIC)

beav V:0, 1.0 133 I ERIF B E I 4wEE 88 (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.20: #BRFE LT I HIEFIHIEREEELIIR

ELEE] MITE K/ | 35BH
mtools V9, 1:82 399 N ERERER MSDOS 182 L H
hfsutils V:0, 1:6 184 NS FAER) HFS 1 HFS+ = 1 &

Table 9.21: NHEIRRFIERIVEIERIIR

9.7.3 BEMIER

Linux ORI EIRAIDEREE R R RR H R VMERRARRANEMTHRERSKFRHTFIEL.
BERBAREARAIBNEN UHRRERSKERFFIEENTIE,

EYESD) MITE KAV | ZREH

par2 V:4,1:26 271 SERBIERERE, ARREMERESR
dvdisaster V:0, I:2 1741 CD/DVD HEx/E JIREE

dvbackup V:0, 1.0 413 & MiniDV {TEINIEEENEH TE R HE rsbep(l))
vdmfec V-0, 1:0 97 FEAgIEAEREE KR

Table 9.22: FERIMBEN LRI T RIIR

9.7.4 BERHERREMZEI DT

BERREMERRENZEI DT TR,

BR
7 e2fsprogs BEZEEE debugfs(8) <, FAZKMBLIER list_deleted_inodes # undel 8<%, {REES
YR8 ext2 IER R M LMBRAVIESE,

9.7.5 EBRERDMSE/NMESR
E—ERERAAMAEROIIHE, REZERDZAFLEESBRBSE/NGE 2000MiB KI/MESR, THEBICISL/ME
REHRIBIMESR,

$ split -b 2000m large_file
$ cat x* >large_file



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/vdmfec
http://qa.debian.org/popcon-graph.php?packages=vdmfec
http://packages.qa.debian.org/v/vdmfec.html
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ERESD) TE PN\ E?EEH
testdisk V:3,1:37 1426 | D EERENEERENERER
. . Lﬁsﬁﬂﬁm%muE@IWEEIMIE #%af: mA man
magicrescue V:0, I:3 259 file IT%EQJ%.( )
scalpel V0, :4 87 2. =BT 3 Fe BX
myrescue V:0, 1.3 83 T EEIREREPRIEN
extundelete V0, I:11 147 TRIEMIRR ext3/4 IRR AR EMERMBEAREL
ext4magic V:0, I:5 233 TRTEMIER ext3/4 TR A H/ EFERMERER
ext3grep V:0, I:3 293 HENKIE ex3 TBR A EMPRAVERIITE
scrounge-ntfs V0, 1:3 50 NTFS TR AZBENREFZR
gzrt V:0, I:0 33 gzip RELEHE
sleuthkit V:2,1:25 1511 | ZEnWIE (Sleuthklt)
autopsy V0, I:.1 1027 | SleuthKit BIEFZELT
foremost V:0, 1.7 100 REER r’ﬁé@ﬁ%ﬂ
guymager V:0, I1 1035 | ER QREZEEZRIE
dcfldd V-0, I'5 106 IR dd, ARZENES

Table 9.23: BEFHERIREFZZEI N ITENRE IR

VAV
A TEHERER, FRALIBEML X REESR.

9.7.6 BEZTERART

BT AKRENBGBERZBNERNAS, A2A rn(]) L EMFERAREIMVZER, BREEERTEL
mLHITWHREERER, UTRBEMRE %WéE’JIEEEHIEO

$ :>file_to_be_cleared

9.7.7 BFNXH

THEHNGLRIEREF ST M.

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

TG 3R IR T IS

« ’5kb.file” 2 5KB &,
« 77mb.file” & 7MB REt&ENE,

+ »zero. file” thEHR—{B 0 PEHIXM, MREEXHFZAHEE, AW ntine WREH, MENNENEE
RISTE,

- "alwayszero. file” —ER—{E 0 FEIXH. WREEXHZHEFE, HEK ntine BWEH, MENNTER
5%%0



http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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9.7.8 IE[REEIRIFRE
BN EREDEIREE FEERRE LSRN, iR, E7/dev/sda” ki USB ioiEaeas,

Ny
@ EMITEERNG L ZAI, REZMA mount(8) <RI USB CIEEMMEAIE, "/dev/sda” FEAAVERE
AR R E B BE R LA SCSI EREIE serial-ATA FFRE,

WRFIREEEE A ER 0 B7 U RIBRIERE _ EFF B &MY,
# dd if=/dev/zero of=/dev/sda

N R ABHERNERNA N RIERAAEERN,
# dd if=/dev/urandom of=/dev/sda

WM RABHENERN AN RSBIERFIEEM,
# shred -v -n 1 /dev/sda

E% dd(1) SRS TEFZ 7] 5/ Linux CDs (5140 Debian ZEEF¢H%) £ shell IRIZ T AR I, (REEMERBREN
R L, f5lu0”/dev/hda”, ”/dev/sda” EEEE FHITIERG SR T BEREEBLEN R,

9.7.9 IE[RIERE ERIKRERMES

WERE (3% USB ioiEiE ) EREAMES, B “/dev/sdbl” FIEEMABEIHIERNEN, AAMMES IR
PRTIIERZMANES, BELFILERERKIER.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdb1l

OF

{11509 USB LRI RRBRERRHF T, BEEARTRE, Kai5n BERMERNERME ] ERE
EERZRHEH.

Ek fmif Dk
]Hé‘ & Jilt

9.7.10 RIECEMIERIEAKFRIAIIES

EMEMRARINOMBR T REESR, RBSEERNAR - LERARIMER (BSER), mBLERE TN,
B FAGF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar
$ rm bar

$ ls -1 /proc/4775/fd | grep bar
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lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BRERET lsof MIBEMMHE, ERI—ELIFERITHTHEL,

$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 ZEHFMBHEEL

BIEEARIESE, REMER"s - 11 5.

$ 1s -1i

total 0

2738405 -rw-r--r-- 1 root root O 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root O 2008-09-15 20:21 foo

“baz” F1”foo” HIELEENE"2” (>1), iETftEﬂﬁEEJ_nno E1{f98Y inode SEER 2 72738404”. ﬁﬁfbﬂ’ﬁmlﬁ%ﬂ’]ﬁ? 4
22, R EBEBAMIFEIFEELIEE, (ROTEB inode JFREHE, LLNER, IR TEMAREEE27384047

# find /path/to/mount/point -xdev -inum 2738404

9.7.12 Arn]RUEEZRIBFE

FrERREESRBMIRE, DARRHURER, EEMMATEMKEBEN du) MER. SERMIIREVERAMII
Ay, BIBES FEAHG I,

# 1lsof -s -X / |grep deleted

9.8 ENINZERR

TR CAYDIREA R SR PC BIERT, EIAEBRILAEESIETS root FFR]1E, FAMMERY PC EMIFTBEIER (R 4.64 13)
EERZEAZBBRREER PC W EAFIEAE 1%2313%)&%!]%&@%*48’]&%0 B AR BEMNZERERE
EE GNU [BFASTE (RS 10.3 T7) AICAHMERETNE, BEFE—LEABE RN IIF,

Dm-crypt iBZBEREAR Linux #0848, {#H device-mapper, ARV HERASIREEIR AN BEIERINE,

J\E
ERINZEEE CPU BBSER, REGHRE,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
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ERESD) TE N LE
cryptsetup V41, 177 407 ATARMZERREENEATER (dm-crypt/ 3LUKS )

cryptmount V4, 1.5 2281 2% (dm-crypt / LUKS )
fscrypt V:0, 1.0 4688 | Linux fERF&ANME LE (eCryptfs)
libpam-fscrypt | V:0,1:0 4904 | Linux f§RALINE PAM #&24H (fscrypo)

Table 9.24: EXINZT T RYIFE

R
iBi@ debian-installer (lenny S EHTHR), Z{E Debian RATAESHH LR —(EIIZRIFLEE L, FA dm-crypt/LUKS
#0 initramfs.

"R
H2MH%E 103 HEAETHEMZBEREN: GNU Privacy Guard,

9.8.1 f{EF dm-crypt/ILUKS N2 ENhiiRE

#&E] LA dm-crypyLUKSIIEB R B E 0] BEIKE LEH, BIIHEE “/dev/sdx” £ USB iEigtE, RRFRUOT
TEREAEMICERIVL.

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

.. Ilnll Ilpll "1" llreturnll llreturnll "W"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1l sdx1

# 1s -1 /dev/mapper/

total 0@
crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1

# cryptsetup luksClose sdx1

K18, EMPI U EEMEIRREmBET, 513 GNOME £ & =] LA gnome -mount(1), #&Z1”/media/<disk_label”,
ARBEEEKRBAZE (2RE 10.1.7 1), FEANREANEREZMNZEN, Re]UEEEACAEMERESR
R4, HIENA mkfs.ext4 /dev/mapper/sdx1” IBERRILE extd,

ES =)
IREHENNZEMERRS, EAIERFEERSZX (£ LARAIFE"badblocks” a5 ), HEPASEIRIFIEE
FEERSRE,

9.8.2 H dm-crypt JIZAYZIIRS EFE

EHRPIRERIRES R /etc/fstab” BB TRE,
/dev/sda7 swap sw 0 O

ERTLAMER dm-crypt @B T R A MNZEZ 05 BIE,



http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
http://packages.qa.debian.org/f/fscrypt.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://packages.qa.debian.org/libp/libpam-fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/Dm-crypt
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aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab

perl -i -p -e "s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
systemctl restart cryptdisks

HF o H* K H

Swapon -a

*

9.8.3 £ dm-crypt/ILUKS B EINZERRERE

F3 dm-crypt/LUKS 7£”/dev/sdc5” EEBIBIINZERIRE o] AR T B EEZ”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> 1lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.9 ik

HIZIERIZRIE, Debian ﬁﬁﬁ}ﬂ“@?ﬁ S EIRABILRY Linux il
NRIRIEERIEARS M, (RRIREAFER B MREZD,

9.9.1 #Z\5|E

#FZ Linux $MERT MG FEBA RN, Bl s | 8REEE.

« ¥ 5| 8081 bootloader HJIA1L (2R 3.1.2 T)
- @@ sysfs sAERIZIOG I8, EMITEFIEIE sysct1(8) BN (BR%E 1.2.12 )
- B—(ER4EHERYFAES, 1BiB modprobe(8) SIEUREATEIEMESIE, (BRE 963 1)

4ME 2 R ”The Linux kernel user’ s and administrator’ s guide » The kernel’ s command-line parameters” ,

9.9.2 ZIVETEIESR

RE ﬁ%L&TﬁEE—:Z{EEVIU ZEER, MRMEEEREMRESE, EEZEZTERHZTE, 7 Debian
R L, LEEXREMEE libce-dev FEE2E (B glibc RIAEBEI) BHEM, #£7/usr/include/linux”
%l]”/usr/lnclude/asm”%EE’J*,‘ FEER,

B

B E LD BB AR, LR R AR B AR SE ) % 0 AR M A automounter
% 2 T % (daemon) #E X (amd), MMV E B AHEMNZOLIEERERI BKLE L
W”-1/usr/src/linux-particular-version/include/”, BRI S T,



https://zh.wikipedia.org/wiki/Linux_kernel
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
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9.9.3 #mrEfz/OFMERANRAE

Debian B'EH CHIF I\ R MR =% OFERAEA,

E eSS mATE A/ | ERER

build-essential | .o, 20 %237 Debian EX88 4 F A /EHIELEEE.: make, gec, -

bzip2 V:147,1:973 | 122 bz2 FE BB T E

libncursess-dev | 5 6 ncurses BEEEEEERIS

git V:312,1:494 | 36515 | git: Linux fZOERPS BN REZEFR L

fakeroot V:32,1:518 | 228 7 3E root EAEEUREBRE—ERERN root IRIE
Initramfs-tools | v 1y 1989 | 112 | B3 initramfs 89 TE ( Debian 3385 )

dkms V:99, I:210 295 ENREFZIDVEAESZ I8 dynamic kernel module support (DKMS) (&)
module-assistant| v,y 130|301 | SYFIEMEHKEEMNEEITE (Debian 185 )

devscripts V8, I:54 2654 ?}e)lzf;ll:a;%l;%gs maintainer Debian BEEE I EHTE LB

Table 9.25: Debian R &% IDRE R 2 X RN EEHMIEETIR

WRIRFES 3.1.2 T{EMA initrd, 55— EM:E initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
# initramfs.conf(5) {2rMERAE .

==

@ E%ﬁ%% Linux 2z EI8T8RE, SEAEZMEBM"/usr/include/ linux” #1”/usr/include/asm” B[ {4 7E s
(EtgA: "/usr/src/linux*") 2 BRI SHEL, (— LB EFEZEREMN.)

[

ES=

E7E Debian stable WR#E4RsERFTHY Linux #Z/0ES, FIREFR E{EH —LL1¢ Debian unstable hk# backported [G]
BBENRRANTAR,

module-assistant(8) (BREBEMEAN m-a) EEIEAE, #—EXSETERNZL, SEHBENTEIZAR
828,

dynamic kernel module support (DKMS) EffEiz0MEAEZ 18 B — B DBV IBIIESS, WERETRRAFFEERMZ
IDRABTE AN NS B ERZOBIER T AR, EeTCARREZEZOENISHEINERIEE, SthEMRAMRIZOEE, EffiRE
ERESRIEEGE,

9.9.4 #RiEFRZDEIATE: Debian iz BEKIERE

i€ £l DRI TS AR 2 E LAV D TEMIHIE, REEERBTERMI deb-pkg” ¥,

R R R R R R O

©“

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/linux-version.tar.bz2
tar -xjvf linux-version.tar.bz2

cd linux-version

cp /boot/config-version .config

make menuconfig

make deb-pkg



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
http://packages.qa.debian.org/m/module-assistant.html
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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B
linux-source-version ERREEI{EMR"/usr/src/linux-version.tar .bz2” I2{%H Debian $§ T 89 Linux #Zi\E 18
iR

1% Debian ¥/ R 1A TEER AL B 4R B 45 TEBY T ENIHI B, (REE {E”debian/rules. gen” #M”binary-arch_architectu
Wi,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EREENSR:
* Debian Wiki: KernelFAQ

* Debian Wiki: DebianKernel
* Debian Linux #Z/(0v3Fff}: https://kernel-handbook.debian.net

9.9.5 1EEEERFNFNZ]EE

TEREEREN R MITIEBIZR % EE CPU EMFEEE, KEBHIELERENIREREMEIE, LB ST IEN Debian #Zi10
EREE4E, BUE main EiF,

« GPU ERE)

— Intel GPU &) (main)
— AMD/ATI GPU B&&f) (main) 0/
— NVIDIA GPU B&E&) (nouveau BRENFLTE main , MR Z1BA " ENIHISEEN, AXTE non-free.)

« Softmodem EREf

— martian-modem F[I sl-modem-dkms EXEEEL (non-free)

%‘;‘f%*!z)\?‘ ii?"ﬁff?% mAEE PR AEsE R (EEWER, CPU microcode, GPU #{THIE T2 AE L FPGA /
CPLD &§}------ PIRARIFABHNEREE, ERESYEEHNREABLERBBNEN, TEMUGAREE
%EEEEAE“T‘?‘ zka_“%ﬁ;—'ﬁ_’fﬂrm%\%ﬂﬁ BiREE E A BRI EHIT,

- FIREEMEEE, SRININBRRERKMEMTFSE LHEN,

— firmware-linux-free (main)

— firmware-linux-nonfree (non-free)
firmware-linux-* (non-free)
*-firmware (non-free)
intel-microcode (non-free)

— amd64-microcode (non-free)

- FIREEHRELRER, ENMERRKEIRSRMHTE LNEN,

— fwupd (main): & Linux Vendor Firmware Service F&Fi2 E A2 E ML =-TETE/F ( daemon ),
— gnome-firmware (main): fwupd B9 GTK Bijif
— plasma-discover-backend-fwupd (main): fwupd f9 Qt Bijif

5 EE non-free #l contrib AYEREE B AR Z Debian R —EB5, BEAFIZEA non-free # contrib EiFHAE
B, % 214 DHEEd, FEEIERE 2.1.5 HEIVEIR, £ non-free f contrib EBEEEEEHFE,

Please also note that the firmware data downloaded by fwupd from Linux Vendor Firmware Service and loaded to the running
Linux kernel may be non-free.



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
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9.10 EBRILARG

BIRERAERAS, RMEEEREKSE LRRRITSERR.

"R
£ B nhttp://wiki.debian.org/SystemVirtualization.

9.10.1 Virtualization and emulation tools
There are several virtualization and emulation tool platforms.

» Complete hardware emulation packages such as ones installed by the games-emulator metapackage

* Mostly CPU level emulation with some I/O device emulations such as QEMU

* Mostly CPU level virtualization with some I/O device emulations such as Kernel-based Virtual Machine (KVM)

* OS level container virtualization with the kernel level support such as LXC (Linux Containers), Docker, ...

* OS level filesystem access virtualization with the system library call override on the file path such as chroot

* OS level filesystem access virtualization with the system library call override on the file ownership such as fakeroot
» OS API emulation such as Wine

* Interpreter level virtualization with its executable selection and run-time library overrides such as virtualenv and venv for
Python

The container virtualization uses 58 4.7.4 7 and it is the backend technology of 58 7.6 7.

Here are some packages to help you to setup the virtualized system.

2 RHEE B Comparison of platform virtual machines RIEFAREFEM E B AER S ROVFFALLERE .

9.10.2 EBLCIIER

- =z
EE

B¢ lenny z1&, FBi%&HY Debian #Z/IOFLESZE KVM Y,

HAERCTERE RUTEESR,

- BIUTIERZRM (B RS SHIEREKR),

- BB LAE® mkdir -p /path/to/chroot” 17,

- [RIAHITETERRIGHE SR EELMER dd(1) B (BRRE 96.1 THIE 9.65 ).

- gemu-img(1) BESMEIIFNEEL QEMU ZIBRIMIRRIRIRIER.

- R1EHEINFD VMDK 18R, BESERER (L TRERAEE.
« {E£F mount(8) HI SRR EIER R A (FIIE).

- HRRIGHIIRMRBIER, ILEFAIRIRRKE o KELHM REMNF. (B2RF 963 D).

- 5% QEMU ZIEMFEIEMRR, IEEPIYES network block device #BIRIREE EHIE (B RE 9.10.3 ).
- EERRERAR LBEFTENRREN,



http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://en.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/en/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://en.wikipedia.org/wiki/
https://en.wikipedia.org/wiki/Wine
https://pypi.org/project/virtualenv/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
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]i4e ATE KAV | &REA

schroot V:7,1:9 2708 | TE chroot F#T Debian _ BB BHEETE

sbuild V1, 1.4 271 % Debian [RIAHEREE Debian _EMFIBIITE

debootstrap V5, 1:62 298 EE—(EEZAR Debian 2% (F sh BHY)

cdebootstrap V0, 1:2 116 FEZE—{E Debian &%t (H CBHY)

virt-manager V:10, [:43 2298 E R en = i an: FANNE IE RS BE A& an B SR E B A

Libvirt-clients |y ¢ .64 1130 | libvirt BOEETRRE

games-emulator 1.0 26 games-emulator: Debian’s emulators for games

bochs V:0, I:1 7194 | Bochs: IA-32 PC 1&EEtz3

gemu I:31 96 QEMU: TRIE[)E F iz 1T 2a 15 ik 2a

gemu-system I:21 97 QEMU: £INEERRRITRE —ERIF

gemu-user V0, I:11 89683 | QEMU: [EHEZERINEVIRE —ERIHI

gemu-utils V:11,1:108 | 6077 | QEMU: TH&

gemu-Kkvm V:8, I:55 107 KVM: x86 %88 L& WEHERCHEERT

virtualbox Vi1, I:14 107018 | VirtualBox:i386 #1 amd64 £ x86 FIE R (L& RS =

xen-tools V:0, I:4 727 FHFRETE debian XEN [EEefalfResfI T E

wine V.16, 1:76 191 Wine: Windows [EFITESNIE kel NI B IR (IREERF)
. DOSBox: B Tandy/Herc/CGA/EGA/VGA/SVGA RER T, & =l

dosbox V:2,1:18 2702 DOS [ x86 1EHFSE

dosemu V:0, 1:2 4891 | DOSEMU: Linux DOS 1&#t28

Ixc Vi1, 1:14 18971 | Linux Bz FHEREITE

python3-venv V:2, 1:50 6 venv for creating virtual python environments (system library)

python3-virtu alen\<]:9, 1.64 410 virtualenv for creating isolated virtual python environments

python3-pipx I:0 NOT_FQOpiNbfor installing python applications in isolated environments

Table 9.26: E#{t THEYIZE



http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
http://packages.qa.debian.org/g/games-emulator.html
https://packages.debian.org/en/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon-graph.php?packages=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://en.wikipedia.org/wiki/Wine
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/dosemu
http://qa.debian.org/popcon-graph.php?packages=dosemu
http://packages.qa.debian.org/d/dosemu.html
https://zh.wikipedia.org/wiki/DOSEMU
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
http://packages.qa.debian.org/p/python3-venv.html
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
http://packages.qa.debian.org/p/python3-virtualenv.html
https://pypi.org/project/virtualenv/
http://packages.debian.org/sid/python3-pipx
http://qa.debian.org/popcon-graph.php?packages=python3-pipx
http://packages.qa.debian.org/p/python3-pipx.html
https://pypi.org/project/pipx/
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- {£F debootstrap fl cdebootstrap Z3EMEX RIGHEEEEBE (2RE 9.104 ).
- EEVRERRIERBR TEREERARTESS,
- EEBMRETHIT—ERER,
- chroot RILEAMERLIRIE, BHEEEEERZEN, MITIREIEER, MiTERETERERN daemon.
- QEMU R EFER CPU 15528
— QEMU F#1 KVM iBif hardware-assisted virtualization ## e ##B) E (L RIZ (L £ THEE R G RUAEHE.

— VirtualBox B] LATE i386 # amd64 L, {# =& A~ hardware-assisted virtualization #E 82 8i B E (LR IZ Mt 2 THEE
RIRIEE.

9.10.3 HEERMEIRIRIRIESR

HRRIAHIIRREIZES, 2R5% 96 .
HRHEE R RRPURIESR, (REEZAFEEF network block device 4HFEIRIEE AT gemu-nbd(8) REE i thffd, It £
D84 nbd REVEER.

gemu-nbd(8) £ QEMU FTZ BRI RS N: QEMU 218 T UM RS N: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1FEH#44EE

AR IRAEE BEMAIDIRRE —HZRMNARNZIEDEIE (BRE 963 ). REEHR FTEANASNHE disk. img” FI5E
—{ENEIE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd® disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

W
{RET A% gemu-nbd(8) fER”-P 17 &IERKEH "disk.img” HIE—{EH EIFE.

9.10.4 Chroot &%

If you wish to try a new Debian environment from a terminal console, I recommend you to use chroot. This enables you to run
console applications of Debian unstable and testing without usual risks associated and without rebooting. chroot(8) is
the most basic way.

VAV
THEMYFERIRRZRZF chroot REAEHLZAEER amd64 CPU 5245,

BEIR{REESNF T EA debootstrap(l) 3K —{E chroot(8) IriE, (BiEEREFMTIE,

sbuild ¥XFE B[R 1AFSHE 2 — (& Debian #XEEEL, £ A schroot EXFEELEIERY chroot IRIR. EFNEBIHE S sbuild-createchro
—ig, BRMSEERWNEIIFN, & script(l) THMITE, WTFAT.
$ sudo mkdir -p /srv/chroot

$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- «
amd64-sbuild http://deb.debian.org/debian



https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Chroot
http://packages.debian.org/search?keywords=sbuild
http://packages.debian.org/search?keywords=schroot
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{REES9E 2 debootstrap(8) R¥RITE”/srv/chroot/unstable-amd64-sbuild” FE8ZE unstable IRIEMNR
mEN, AR—ER/NMIBERR.

{ReJBAEA schroot(1) REAZEERE,

$ sudo schroot -v -c¢ chroot:unstable-amd64-sbuild

fRETLAE R —E#ITE unstable IRIRFV RS shell RUNFTEIIA,

IR
"/usr/sbin/policy-rc.d” € R4 2 F 101 B, PHLE7E Debian 24 LB BB R ETEREN, 2
H"/usr/share/doc/sysv-rc/README.policy-rc.d.gz"

R

—L57% chroot FHYFER, FEMRLL LERFEZRA LA sbuild-createchroot BESDIR (HAVHE Z9I~E’JE§F‘"§
ABESFIT, BIEN, "/sys”, "/etc/passwd”, "/etc/group”, "/var/run/utmp”, "/var/log/wtmp” E&. thFF
FE(EHF bind-mounted X &,

B
sbuild EREEBEBNEN —1& chroot REERIBE—EERIER, 7E chroot W{ER schroot fFAEMNEIK. Ef—(@
MREBENEE (build-dependencies ) B ARG, FSEM2 R sbuild at Debian wiki ,

9.10.5 ZRHEARH%

If you wish to try a new GUI Desktop environment of any OS, I recommend you to use QEMU, KVM, or VirtualBox on a
Debian stable system to run multiple desktop systems safely using virtualization. These enable you to run any desktop ap-
plications including ones of Debian unstable and testing without usual risks associated with them and without rebooting.
The configuration of these tools are relatively straight forward.

Since pure QEMU is very slow, it is recommended to accelerate it with KVM when the host system supports it.

B TEBAGE, 8 gﬁ]L_L_ﬂETU\FﬁﬁAQEMU B &% Debian R0V E RIS virtdisk. qcow2”, jE{E Debian
% & {EF debian tc% I\ CDZEE,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f qcow2 virtdisk.qgcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7E Debian wiki: QEWU "JLAMBfRE S &= .

VirtualBox B Qt BN E LERMEEEEHN. BARENERTEMam<S TREIER]LATE VisualBox EREF
it #0 VirtualBox {#E & F M (PDF) A #%E48,

"R
TR T AT Ubuntu 1 Fedora Z¥BRIEE GNU/Linux 217hR, R —EREMNBEHEEERITNGE,
BIEEZRBBETUAEEE GNU/Linux E L T RFIIHIT,



https://wiki.debian.org/sbuild
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

EHEE

BAF 2RAILFE Debian R4 EERE _EUHANFENN TR RHBRERET.

10.1 H=E, EBEHMFE

( ) e
BREHBWR, NESHEMETHRMEOEEEE, SERFETARANEERE. KA flock®)
) BRI MEITT A B EIE R,

ENNZ SN ENZERZHM TEESE,
- FIEERET

- R

- BR

- IRHHECXESE

- REEHHE

* BILEREIRRERIE R

- BRIREREMEREN

BEERTEBERTRERER,

- FEFBETA
- ERFIRS TA
- MEBRIERESR

- BENRETFIEN

« T2 shell

) 7%
° nZ‘.J\ ag EE%

« IRFEHIRETR
- MREEFENNETE



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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FENBRGTE
BAR 2 Debian 245 L r] RITFEFI B4R T RAYTEE,

10.1.1

ERESD TATE X | BItER e iR
tar V:914,1:999 | 3152 | .tar (1) EENEREE TE (T8
. . ' . Unix System V EfEHIEETERS, H
cpio V:489,1:998 | 1144 .Cplo cpio(1) find(1) —2fEF
binutils V:164,1:673 | 97 .ar ar(1) EmEENREE LR
fastjar V:2,1:25 183 .jar fastjar(l) | Java BfE LE (%E{U zip)
o R POSIX BRIE TH, /it tar Al
pax V:12,1:24 170 . pax pax(1) cpio Zfd
gzip V:891,1:999 | 242 | .gz gé;ggg | GNULz77 B4ETE (78R
bzip2(1), Burrows-Wheeler block-sorting BX4g T
bzip2 V:147,1:973 | 122 .bz2 bzcat(1), | BEZEtL gzip(l) ESHIBRGER (IR
gzip BEMRUMEEEEEELLER)
. LZMA BB TEEEL gzip() BEa
1zma V:2, 1.27 149 . lzma 1zma(1) WG ( T IEHE)
xz(1), XZ BT EBEL bzip2(l) E&HY
xz-utils V:453, 1:980 | 612 . XZ xzdec(l), | B4R (B4EEE &TJA gzip B2ttt
bzip2 &; LZMA BT EMNERR)
zstd(1),
zstd V:4, 1:24 1902 | .zstd zstdcat(l),| Zstandard HRiEELEBRGETE
] _ ] 7zr(1), =]
p7zip V:79, 1:454 987 .7z p7zip(1) (LZMA J_kfg )
- : ) 7z(1), GRS
p7zip-full V:102, 1:469 | 4664 | .7z 77a(1) (LZMA & T%DE{HJ)
LZO B THEHBZELE gzip() ESHY
1zop V:10, 1:85 164 .1zo 1zop(1) BRAEFNRRERAEERFE (IR gzip BEME
{ARIEE X (B BAEFRLEER)
zip V:49,1:427 | 623 .zip zip(1) InfoZip: DOS ERtEESFfEME T E
unzip V:132,1:792 | 385 .zip unzip(l) InfoZIP: DOS FRIZZZ AR L 1 B

Table 10.1: fFEFIER4E TR

Ee==
=H

O

g

BRAE(RENE

SEREME, BRIFE

1]

Z=ZaxX e

STAPE” 28, TEXE

4 tar(1) 9175,

gzipped tar (1) BERAREIERR
xz-compressed tar (1) BRtE23 R EIE

FOSS TH, flal tar(1),

;K& . tar . xz” BF
R RERAE 7 A B R A N FRER: gzip - bzip2 - xz

» . tgz” E”. tar.gz” FIRESER,

%%n tXZn

.
CEN

cp(l),scp(1)  tar(1) TEFTgEL AN BRI —L45AESR, cpio(l) TEMEASHERHZEN,

cpio(l) BT R find() MEEHRS—EER, BEEREURNIESHBNESR, FLt, BIBIEREERN
73 BESI M IBLAIE.

Libreoffice BFHERMASLEEBE”. jar” 18X, ©SMHeICAER unzip TERERL,

EEIBTSSBRIFNEETIRR zip, B “zip -rX” WAXFIUETIESERANESTE, IREXIER
INEEMAEEEE, BRKES “-” BIEEA,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://packages.qa.debian.org/z/zstd.html
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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10.1.2 HBHRMFLZIH
BAF 2 Debian %4t ERYF] AR ERRFEHN TRENTEE,

[ RES) mITE XN | IR Ihge

coreutils V:901,1:999 | 17478 | GNU cp BERAMERIBE IR ("-a” 5IHEIRED )

openssh-client | V:809,1:997 | 4298 scp S8

openssh-server | V:701,1:844 | 1567 | sshd CESEEEINEE @SR ED)

BEEREFNEF (EFim, ~-r’ SIRERE

rsync V:311, 1:564 | 677 ErnEimE S MED
unison V:3,1:16 14 EmpEinE 2 MERD

Table 10.2: ERFEF T BEYIE

ERRIERMBHR, rsync(8) tbEM T BRI T E S AVHM,

- ENEREE IR EEXRREHNEFENBSERZBNEET S
- RIEREEHEE (F858) EERA/NEREBMENFEBEHUIESR
+ ”--exclude” #1”- -exclude - from” FEIBFE{LHR tar(l)

- IR B P IE R BHRRIRE A AES0E St B IRIE R R IIER SN B 8R4 R,

=R
fE%R 10.11 RRIRRAIEFIZR 4 (VCS) FILHAARSBERNES T,

10.1.3 ER1EEE;

N T 2AAENTEBRGEMEERGEEE. /source” BEPHAR.
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BHE, WTAR.

$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz --null -

cpio(1):

$ find ./source -xdev -print® | cpio -ov --null > archive.cpio; xz archive.cpio

$ zcat archive.cpio.xz | cpio -1i

10.1.4 1EREE;
MTREAAENIEERE[E". /source” BERFHIAR,
« Ki#ER: 7. /source” Bik - ”/dest” Bk

« SRIRER: AiFEHE ERY”. /source” HEk - “user@host.dom” £# ERY’/dest” HER

rsync(8):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

RRESEEER “RER EMRME" Bk

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WMTFR,

# cd ./source; find . -print® | rsync -aHAXSvO --files-from=- . /dest

# cd ./source; find . -print®@ | rsync -aHAXSvO --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

{REESATEFTB RS .” BBIFEA foo” BK”.”, EHEMBEIUMK”. /source/foo” B#kERIERE]"/dest/foo” B
ﬁio

ERBEE”.” N F&, REcsERBEIRE” /path/to/source/foo” RILE” . ”, BRI LK cd . /source;”.
WMTFAR, EEERSRETIAENAR, BEIAENGLE,

« ”/dest/fo00”: rsync(8), GNU cp(1), #1 scp(1)

« ?/dest/path/to/source/foo”: GNU tar(1), ¥l cpio(1)

"R
rsync(8) #1 GNU cp(1) eJLAR"- u” FEIER 2R 1= i L EMAIESR,

10.1.5 BE:HIERAIGE

find(l) #WAERFETPEEEROEAEZEESS (B2EF 1013 BME 10.1.4 %) KEFEAR xargs() (BRE
9.3.9 ), BB find K555 | BIAESE H INAESFINNE,

AT 2 find(1) EAEE AL,

. find 1§43 | B EEBZRERA,

. —BHEERTEY, IREEREEL,

- "% OR” (MR 2R -0” 3IBIEER ) BEIEFRIL” #EE AND” (H”-a” SIBIEERERGE ZEIZEEM
5188,

- 7 EE NOT” (HfRHAIEAY 1 H8E) BEIEFSH “#E AND”,
« 7-prune” 2R [OEEE TRUE It HINRIS(E R $F2FERN, HSIESMRIEE R FAIMIESR,
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« 7-name” RIEMLEHH shell EAFIT (B2R%E 156 ) NEREBHIEBEEEMN f17?” TFExTH .7, FH
POSIX #514)

« 7-regex” [LECE{EIEZRERK, FEFRIXFA emacs EISHY BRE (2R 1.6.2 ),

- 7-size” IRIBERX/NRLE (BRIEFE+ RLEEAMNIER, BrRIEFE”-" SRLEENER)
« 7-newer” 5| B LECLL 5| IR PIEEAMEREEZHINER.

« 7-print0” 3|g542 23R [0 7E#E TRUE I 455 84E42 (null terminated) FIENZiELEeG HEE S

WMTFR find(1) FBiEME .

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

2. RESIEMERNERZAL EFEANI ERE (2R%E 1.62 1)

3. B@BEIERIBM A NRABRITE”. *\ . cpio” X7 . *~” [ERIRRAMER
4. BIRE L EIBR S TURARRILAS . */\ . git” ERIRARAAIE %

5. B@E LEERIBAY T TR HEBREE 99MB (1048576 IT4HEE TT) B ARIMER

6. BERER, MEULIEZEEHM AL /path/to/timestamp” FHIIER

RO EFIFHRY -prune -o” HIRERNBIERZE.

xR
#1529E Debian ZH#Y Unix-like &4E, BLESIBETREAH find(1) LMZIE, EEEER T, BREERABLES
BAAT-print” BX"-printe”, {RAJEERIBRFERE NEMMABRINGS.

10.1.6 ERIEIEEE

REENEMNFESE BERE R, GEKIBEMNERYE. HVNENEASHEDR, RERARMATEN CD-R
1 DVD-R ARIBERERIR. LR, FENS, (BREN—REBUFFENEH)

JES=}
XL REARE XAHRHRE, RSBMFTERENFFENHELRE, REBRBRTES AT
mEZ#EE,

L (EERRREREEBEM ) FIMERFEFENENRAERSS,

« KHR 100 £ : FHZKHELR
« 100 & : XHEfE7F (CD/DVD, CD/DVD-R)
« 30 FF: MR (M, E}ED)



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
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* 20 5 RECERRETE (CD-RW)

ERBERRAREMIHESESS,

BLE (EERERHEEFEN) TMSRBEENENSRREIRE,
« KI{ 250,000 )X : FEREERENES

- KH% 10,000 ;X : tREJECIERS

* 1,000 JX: CD/DVD-RW

« 1)X: CD/DVD-R, 4K

VIR
@ EENRESHMERHENER NEZEARKREE([TARBEEMNRBEEFEREN, SURREHRUNGE
EmRERA,

R
[F7% CD/DVD-R MR ER—X, ERfRBREALELTERERERNENTINER, ERIER!

"R
MRMGFEEFREREFETRERED, BRESASERARERIRIREM CAERRER BN, FIeERME—7]
1TH73 %,

10.1.7 wBEIHEEFEE
TR ENfETREE B T a2 UL TRl — 78,

- USB REJECIEREER
- TERREEENZE
- BURSIEME

- BFERENE
IR BAERE A T Y75 U RE T AR,

- USB

« IEEE 1394 / FireWire

« PC£

1% GNOME ¥ KDE SR S mIBIEEEATE /ete/fstab” BRPEENLRGBENEHE, BEEigESL o
%O

« udisks BB T FEEF RN E BRI KRB S MR TR EERE,

« D-bus BN EHRGESHEIE,



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
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« PolicyKit It T Fr ERI4FHE,

R
umount(8) TE B N & ERVFHR P REEHHE uhelper="5|&,

"R
REEELrBEEESBE /etc/fstab” EXRPIIHAE, KRERRETAEEEHE,

HERKHEIRE PR EEWESR"/nedia/disk_label”, EFUHUFEARIRER,

 FAT H8NRIER R AEA mlabel(1) &<
+ 1S09660 ER AR MFAHE”-V” EIEM genisoimage(l) &%
. ext2/ext3/extd FERARERF B -L” BIEN tune2fs(l) ¥

TN
HER T RE R ERERIEEIE (2R5% 813 1),

N
EEFNEEE LBIRIERAGR, JEERRENIEEEEEAIW"/dev/sde”’, MNRIGEBERBEEEEE,
REEZEGSIIRRT LA umount(8) S REHRETEE,

10.1.8 ZFEEARNEENNERZR

BEMEBBEFFREREMARD FTEHNEE, FMEZECERIMBEMEFERREEMNERN ERA
%, TERBRRANGIR,

ERAMA ﬁiﬂﬁﬁﬁi’%%

FAT12 B (<32MiB ) LEFENERNE

FAT16 7(‘ /J\EE@ (<2GiB) EHBEFENERSE

FAT32 FERHERE (<8TiB, #& MS Windows95 OSR2 X ERIEE R G FTIE) ERMEIFENEH
nE

exFAT EREEREE TETYEREEN (<512TiB, # WindowsXP, Mac OS X Snow Leopard

10.6.5 #0 Linux #Z/0r 5.4 RZASUA FRIEE R BFTZIB)
HEE TNBETYEE= &8 (8 MS Windows NT MIBEBIRAREZIE; &

NTFS Linux I, j@iB{#F FUSE i NTFS-3G %iE. )
1SO9660 7£ CD-R #1 DVD+/-R ERBETEENFEEENNTE
UDF CD- R %D DVD+/—R [€D) J:E’JiEEEﬂE)\
MINIX =

ext2 7(‘7,%7% %% lmux %%E’JEEELE’J 5*4" =

ext3 EEBEE linx RGHEE FRERSE

extd ?‘kﬁiﬁﬁﬂ’] hnux ’?\‘%E’Jﬁﬁﬁtﬂﬁgﬂ’\‘:'
btrfs FRHEERE 4

Table 10.3: HEUF ISR T o BEIFEFREBRIZMERAGRIIR



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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B
81858 9.8.1 PRIESHNERAEEMNBNETLENERHLZIE,

FAT iERARBEASHMIRAFRERASZIE, cHNEBTEERETHNENRRIZIFEEAN,
ERVLERE FAT BERARNBEFEENHENBHMRER, UTEZEREBINEE,

+ B fdisk(®), cfdisk(®) 3i# parted® &% (2R%F 952 ) BEMMEXLABENES BELHEEH
T,

— FEFC/\BR 2GB B FAT B AF 176”7,
— 1B E KM FATI2 H£EAF T,
- tITFERER mkfs.vfat(8) SRR TN EIFER,
- EMEELZF, H07/dev/sdal” Bt FAT16 &8
— PARERYRIBFIEMEE R, Fl1”-F 32 /dev/sdal” AR FAT32 &
E{FH FAT 5% ISO9660 12X AR N ZENS, NTEREEEIENTLEIE,
- A tar(l), 3 cpio(l) LEMEER, BtRAB THREBIER, MRELE, RRIMERFIIETERFIEEEHN.
« A split(l) S IEBGEIER DR E T/ 2GiB FI/NMER, [FHRBZERE KRS,
- NZEBRGIERFEENDTRIT REIZENAME.,

EE

EA& FAT R R MR, RARMERA/NE (2732 - 1) bytes = (4GiB -1 byte), ¥R —LEEEM 32
NRZENERRERAMS, EAMERAKNEZEE/) (2731 -1) bytes = (2GiB -1 byte), Debian ;258
32 ERERE,

e =1

MER G A B NEZRIEREIE 200MB 195 EIFE s & ERENZE H{E A FAT, fthifIRy’ ‘Overview of FAT, HPFS, and NTFS
File Systems ERXERHEER T MR R AITREE, FIUMENMEETRERIE, 827, FHME Linux RELER
FEZ(EF extd HERRAL,

’R
BRRERARNDEIERRARNES EN, F2%E Filesystems HOWTO",

10.1.9 #FERLFPNERNE

EEAMEBRSZENNGER, MEZERAERANRE. EEF LRT.

e NERDERG, BEBMABRHIERARNERERSBEENEN, BEERALREN, EMNARERY
BB T AR SR 2,

« F SSL/TLS hn=

« ¥3] SSH @&

- ¥3] VPN iBE

- R ZEEZELEMBANA

W

28% 65 THIE 6.6 T,



http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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HrRARTS HAIFEAIGRER
1B “Microsoft Windows 8~ NEFER, 2K smb.conf(5)
SMB/CIFS FH Samba M E{BIRIER R4 B 75 Samba 3.x.x }§IEFNLEFM ( The Official Samba 3.x.x

HOWTO and Reference Guide ) 8% samba-doc #X§28]
] N e o 4ot e B1® “Unix/Linux 8" 2 Z1E=, 2K exports(5) # Linux
| 41 D& fi 4 1= Eadl:= k] p
NFS F Linux #ZOE EIABERER AR NFS.HOWTO

HTTP fR#% 7 web AR/ B InZE N Zla sk
AENMZENEZEEREE SSL) B EZEEHE (TLS) BAR{ER

HTTPS fR75 /2 FiRhs) S
FTP fR7% = FIP AR/ BRI Z B D Fle =

Table 10.4: SREVEFAIS R T ARIBNEREIRFTIR
10.2 R AIRIE

BAMAMERENT HEE, NEHRABN#ERERARNERIRE, BOMNRERERNIINAREESIE
EEEN—#5., TREE—XIFNEMNS HREE.

TN
FRETNRNZEERLBELERNENRR, BRHNEMILERANGBNHZNZTTERZEENS,

£ 3 fErERRE BRI EHFRERE,

1. sEZENFIRIETE,
- (FECEUMNERMER: &~/ THEHMH
- (RERNBRENERIMNEMMESR 2" /var/” THEX (BRT”/var/cache/”,”/var/run/”#1”/var/tmp/”)
« RIFECEER: £7/etc/” THEN
o AHhEREE: 7£/usr/local/” B{”/opt/” FTHIEH
 RipRREN: HRESR (DEHE,..) NEXFHETER
- BEEMER: BABRMMRERIERTELHRE
2. FIEEREROFIRIE,
- REMNERETE: REHZNREBEENRRNE
- BE®RD: GEEINES
- TLERMEID : BRIRK
- BINNRE: EEBERSHEN
3. FHES KRR BEFNRL AN,
- FHMEEREXIVIEX
- BREENEIR: A, 1EiE, g, -
- BHEXNARNRETEEN

ES=
MRAEMREAE B M EME, BEIREWHD /proc, /sys, /tmp, M /run B THBIERZML (2RF 1.2.12
HHE 1.2.13 ), EfIiREXEEANEN,



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
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ERTLHNEREHTE, :é*Jé"‘E'}C Z‘T\HE’JM‘% YEiE FRITFREABI RS L, Xa?xxffﬁﬁ,%%%’fiﬂ’]
1B, EENEHRITFHEERES — RGN LFIU CD/DVD-R KE5IEBESELN, (2RE 9.7 T/ERETE shel %
DB\ RFEN ., GNOME %Elﬁ/ﬂatﬂTu;%f ESERNYIEIEIEEE : “fIE - CD/DVD fEiR REBIRBANIERE, )

Hﬂﬁ{"”“*-lﬂ’]ﬁﬂ , fREJEEREEIE I —LEARENAITERFIIMN MTA (2R% 6.24 %),

R

REZBIHMN MO IERMIRIES B 8B E IS RO 0"/etc/ssh/ssh_host_dsa_key”,
"/etc/ssh/ssh_host_rsa_key”, "~/.gnupg/*", "~/.ssh/*", /etc/passwd”’, "/etc/shadow”,
"/etc/fetchmailrc”, ’popularity contest.conf”, "/etc/ppp/pap-secrets”

f"/etc/exima/passwd.client/”, ELEEHNPNE —LEREIEEBORRBARENFTERBE
E"JO

EE
WMRIRLAERERZFRIFZ NEIT cron job, R EF#EFIESREEI"/var/spool/cron/crontabs” B iRl HE R
cron(8), 285 9.3.14 TRIESBRAN cron(8) # crontab(l) K&,

10.2.1 EREBHEH
AT 2 Debian R4 HESTENEBEHREIESHNIIR,

LG MITE IR 5 BH
SHEHEA =

dump ViL 16 350 ;1}.34 BSD dump(8) #1 restore(8) @i T AR ext2/ext3/extd FERFH

. 7£ GNU/Linux #1 IRIX EF xfsdump(8) ¥l xfsrestore(8) &
xTsdump V0, 19 854 | SmpmIIE XFS IBRRM
backupninja V3, 1:4 367 E@EE’J—H%#FE’J meta- backup Y
bacula-common V:10, I:14 2158
bacula-client 1:3 183
bacula-console V1, I:4 107
bacula-server I:1 183 2 = JT
amanda-common V1,12 10030 Amanda. %E q-aﬁ‘;‘z =P t HE Hih wlaas (B
amanda-client | V:1,1:2 1088 | su = IR E E EMTAS i (=

R 3 = Z” L¥%A EF o) = =}

amanda-server V:0, 10 1075 %ﬁm)anda. EERAEHEN SR IL FR RS iEes (FIARES
backup-manager | V:1,I:1 571 mVENTE
backup21 V0, I:1 114 FIRR eI BISIEN ( ) B M TEH

. BackupPC zEFHﬁAﬁﬁJ\ PC & ( gﬁ*ﬁﬂﬁ Ejmxﬁﬁgﬁj; £
backuppc V:3,1:3 3183 WTE
duplicity V9, 1:19 1834 | (=im) BEBHR
flexbackup V-0, 1:0 243 (=im) BEED
rdiff-backup V:6, [:14 733 (=in) BEER
restic V1, 4 22540 | (Rim) BEED
slbackup V:0, 1.0 151 (=in) IBEEN

Table 10.5: ERBHNIEXNEGIIR

B TEESENERNAE.



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
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« Mondo Rescue & —
B aEEiE,

B Z 4%, ©resHENREHN CD/DVD FREFRERERER K, MAFTELB

BRERNAR

« Bacula, Amanda #1 BackupPC @2INeEMNENEREHN, TERMRBANTERERD.

- EHRMMEREEN, TUEB—(EFENE

% 10.1.1 F5F5E 10.1.2 PEHAMNER T HEMBBETE
AT ERiEaE,

« restic EXREERESIIEE RN (RIR ),

« rdiff-backup BREEBEELNIESH (B

s==

=Him )o

« dump BXEE B ANRSMEENRENREREERAR.

&1

SHEEIR (£ 10.2.2 1),

SWEREMAGRIED. BELIBSWBHINEERI CAERIT

N

£8"/usr/share/doc/dump/” 1 ”Is dump really deprecated?” 3R 7 & dump 2,

10.2.2 {BAANE®R

O sEEs

ﬂﬁ"iﬂ,ﬁ testing EFHYELA Debian RER AR, IF/E

REBAEHNBREN, BHIEERBFHEENRRK

—RE&&. FAICEREZRNBERRIEZREIENRBNERRER.

Eﬁilﬂ',ﬁlﬂv, B

R EA—ERER shell 15
FEIRE, rsync, cp.

EIERNRICMEBEAERNAREERRBNER, I EBEREAEHNNSER, RIFEEEEEN.
15 bss REMFELARBIEND. iEEE

LB —{E /R shell, EFARETR: btrfs

R’

{RBE2 Fl"debconf-set-selections debconf-selections” &< k1€ debconf BEE&E E %}, °] LA dpkg

--set-selection <dpkg-selections.list” &<

L VR1E dpkg EREE L

10.3 BENLZ2EMR
BN EWSREEHINE, MERENERTANGS,
BB AT N anbA
gnupg V:498,1:942 | 864 gpa(1) GNU [Z ’%H“:r:t OpenPGP i i E ==
gpgv V:890, 1:999 | 882 gpgv(l) B
paperkey V1, 1:13 58 paperkey(1) & OpenPGP %A%“‘%EE EEI&EEE =8
cryptsetup(d)
cryptsetup Vi41, 1.77 407 m-crypt B MNZH 2 LUKS TR
coreutils V:901,1:999 | 17478 | md5sum(1) %
coreutils V:901,1:999 | 17478 | shalsum(1) EREs SHAL S ERE
openssl V:814,1:994 | 1465 | openssl(lss])fEM”openss1 dgst” (OpenSSL) STBEENRE
Table 10.6: ER L2 AR T RIIR
281% 9.8 1709 dm-crypt # ecryptfs, EfER Linux #ZOMEAEIR 7T HEIE R IIZELEE,



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
http://dump.sourceforge.net/isdumpdeprecated.html
https://github.com/osamuaoki/bss
http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
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WY BTz

gpg --gen-key R —EIFRNEEE

gpg --gen-revoke my_user_ID AL my_user_ID B— 1 RiHiE=
gpg --edit-key user_ID BENARIEEE, WA help” REGFEHEN
gpg -0 file --export ST EF T [kl EES

gpg --import file REXEAER

gpg --send-keys user_ID &3X user_ID IR BRI N i8RARES
gpg --recv-keys user_ID R IBEARES T user_ID U ER
gpg --list-keys user_ID HIH user_ID FIFTE £ 8

gpg --list-sigs user_1ID ZH user_ID HEF

gpg --check-sigs user_ID BE user ID £HEEF

gpg --fingerprint user_ID TBE user_ID HIFEAX

gpg --refresh-keys EMAM TS

Table 10.7: GNU [BFAGI T £ BT R G SHITIR

10.3.1 GnuPG £&&18

WMTR GNU BB T EANZREESG D,
EEBIE.

2N FEEA

- BEMEEEIER/ZEE
BEEETEER
REEHNENARE
RAEEEERE
=IERENEE
TEEE

RAEE

C|—h35|Q|l0

Table 10.8: (FEBES&EYIR

W Fd$ £EFKEY’10D8D791” N E8EIERAV N #8fFARES " hkp: //keys.gnupg.net”,
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

FE:R RPN $8{a AR B8 77~/ . gnupg/gpg.conf” ( BMINIETE”~/ .gnupg/options”) HEEAREE, ERXRES
TUTERH,

keyserver hkp://keys.gnupg.net

e RL{E R 2R B BV R iR R,
$ gpg --list-sigs --with-colons | grep ‘Asig.*\[User ID not found\]’ |\
cut -d ’:" -f 5| sort | unig | xargs gpg --recv-keys

E—({EF:R7E OpenPGP 1 E&{FAARES (FRIBVARZA 0.9.6), EAGHETES 2 [BLA LAY FH., #8Y gnupg (>1.2.1-2) EXE2E
BESAERIBIELEPERAY 788, 28 gpg(1) FBY”--repair-pks-subkey-bug” 3&EI&.

10.3.2 FERL{ER GnuPG

EEE-LEER LER GNU BB <S8+,



https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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e R EH

gpg -a -s file ASCII S ERFERIEE file.asc
gpg --armor --sign file El=

gpg --clearsign file ERAXEFEN

gpg --clearsign file|mail
foo@example.org

EX— B EFE foo@example.org

gpg --clearsign
--not-dash-escaped patchfile

AR TH

Hik
*ﬁ}

gpg --verify file ﬁ"é-‘ﬂﬁfl’l‘@
gpg -o file.sig -b file ER—MORIET
gpg -o file.sig --detach-sig =

file £

gpg --verify file.sig file {EH file.sig Barataae

gpg -o crypt_file.gpg -r name
-e file

NIWINE, REREEENRTF, £ EMSIAY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Ehs

gpg -o crypt_file.asc -a -r
name -e file

PEBINE, AERPIEERF, 4 ASCII #8E/ crypt_file.asc

gpg -o crypt_file.gpg -c file

Hate e 21 /eIl 21 crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

gpg -o crypt_file.asc -a -c
file

HRBINZE, RIERD ASCII FHER crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

gpg -o file --decrypt
crypt_file.gpg

Table 10.9: fEE5 LAY GNU BB LG LIIR



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.3 7£ Mutt F{FFH GnuPG

EINTEARER~/ . .muttrc”, EEBMKENS, B%—{EEH GnuPG, ERIEEHK’S” RAFFEMER.

macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 £ vim F{EH GnuPG

gnupg MEMRT BB (REIRIER A7 . gpg”, ”. asc”, F1”. ppg” HUFE R I SERYELTT GnuPG.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 RE&FN

md5sum(l) Bt TRIFWMEERN—ETE, EfEA fc1321 A NRIEREER.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffO0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

E =)
MD5 #E&FNHY CPU Ft&s8E R L GNU Privacy Guard (GnuPG) NZEHBE LK. MEBIER T, RBIERMNEE
ERAFBENZZRREREHTEM.

104 [RIBEEHITE

EREHZRAEBSHIA, MTHERBESNTE,

10.4.1 RERIBIERELZER

THEMRE, BEHMERBENARRE, HREBERNME, BB diff i§XR7file.patche” 3”file.patchl”.

$ diff -u file.old file.new > file.patch@
$ diff -u old/file new/file > file.patchl

10.4.2 [RIRTSIERBIEEM
diff #E38 CBEMWULE pacch WTHER), ARERZ—ERAXEH, BEBTEWAR, BWIINS, ERASEEHE

= bffﬁ'.?%so

$ patch -po file < file.patcho
$ patch -pl1 file < file.patchi



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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FRES) RITE XN | B2 BLE

patch V:123,1:721 | 248 patch(l) HIEERITET

vim V:102,T:404 | 3286 | vimdiff(1) | 7£ vim Pk HEEEE Mo B e

imediff V:0, I:0 170 imediff(l) | EFEEIXNME/ =REH LE

me Ld V:14, 1:38 3065 | meld(1) EERFNBEER (GTK)

wiggle V:0, 1.0 174 wiggle(l) | EER#HIEZRRWET

diffutils V:883,1:993 | 1598 | diff(1) EITHERMERER

diffutils V:883,1:993 | 1598 | diff3(1) EITIERET =EfE3R

quilt V:3,1:32 788 quilt(l) BERVWET

wdiff V:8, 1:69 644 wdiff(1) EXFEER, BREAIARE

diffstat V:14,1:146 | 81 diffstat(l) & diff £ —EREFFIRE

patchutils V:16, 1:143 232 combinedififEMEIEE W T 23 —Eia = ]

patchutils Vi16,1:143 | 232 dehtmldiffi(#fE—E HTML Emi=BE —1& diff

patchutils Vii6, 1143 | 232 filterdiffi({f—1@ diff BB i BNok & HERR diff 18 3<

patchutils V16, 1:143 | 232 fixcvsdiffidE{EM CVS patch(l) SEiR ez A4 diff T8 3

patchutils V:16,1:143 | 232 flipdiff(1) REMmEW T BIER

patchutils Vi16, 1143 | 232 grepdiff(l) B RMERERERLEEARRAINBE T B
. . . FERE MBS — T8, diff fEae (=hi e —EfEas i

patchutils V:16, 1:143 232 1nterd1ff(1)ﬁﬁﬂ§ﬂ;Ia diff i) BHNER

patchutils V16, 1:143 | 232 Isdiff(l) | BERWEREREME ] BX

patchutils V:16,1:143 | 232 recountdifif@fst EERANT diff ‘BERNBENR

patchutils V:16, 1:143 | 232 rediff(l) | BEF IR diff xR EN RS

patchutils Vi16, 1143 | 232 splitdiff()FREEIEEWE T

patchutils V:16,1:143 | 232 unwrapdiffi(ERRIE &R D EIRIH T

dirdiff V0, I:2 166 dirdiff(1) | BB ZEN AR EERE

docdiff V:0, I:0 555 docdiff(l) | FFAEFHILEERMIEFESR

makepatch V-0, 1.0 102 makepatch()EMIEREG 4 ] faa

makepatch V:0, 1.0 102 applypatcH(EHEAEG# ] faae

Table 10.10: [RIRISSH T EYFE



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
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10.4.3 HEXBE
ME—(EELEE, FREMERE, RSB TEMNA, A inediff(l) BITMA EEIBIE,

$ imediff -o file.merged file.old file.new

MR—ERES, FE=ERAE, FRICAER FTEMAR, EA inediff(l) MITEEIRN=5B1E,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 RRAIZHIZR4

The version control systems (VCS) is sometimes known as the revision control system (RCS), or the software configuration
management (SCM).

Git BBELXRBIENTER, A5 Git BEARIIEAMINRIFRIBIBEIE £, MEASEE.
%18 Debian Salsa fRFE, Debian e R ERY Git BRFE, 7E https:/wiki.debian.org/Salsa BEFXE ERYERBAS {4,

Here is a summary of the notable VCS on the Debian system.

LG HMITE XN [ IR vCs Bj |
: . . Fi C BfYTRE DVCS (## Linux &%/
t V:312,1:494 | 36515 | Git n =

g : AL | mmmEsE)
gitk V:5, T:41 1749 | Git DRI VCS (Git) REERNEFE T ERE

_ ] . mercurial FEZH Python BFER
mercurial V:6, [:44 1053 | Mercurial DE —2E C ;.;E"J y
darcs V0, I.7 23159 | Darcs PR EEERBMTRIDVCS (8)

. DVCS influenced by t la written in
. . VAN
bzr V:1, 1:15 28 Bazaar TELT Python (historic)
tla V0, .2 1011 | GNU arch TEIN DVCS mainly by Tom Lord (historic)
subversion V:18,1:104 | 4873 | Subversion | =il CVS done rlght s newer standard
remote VCS (historic)
cvs Vi4,1:38 4620 | CVS e previous standard remote VCS (historic)
N VCS (CVS,Subversion,RCS) FETFER:
tk :0, I:1 14 N B ’
Ccvs V:0, 98 CVS, 1RV MBI EEER

rcs V:3,1:19 562 RCS P, 2 1] ”Unix SCCS done right” (historic)
cssc V0, 1.2 2044 CSSC it clone of the Unix SCCS (historic)

Table 10.11: W &IZHI R FTRIIE

10.5.1 & Git EF i

fREJBATE"~/ . gitconfig” REREXE Git B TRFEEAWEREE, (LURMFNBFNEFE L,

$ git config --global user.name "Name Surname”
$ git config --global user.email yourname@example.com

NRIREB(EMA CVS 5 Subversion &5, RIFFAEREUN THREFSHB,

$ git config --global alias.ci “commit -a”
$ git config --global alias.co checkout

fREESEIBIN T AN E (R ISHERE,
$ git config --global --list



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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10.5.2 Git%%$
EEREEM Git moOHE,
Git @2 Ih&e
git init B (K) e
git clone 52 PR U fo 17 122 21 A~ 318 T 1 B 3% 18]
git pull BB S FHiE U 8 7 B2 2K 5 L 1F B $kie]
git add . }IEI1’F§§§ET\¢E§ TERIBE] VCS
git rm & VCS PR T fFH SRR PRIfER
git commit -a hs&ﬁi BRI E
git push Lﬁzliiﬂlfﬁﬁ]ijﬁ"E?ﬁn_lﬁﬁkﬁ%]i
git status & VCS q:'*#EZI'\I'T'FEiiW
git diff l:t ReZEMEFEMLIEFE® L2
git repack -a -d; git prune Eﬁﬂ@iﬁé]ﬁ:ﬂ-@%ﬁﬁﬂ’]@
gitk
Table 10.12: Zith VCS &< LLES
ERESD) TE KR Bl
git-doc .14 12063 | N/A Git B/ XIE
gitmagic I:1 721 N/A Git Bfr, SRR Git FH
git V:312,1:494 | 36515 | git(7) Git RiE, FIER. HHIRIREER RS
gitk V:5, T:41 1749 | gitk(D) BELINEERN Git B EE S E s
git-gui Vi1, 123 2343 | git-gui(l) | Git B2 E (ERLINEE
git-email V:0, I:11 993 git-send- emﬁ@nﬁﬁﬂﬁ?ﬂfﬁ% I[SEERD
git-buildpackage v, 1. 4187 | git-buildpaBkayeaFHEHE Debian &
dgit V0, I:1 496 dgit() Debian TS &Y git G ENElE
imediff V:0, I.0 170 git-ime(1) | An interactive git commit split helper tool
stgit V:0, 1.0 603 stg(®) FTEERY git (Python)
Table 10.13: git HHEBMGH LT
VI
KL TiBIB git-xyz” BIEWNI git FHSMAN, # 2006 FREAREATHEUE.
R

With git(1), you can work on a local topic branch with many commits with"git rebase -i master”toreorder/-
drop/squish commits and with occasional "git ime” to split the squashed commit into multiple commits. Then you
can push commits with clean change history to the remote repository. See git-rebase(1) and git-ime(l).

TN

When you want to go back to the clean working directory without loosing the current state of the working directory,
you can use "git stash”. See git-stash(l).



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://packages.qa.debian.org/d/dgit.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
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=7
If there is a executable file git-foo in the path specified by $PATH, entering "git foo” without hyphen to the
command line invokes this git-foo. This is a feature of the git command.

=N

GUI tools such as gitk(1) really help you with tracking revision history of files and operating on the repository
such as changing between checked out branches and cherry-picking patches. The web interface provided by
many public archives for browsing their repositories is also quite useful, too.

10.5.3 GCRECEESER Git

fREJCAER Git TRRFTR#iRIALRIEFWEERE, SRR —(EFF, RIRBCEK /etc/apt/” BE,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

B BB P

RRECE, HRLLXIER,
HECEXFEITIEN,

$ cd /etc/apt/
$ sudo git commit -a

RRECE, HPRR, #EMMIE

$ cd /etc/apt/
$ sudo gitk --all

RELINEERSE,

3
sudo(s) REBANEEMES S, FRXHEMNER, HNEEAFPNRERR, FESEH sudo,

JED =
FELEFIFEM chmod 700 .git" &<, BRARFREXIESIRTHEARCIZENEDSR,

VN
EFNTEBWEIRERL LR, F2H etckeeper B: 5 9.29 73,

10.5.4 Git&=
ET@E.

» man Ffff: git(1) (/usr/share/doc/git-doc/git.html)
« Git HFFM (/usr/share/doc/git-doc/user-manual.html)



https://zh.wikipedia.org/wiki/Git_(software)
http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
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git M4AZIFE (/usr/share/doc/git-doc/gittutorial.html)

git MAAZIFE: 5B _3B (/usr/share/doc/git-doc/gittutorial-2.html)

GIT —X 20 B &H&< (/usr/share/doc/git-doc/giteveryday.html)

Git &7 (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) ¥l gitk(1) @< fE Git ERIEEBSER.

Zizﬁﬁﬂ TIEMIEEFAH, BE—LTHE, WM gitk(l) A MRERE, EEMEEETE git @2,



http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/giteveryday.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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Chapter 11

TEZMA Debian Z#% LI AKX EL T AREMRROE
EEEnTE, RESFAN, BXENSEEREIER.

111 XFENERTE

WTRXFENBIRTE,

0nEe MITE XA | EAsER % BH
. e fEH iconv(l) MARIESIRIE (locale) ZERIX
. . i E= - o
libc6 V946, 1:999 12772 F1F 5= %ﬁﬁﬁ%ismﬁ (EE%E,‘J)
. FRE+1B | NERESIRIE (locale) g 2
recode I R (BINEEN), BSRIBHSH )
NE SR= IS [=1]1s N g my E\Tj’léu
konwert V:1, I:52 134 FAE (;r%7fﬁ:':=ll3’lj=l)EET—E (locale) VXA =
=) TEH
nkf V-0, I:11 358 a3 HiEF T flae
tcs V-0, 1.0 518 FHE FREHE
unaccent V:0, 1.0 29 e REEEF, EFHNeMEENIEEEFET
a1 T = 7£ DOS #1 Unix ZBRIXFIENE: fromdos(1)
tofrodos V:1, I:23 55 #arT #1 todos(1)
] L TE Macintosh ] Unix Z BRI Fg = B #a:
. . R
macutils V:0, I:0 298 BT frommac(1) ¥l tomac(l)

Table 11.1: XFEHEHLTRIIR

11.1.1 Hiconv S REIRSIFIER

N
iconv(1) & libc6 BRI —ERS M B E R BATESR Unix MR L BT TTHIARES,

fREESHIBIBIN FAYE S A iconv(1) REBH X FIERAVARES.

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXN/NEAERN, BSERKRZEE “-7 f “_", "IUERA “iconv -17 HIBEXREIIME,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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wmisE =53

ASCII ERHENRIRIEETEN, 7 AIfE0h BT5E

UTF-8 BRBRREERGHNZESI2E

1SO-8859-1 ENABRESIRE, ASCI+ E%f&%ﬁ

1SO-8859-2 ENREGESIZ®E, ASCII+ ER 1998

1SO-8859-15 ENE BT RI AR S 122 (1S0O-8859-1)

J— code page 850, FAIRPEERFE = HIMEX DOS B BEFIF T,
1SO-8859-1 Hy&E2

CP932 code page 932, H&& Microsoft Windows B9 Shift-JIS E38

CP936 code page 936, ﬁﬁﬁA?ﬁ?ﬁEPSZE@W’F%%W GB2312,
GBK (& GB18030 Hy£Lge

CP949 code page 949, FAMREEREMIMIRIEFERAREIZE) EUC-KR (&
Unified Hangul Code H%£52

CP950 code page 950, FHMREFEPXHY

CP1251 code page 1251, FIREER N o

CP1252 code page 1252, Fﬁﬁ"ﬁ@:ﬁ:ﬂﬁ%fﬁ%?kﬁﬂ*&m
1SO-8859-15 HyLsee

KOI8-R FARAEREFEIEHE UNIX 128

1SO-2022-JP HXE R E RS, RfEM7 14{_77_1:%

eucJP ZHH UNIX f£%/9 8 fiifizscZH, #0 Shift-JIS T®EAR[E

Shift-JIS H3X JIS X 0208 Fii% 1 2% (2R CP932)

Table 11.2: 4RS{EFIAIERVTITR
E=

—LGERTIEENER, TREFARSEENE (E 81 ),

& ASCII #0 1SO-8859 S BRAREMTHMNFERNE, FREHNFENTELFIENER—HERS,

HRSFIOMFRE, LR, ARBXAY IS X 0213, SKARZEARZFIBEEESHI Universal Character Set (UCS, Unicode,
1SO-10646-1) , B Z1&MRIE 5 AR F ML EFIRMITAE K,

« BXHJ EUC F1 ISO/IEC 2022 (2 #5824 JIS X 0202)
 Unicode B9 UTF-8, UTF-16/UCS-2 # UTF-32/UCS-4 #rh%

R LEE, ENENF RS ZEEZEENER,
HEWHEMERME, code page BRIEAFTARIBRIIEZ=ARER,

IR

AR, RERDMRIBRAILE ASCI B 7 FTRIEKARNS, BB -, MRIFMEEFE Y shift-JIS xS
B, $§1’C%E’JEIS( CRESERAF URL &H, B UTF-8 $§‘b REEEACPI32” (FRMRISR RN E shift-JIs”
RISEIHAEEMAER : 0x5C - "\" M OX7E - "~". BHI, BLAFRENLAERNFIT,

BR
recode(1) the] BE#RER I B NMEE R iconv(l), fromdos(l), todos(1l), frommac(l) #1 tomac(l) INEEAYES
5. BEEBESERM, 552 R"info recode’,

11.1.2 Hiconv I2BEERXREARE UTF-8 4Ri5

freesm @B F e < A iconv(l) RIBE—EXFIERZETZR UTF-8 4RESHY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

N
FE LErBFHER"- -verbose” 51 BURLEISE —1E non-UTF-8 T,

11.1.3 £ iconv EiiES

ERR—ERARE, EE—B#FR T, BEENFRRRRAR TEINERRS, BRAIRNK UTF-8.

#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)"
done

"$ENCON” EHTEETHEZIFRRR T, EREANRRRE, RxR 11.2.

HIREMERNER, FEREENRIBER mount(8) FIEIE (2RE 8.1.3 1) REHEEBERERWERRR
(EEINER, HERE EE9—EERE), (M cp -a” mLREBEMEENETEIS I —EFER UTF-8 HBIERRK L.

11.1.4 BT

XFERWBN, [BRITE (RITH) M5, BFEB/UN.

= 4= Fehe =l jyrayre [y
TE TR | =T | TS | 16386
Debian (unix) LF N 10 0A
MSDOS #1 Windows | CR-LF AMA] 1310 0D 0A
$ESRAY Macintosh CR AM 13 0D

Table 11.3: NEFEEMIRITAHRIIIR

BITTFERIER, fromdos(1), todos(l), frommac(1), ¥1 tomac(l), RHEEHE. recode(l) L2 EAHM,

=S}
£ Debian &4t LAY —LE R, W python-moinmoin #XEEEIRY wiki EEE R, A MSDOS H1xH) CR-LF fE&
BT 4mES. FIbA, EEARAEER—EBARAL,

EE
RERS 4mEE2S (EL4N: vim, emacs, gedit, ---) BESHIERRARRIE MSDOS TUEREVIRITIFIESE,

RBR
#HGRES MSDOS F Unix SEEHUIESE, #4—2 MSDOS #1718, {E"sed -e '/\r$/1s/$/\r/"" RE
todos(1) LLEWF, (BIaN, 7E{ER diff3(1) BiEm{E MSDOS R iEIiER%E.) ERE% todos AR BERITIEMN
CR.
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IHgE bsdmainutils coreutils
EHRTEAEGMTIE “col -x” expand
NMEERBAEGRERT “col -h” unexpand

Table 11.4: bsdmainutils 1 coreutils BHAREH TAB WG STIE

11.1.5 TAB iEif

EEE it TAB RN EET E,
indent BIFFRY indent(1) AR BELAEMIZNIL C R PHIZTHE,

40 vim F0 emacs ExAI4REEEREE ] LAt FARIBZR B4 TAB, FAZE vim 3RER, {REESIRIEFE A" set expandtab”
7 :%retab” SRS RIBAEM TAB, {REA]LARIEFHWA :%set noexpandtab” #1”:%retab” a5 < RIER,

11.1.6 FHEEHNERINEENMRIES
& vim ERMIRNE BRI IEE 20 SRR B s 20 B IR (T ARES R AR A R R FIIE RIS . (RERRTESZIR UTF-8
ARESRVIZHIE LILTE UTF-8 IRIE T (£ RIS L ARIE 3 RIERRITFIIERIL,

A latinl ( is0-8859-1) 4mASGFATFHIEFEERZESHY Unix XFHER, “u-file.txt”, REEBW TF/RIIA vim ESH
UREE,

$ vim u-file.txt
B EEMES vim BER MRS B g RIS S REESRE UTE-8 fri%, MRXELHK T, BIREER latinl #wiS,
A latin2 ( iso-8859-2 ) AmAS{RETFHIE RRERENY Unix XFEHER, “pu-file.txt”, BE@EBINFETRAIA vim 4REE,

$ vim ’+e ++enc=latin2 pu-file.txt’

BA eucIP #miSfATFHVE HEER Unix XFIER, "ju-file.txt”, BEBIBINTAT/REIA vim 4RéE,

$ vim '+e ++enc=eucJP ju-file.txt’

CAFTEBRY shift-JIS 4RAS (ERELIAVER AR : CPI32) 7FAVE HEE MS-Windows X FIEE, “jw-file.txt”, BEEIBYU
TEIREVA vim 4mEE,

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt’

E—EEEA vim BIRABHESE B> ++enc” FI7++F 7 IBIE, 7 Vim L8N :w S EUERAHFERTLIAES
BERER, (RU0ILAE Vim S ERFERRERN, H90, ”:w ++enc=utf8 new.txt”,

EER vim 48 EEEIR mbyte.txt, ” SATANFESIE” IR 11.23RK &5 ++enc” FERMAREMNE,

emacs KIXRIFED BESA B IR EHRAITNEE,

11.1.7 REMNF

WMTEAREA web EEMIEEELMXFIER, S Web RIEERRE AR web EEFERFEM grep(l) HIERE
Unix XFT A, UWTHESRIEEEHRN,

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, RAIAMERI AR TREEEMBINRINEXFEN.

11.1.8 SRR CAXFEN

fRE] AE@ I F AR RERIEB A FER,
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LGS mITE KA | A IngE
w3m V:25,1:252 | 2367 | html - text ?; w3m -dump” 8518 HTML 8{t A FRIHIR
html2text V:2,1:29 274 html - text =PEHY HTML EIX FiE I8 TREs (1S08859-1)

2] _ 3y AN s
lynx Vi11,1:97 | 1948 | html- text fﬁgéy”x dump” & 218 HTML B{t2 X HI%5

. . F”elinks -dump” &< HTML BIEAXFH
elinks V:5, [:27 1767 | html - text sy
links V:5, 1:38 2250 | html - text ;E%élnks dump” 518 HTML 8L A3
B

5T 4 _ 3y AN = F
links2 Vi1, 1:14 5418 | html - text g}f},inksz dump” &5 3E HTML Bt A3 78
catdoc Vi22,1:125 | 675 MSWord - text, B8X MSWord 1& 22 2] 48 X 75X, TeX i@ 3
antiword V:1,1:10 589 MSWord  text, B {¥, MSWord & 3= 2145 S F 5%, ps 13 3
pstotext V:0, 1:2 126 ps/pdf — text | & PostScript #11 PDF §& 3= 2 & 1 XX
unhtml V:0, 1:0 43 html — text R—E HTML EE=EmmMRiZCIEE
odt2txt V1, 1.7 60 odt — text "*Fﬁ&zﬁdﬁ%‘tﬁﬂ:‘z? RXBELES

Table 11.5: AR XFEMMTAIIE

RG] mITE NN Bk Bl
H”:source

vim-runtime V:18, 1:439 2134 | B $VIMRUNTIME/syntax/html.vim” Vim E£&p
SEUFEIRER HTML

cxref V:0, I:0 1193 | c— html & C 723020 latex #1 HTML AUEEHEE (C 2

src2tex V:0, 1.0 622 = IR ZRIAER] TeX (CRES
: = e sa/~g) HTML, XHTML,

source-highlight

V:0, I.7 1992 | BR LaTeX, Texinfo, ANSI BB ¥ 5 %1F] DocBook &
% ()

Cah1i T T =RERAJ HIML,

highlight Vi1, 110 1083 | ™5 XHTML, RTF, LaTeX, TeX or XSL-FO {2, (C++)
text » BER N .

grc V:0, [:3 208 i BARMERIXFHIEREESRM S (Python)
python-docutils | v.g 1119 | 1771 | text—any | BT TEEE] XML (Python)
pandoc V:8, 1:48 151714] text— any BEFAEECE L 88 (Haskell)
markdown V:0, 1:8 57 text — html markdown X FEXHFZ] (X)HTML (Perl)
txt2html V:0, I:3 259 text  html XFF HTML #3288 (Perl)
asciidoc [.12 81 text — any AsciiDoc XFXHF] XML/HTML (Python)

Table 11.6: SRANXFEMRMTRYIFR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon-graph.php?packages=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon-graph.php?packages=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon-graph.php?packages=asciidoc
http://packages.qa.debian.org/a/asciidoc.html

Debian 2= F 192 /220

11.2 XML &%}

IBZEM1Z505E S Extensible Markup Language (XML) @ —fBIZ:0:ES, ARSBEEBHLENNXG.
£ XML.COM RN 43E .

« 7 HER XML?”

« 7 fTEER XSLT?”

7 ffEER XSL-FO?”

« ” ftE&Z XLink?”

11.2.1 XML HERIER

XML X FERRELSR HTML. EReERMAERE —EXANS @SR, —EHERN XML 242 docbook-xs1 ¥
§28l, HmIEEER.

B—{@ XML X EHA THEE XML E5/1A.
?xml version="1.0" encoding="UTF-8"7?
XML STENEREERZ TEN G INRRC.

name attribute="value”content/name

ABRZM XML TEH, ERTEESIVRLC.

name attribute="value”/

F@EyFHay attribute="value”” 28&HY,
XML #HEESS, R TENSIEC.

I'-- comment --

ANERIBIMRE, XML ELERERTEERERENARTREN TIFIT,

FEEEERE HYHF T
&quot; " 558
&apos; " TR
&lt; <:/N\iRSE
&gt; > KKK
&amp; &: &3F

Table 11.7: XML TEEZE 125K

VAV
“<" g “&” RESTEBME (attributes ) SXTTE (elements ) FR{EH,

JES =
& SCGML XM EAEEEEME, tbkil'ésome-tag:”, WEANER, F—EEEZEEEHEN, B
TE"IENTITY some-tag ”"entity value”” #8F&R.

i
[l
R



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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ES=
REXML EER—BERE—SHERES (—LEMMEANBHEMIE ), (£ Extensible Stylesheet Language
Transformations (XSLT) R#E#aZ| S h—{E XML, 2 —EMREERETS,

11.2.2 XML REIE

B2 TR UAREIE XML 1838, tEisi: JEREMRIVREES Extensible Stylesheet Language (XSL).

—B{{REI T — BRI XML 8%, BEAR LRE, R LAER A EGRINRE S E# Extensible Stylesheet
Language Transformations (XSLT), #GEERERIE,

BIVEERI R IE R EA R IUEREES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 FIR{EAEZ L
RIRRIRF5 3. fop EREEELLL Debian main {EREZEH, EAEHFE Java ZNFES. LaTeX IEXIBEE RN XML £

XSLT 4R%, LaTeX ZR&EEFREIL DVI, PostScript #1 PDF S48 0] 5l ENRIIE SR,

ERESS) TE XN | EAEE Bz}
docbook-xm1 V:14,1:264 | 2133 | xml DocBook 89 XML XHFEFIEZ (DTD )

o {EF XSLT 4% DocBook XML BRIERY & 128 s 0
docbook-xs1l V:12,1:154 14870 | xml/xslt B XSL =

< | Y :: nd :% ’
xsltproc V:14,1:100 | 160 xslt %Sk; AR S BUBRIERS (XML —~ XML, HTML, §§30F
xmlto Vi1, 1:22 130 xml/xslt &M XSLT 18 XML BRI BRI ERes
fop V:1,1:20 291 xml/xsl-fo #81% Docbook XML f&%F] PDF
& = 2T A i
dblatex V2, 115 4643 | xmlxslt SR XSLT #% Docbook fE5#5i54% DV, PostScript,
PDF X

dbtoepub V:0, 1:0 37 xml/xslt DocBook XML Z1.epub EiR

Table 11.8: XML T B7%I%&

B XML 2 1Z# 5@ AHIZ5C5E S Standard Generalized Markup Language (SGML)R)—{BF 5, IR EIE SGML 1iE7
B = 0 R &E58 S Document Style Semantics and Specification Language

ENTR, thaesRE XML, tbines Xkl

(DSSSL).
]Ri4e ATE Xy | BABERE an BH
openjade V:2,1:36 1019 | dsssl ISO/IEC 10179:1996 ¥2%E DSSSL RZIEES (BxHY)
o {EF DSSSL B DocBook XML 2| & 788 HE
docbook-dsssl V1, 1:21 2604 xml/dsssl B DSSSL Kzt
DocBook fERHIVTEE, BIfEfER DSSSL FUEH
docbook-utils V:0, I:15 281 xml/dsssl EEMIL (HTML, RTF, PS, man, PDF) f4
docbook2* &%
sgm12x V:0, I:0 90 SGML/dsssl | SGML #1 XML {&F DSSSL fR\RAVEEIREE
Table 11.9: DSSSL T E3I%
B

GNOME 1] yelp {F{Fgesa /5 EHVE BN DocBook XML #

EXR, ERAAEITUNK X BEEEMER,

11.2.3 XML BRHERL

ERTErIFE, (REESEETE

VIREY HTML B¢ XML &4,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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eSO mITE AN | B Bz
. man FHE | . = g =

man2html V-0, I:2 138 ~ html # man FMEZI HTML HIEEH2E (1B CGI)

doclifter V:0, I:0 451 troff - xml troff 2] DocBook XML FYEEIAZE

texi2html V0, .7 1833 | texi— html & Texinfo ] HTML RIEEHAES

info2www V:1,1:3 76 info — html € GNU info E] HTML BVE8IRES (X1, CGI)

N V0. 16 17 MSWord R TRER Word 182 HTML, LaTeX, FIZHIIEZR
o EfTHE IR,

unrtf V-0, I:4 148 rtf — html & RTF 2] HTML ZREIRES

0002dbk V-0, 1:0 917 sxw - xml %%(;penofﬁce.org SXW X {&Z] DocBook XML FJ&E

WordPerfect »| WordPerfect 5.0 ¥ 5.1 f§2£ 21 TeX, LaTeX, troff,

Wp2x Vv:0, 1.0 202 | FEmst | GML & HTML

Table 11.10: XML ERHEENT B7IFER
11.2.4 XML BfligsE
$HYHE XML B9 HTML 12, {REeEIRTE M4 XHTML, XHTML 2 —EMEZE R ER XML |18, XHTML BE$a 4
XML TEEE.
XML EREMEEEMETTIFEIRM URL MM, BEMEIEE,
0Ea mITE KN | Thee sRER

. : . A xm1lint(1) B XML L5 TH GEERE,
libxml2-utils | V:21,1:234 | 181 xml e html e xhigglee o e prm )

tidy V1, 13 84 xml o html o xh#fTML 55, SFEFIEE
weblint-perl V0, I:1 32 wE FhS HTML BY/NISRIGE EiEE 28
Tinklint V:0, 1.0 344 ELERE PRIEFVATIRAEE T H B RS e

Table 11.11: XML E{FIENTEIYIR

—BEERN XML £/, BERIFEHNASTS, (REEER XSLT KZATRNER.

11.3 HERR

Unix EBY troff RN RYIRZH AT&T R E]FEEN, AJUKAMEERR, BERAREILIFHE.

Donald Knuth Z2BAfY Tex 2IEFE@ANHR TR W R ER L1ZE%E, =¥YI2H Leslie Lamport FAZERY LaTex {E15{E
EHeJUEAFHERFI A Tex BY3E KINEE,

ERES) WITE KN | FAER an BB
texlive V33, 1:48 72 (La)TeX FRRHER, FTEEFNZIENE TeX R &R
groff V:3, 1:59 11870 | troff GNU woff X FIRIVE R R

Table 11.12: HElR TERIFIFR

11.3.1 roff HERR

BEHESE L, roff  Unix LEEMNFRIBZRAK.Z R roff(7), groff(7), groff(1), grotty(l), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1”info groff”,

LI grof FERREEILAR  (REIAN " -me” EEIESMAEERR — M N EIEEFM, R ER"/usr/share/doc/groff/”,



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon-graph.php?packages=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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N
"groff -Tascii -me -"EiHiHHE ANSI BRIBIMENTF, NRIFEE manpage HEHHHEFFZH" 7", B
B{ERE T4 GROFF_NO_SGR=1 groff -Tascii -me -,

R’
NRBEBIR groff £MAIXXFERFRY H" F1"_", {£A"col -b -x" RKBEE,

11.3.2 TeX/LaTeX

Tex Live BXEEIR L T 2300 TeX R4, texlive FTTEIRZE TeX Live FHI—ER%, (BEREEHMEN B EET,
EEBHFSOTA TeX #l LaTeX H2EEM,

* The teTeX HOWTO: The Linux-teTeX Local Guide

. tex(1)

« latex(1)

« texdoc(1)

« texdoctk(1)

+ ”The TeXbook”, ¥fE# Donald E. Knuth, (Addison-Wesley)

+ ”LaTeX - A Document Preparation System”, f#& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE& Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERREANARIRIE, 72 SGML BIEREEFAEREFEIETE, lyx MEERMM Lyx f texmacs ERFEE

IRALAY GNU TeXmacs &% LaTeX 124t T IEE RN AP RENFAISAUMRIEIRIE, AMETS AR Emacs  Vim {EREIR
IRTBAREE 23,

BRI 2R LEREFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

« Latex/Lyx B)—{BEIf§EE$55|
o (M LaTeX EITXERIE
« teTeX/LaTeX B {EHEESI

EXHEBE KRS, TeX BT HE, FNEBETE”/etc/texmf/texmf.cnf” &N pool FIK/\ (EREIHIEHE 2 4R
#§2”/etc/texmf/texmf.d/95NonPath” i H 1T update - texmf(8)) RIEIEILFEIRE,

R

"The TeXbook” By TeX [RIGEF] LA http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ &, Itk
BRESTEAZHMENESEES., HERIEXXHFIIE 7 215 10 1T5EE 7 BB \input manmac
\proofmodefalse”, FArTLAR tex(1) REBIBLE 4, FhiaZIEZEEREIEAE (EF Donald E. Knuth B Eth
B) MARERR LA, BRELRAPHRAEHEERZE Tex MARFIGF !



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 E=MIIENFME

REESAMN MERE —EmSEENRE LRI FHRE.

$ man -Tps some_manpage | lpr

11.3.4 #E X FMHE

BERL voff BB FME (manpage ) ZRJEER), ERERE —LHPNENEANELFME,

}Ea RITE K| EESEE 5B

SGML - man | {& DocBook SGML %I roff FIHEEEIESHER
docbook-to-man | V:0,1:12 191

’ FHE 25

text - man e .
help2man V:0, 1:10 491 E=HWE 1818 --help 5| B BEVERMFMEMNTR
info2man Voo 135 | EES | gmin GNU info B POD S FMEHIMIRE

N T, text —» man P — g =t

txt2man V:0, I:1 114 E=WE {B4E¥ERD ASCII X FE (L AFMERKT

Table 11.13: EXFMEMNTRIIFE

11.4 FJERIAYE R}

£ Debian 24, FJFIENRIERIR PostScript #5TVRY, E4HLIE PostScript ENZRH, @A Unix FIENR 4 (CUPS) (£H
Ghostscript {EREH & E X MEIETE,

11.4.1 Ghostscript

R e] ENRIE) & #8940 Ghostscript PostScript H5%88, ERESERLRE

g]AE ATE X/ | ERER

ghostscript V:256, 1:576 | 231 GPL Ghostscript PostScript/PDF B 7= zx
ghostscript-x V:12, 1:63 223 GPL Ghostscript PostScript/PDF H 2 es-X B/~ X 5
Tibpoppler102 V:55, 1:89 4274 | PDF JE#[& (xpdf PDF 2IE M0 X%)
Libpoppler-glib8l y.)yg 1463 | 445 | PDF BB ( EH Glib B =FE)

poppler-data V:102, 1:621 | 13090 | AR PDF JEZ:[EHY CMaps (CJK z1&: Adobe-*)

Table 11.14: Ghostscript PostScript B ;2287!|3R

B
"gs -h” BEZWEE/R Ghostscript HEEEE .



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler102
http://qa.debian.org/popcon-graph.php?packages=libpoppler102
http://packages.qa.debian.org/libp/libpoppler102.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 &E#mM{E PS = PDF {&%

{R8E£8{E A Ghostscript 189 gs(1) 2R & {HMI{E PostScript(PS) X rI BB 41&L ( PDF) &R,

$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=z
B

PDF ZRERENEFENERNEMEN, E4AE LEHE —LRIMIMNIRAEAIVEL T/ PS 1830,

RBR
HEHRASYIRER, psmerge(l) 1 psutils BHRHIEMESERIE PostScript X2 EBE A, pdftk B2HHY
pdftk(1l) fEEIE PDF X{EHIRSEE &2 RITFRN,

11.4.3 RIEFEIRIERNT AR

NTREEATENRIEHNTRYIR,

]R8 mATE XA | FEEEE & AR
s ] _ pdf - ps,text, | PDF L E: pdftops, pdfinfo, pdfimages,
poppler-utils V:245,1:413 | 689 pdftotext, pdffonts

psutils V:6,1:98 219 ps - ps PostScript fa xia1R T B
poster V:0, I:4 58 ps - ps H PostScript ERERELEH
- =34 i o
enscript V-1 1:19 130 | XD, #E ASCIl = Z PostScript, HTML, RTF 3,
html, rtf Pretty-Print

o " {E{FTSZFEN PostScript’ FEEH L H B EHE AN
azps V:0, I:14 3648 text — ps SEITIENTRSt
pdftk I:50 28 pdf — pdf PDF XHE]TH: pdftk
htm12ps V0, I:3 249 html - ps & HTML 27 PostScript FIEE#R S
gnuhtml2latex V0, I:1 27 html - latex | i html 21 latex FYEEIREES

. B LaTeX X ETBEMR Microsoft Word FEEXHY
latex2rtf V:0, I:6 480 latex — rtf RTF &5t i

7% o i g
ps2eps V3, 162 99 DS eps i PostScript F EPS ( Encapsulated PostScript ) B9
EiRs
e2ps V:0, 1.0 109 text - ps ERHXARB X IERISXZ ] PostScript iR
impose+ V:0, 1:0 119 pS—ps PostScript TH
i E=RFENFFZ JEFES (C, C++, Java, Pascal, Perl

: . IRIC A U ) > ] ] ]
trueprint Vv:0, I:0 146 text~ps Pike, Sh, #1 Verilog ) £ PostScript, (CF&5
pdf2svg V0, I:4 30 ps — svg PDF Z[e] AR B EE RNV ERES
pdftoipe V:0, I:0 71 ps - ipe X PDF 2 IPE ‘s XML 18 AIESI 28

Table 11.15: ERIECTENRIE R T EFIR

11.4.4 F CUPS %I/E[]

Unix BAZIENZRAE (CUPS) HHY 1p(1) 1 1pr(1) sn &R M T BE RIIENEHANEIE,
{RETCAE R T 5as < R — (B 2RIUEN 3 th BT BISHIESR.

$ 1lp -n 3 -0 Collate=True filename



https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ lpr -#3 -0 Collate=True filename

{REEZAIEIB” -0 number-up=2”,”-0 page-set=even”,”-o page-set=odd”,”-o scaling=200”,”-0 natural-sc
SEENREEIENRE— Z’E%Eﬂﬁff&ﬁ{’ﬁ, HARX 2 RSy 5 ENFEIR

11.5 EHEHERIER

N OUEMA B R IREREE BLIRIE T FAVEREX,

0nEa MITE IR k! iR EH
sharutils V4, 1:52 1421 B shar(1), unshar(1), uuencode(l), uudecode(l)
mpack V1, I:17 106 MIME UmrEFNfERS MIME &:1l: mpack(1) #1 munpack(1)
o f# & MIME [§f5EU 5] application/ms-tnef”, FZIZTV
tnef V:1,1:10 110 ms-tnef { Fy A (5
: S TN AR i es Al i A5 25 uuencode, xxencode,
uudeview Vv:0, L4 109 BfF BASE64, quoted printable 11 BinHex

Table 11.16: BEIREAFERBRIVEERTIR

N
MREBEZEFime] UL EFR IMAP4 5] iR2E, BRBERNEMERE IR 4 IMAP4) (EIRRES =] LA R SRIBEMA 1L H
ERGRGEEmBLER,

11.5.1 EM4ERIEDS

B (SMTP) EMNEZHIRFIS 7 UEMNFI, TEAFIE RN 8 A1 F & #HMEA Multipurpose Internet Mail Extensions
(MIME) 43F2 4858 £ AR MU EAEN EIENFTRHERER 7 48X, (BRE 11.2),

EERNEHFEFIERE mbox, ERMKIE RFC2822 (H RFC822 E#) RAIMER. 258 mbox(5) (A mutt EREEEIIRHL).

HIEOMNEES, B8 B EE 8 iIFTT, “Content-Transfer-Encoding: quoted-printable” il ISO-8859-1 &F
FEEEHAREG NREN X F 2 ARiES UTE-8, HN&F2E 7iEH, A Content -Transfer-Encoding:
quoted-printable” th2&iEM,

#HHRE, E4EM”Content-Type: text/plain; charset=IS0-2022-JP” L%?&ﬁﬁﬁ"ﬁﬂ#lﬁ}ﬂ‘(%rﬂlo
BERENNMMRMAKSERLEESMIEN TER Shift-JIS REHXEH, WMRHEXFEA UTF-8 47, HIRSBHS 8
fiIEH, £ Base64 BEEN, HEDMNES HREUER.

EE
WRARAYIE Unix EREE 0] AiEE — (B BT IMAP4A BRFEiEEAYIE Debian BEFimahfE, (Re] ABEEITIREY
IMAP4 BRFERAGEMFE FHE .

B
MRIFERHEHHEHEFRT —SIEEPIBENE] mbox X LLELF, & mutt(l) ERSEEMNEFIRIEINAIA
BRI TR IS ERIRIE,

{RETLAER procmail(l) 1 formail(l) IEEREAS 5 BN S — B 4.
B—HEHEEERARE mpack BREEEIM munpack(l) %< (SEEHEEMNTE ) RKIES MIME HRIBENEA.,



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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11.6 EBEFENRTER

T RERERENER, WENEENTRS,

N
7f aptitude(8) (ZE% 2.26 T ) FHIEARARIN ~Gworks-with: :image” REHNEFSMFRITE,

AR gimp(1) EERMBERNEZRZIFEFEBAMN, BF imagemagick(l) EEMNHLH TEERESHEINLEE
FREZREAN.

BIR COWERSERNERE I RIRMFRIEREIN(EXIF), ERBARE JPEGC ERERBN LG - ETEMNRE.
ERESFETFEMBER. IREFERERENER.

The Lempel-Ziv-Welch (LZW) EEERBEZN S LBHA T, EA Lzw BEH I B 281180 (GIF) TRIRE]
BA7E Debian 4t EBHREAT,

B
(E R PTRR ENEC 4R N B M BN RS AR LR IR 1R S2ER R LATE Linux £i8i8 USB 7B R T/E, AATEEEEE
*?%EQEHEEUEEEFH FAT iR &%, 2% 10.1.7 7,

11.7 AEFEENENBHRTAR

EEAH S A AREREIRNTE, 7 aptitude®) (2EF 226 ) BAEAIRRR ~Guse: :converting””
RGN T RO,

fREEIBBIN TR S RPM S0 D PIRENEH,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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ERESS) TE XAV | BA#EE B
Z EE E .
gimp V:58,1:315 | 19706 i’ € GNU B2 RiEfE0
Z EE E .
imagemagick 1:373 220 ;;’ (= B IR
B (Z5fE .. R
graphicsmagick | v:2,I:17 5242 ;g’ = B ERRIBIER (imagemagick JREHRA)
AT B (& FIiR SANE FOER GTK BIgiim@ERZ | GRS
xsane V:14,1:165 | 2346 ) PSR S SR T)
netpbm V:29,1:382 | 5056 ;g’ (* B TENERTE
. . o . S Windows Rtz izea L% PNG 18, &
icoutils V18, LS | 221 png -~ ico(bitMapk b e stam(y, 2 B5RE B (favicon.ico)
scribus Vi1, 1:22 30370 | PSPSVE! T g vibus DTP #8838
Libreoffice-dray . o0 1416 | 14596 ;g’ (= LibreOffice S A E# 182
inkscape V:42,1:188 | 84892 ﬁ’ () SVG ( FIFHER O E B ) 4n¥E 23
dia Vi4, 1:30 3727 ;;’ (= BlR4EE (Gtk)
<Fig vais | 1703 | B B | aEEAET, ERRnERERREsE
. S 22 0] AmiE I R EE T FE R
pstoedit Vi3, 187 988 pgs/pdf 1mage([?bstScr1pt # PDF 182 FI AREERI M EE il
2) 28 (SVG)
Libwmf-bin V:8, 1:191 113 g)“dowy Mg indows TEAEZ (HEBERER) SR TE
fig2sxd V:0, I:0 149 fé?)* A | gy XFig #&3R % OpenOffice.org 8 B8\
unpaper V:2,T:19 460 image — imagel BRIE OCR FEEmMTE
tesseract-ocr V:8,1:.37 1507 | image — text TEHZERIE = OCR 52/ OCR ERHE
= AT H=
tesseract-ocr-en Oy:6, 1:37 4032 | image text %Cé SIEEN: AREXIFHR tesseract-ocr 58 =
gocr Vi1, 11 531 image - text | 2E OCR #R32
ocrad V-0, I:4 303 image - text | 2E OCR ¥XAZ
eog V:63,1:253 | 10189 | 52& (Exif) | Eye of GNOME EZ&RZIEIZ T
gthumb V:5, 121 5483 | &K (Exif) | ®&E#Ea (GNOME )
geeqie V:6, I:19 14643 | B2& (Exif) | B GTK R E S
shotwell V:16,1:217 | 6451 | 2% (Exif) %E%%EE% IHEs ( GNOME )
gtkam V:0, I'5 1154 | & (BExif) | & EEFHIER (GTK)
gphoto2 V:0, I:12 955 =& (Exif) gphot02 i”ﬁ;“?%up SRR BB RSN TE
gwenview V:27,1:94 10651 | 225 (Exif) BF2E2 (KDE)
kamera .93 798 ® R (Exif) | KDE ERVZIBENnSIaERY B FAERES
digikam V2, 1:12 2646 | B2% (Exi) | AR KDE RERBHNSR T RBE SEEA
exiv2 V:2, 1:40 321 ¥%R (Exif) | EXIF/IPTC TENERE L H
exiftran Vi1, .19 70 TR (Exif) | (XNEEEERIEHER jpeg BRIEN
. 1/ . B = Iy N i N
jhead V-1 110 110 2% (Exi) ;%EI.E;E? JPEG 2 (B HEEEFR) /Y Exif FRY
exif V1, 12 339 %R (Exif) | B8R JPEG FEXAFHI EXTF EflIGR LI TR
exiftags V:0, I:4 292 ER (Exif) | REANEIaHER] JPEG 12 aaB) Exif 2BV E R L H
exifprobe V0, [:4 499 R (Exif) | KBBER FENGTEN
9 1 image(FR¥A o
dcraw V:2,1:18 535 ) - ppm FRASIR IR R BNRS AR E
findimagedupes | V0, L:1 79 image — fingerpdREIME{IXBIRAIRL R
ale V:0, I:0 839 image — image]| EHERRIENNFEEDE
imageindex V:0, I:2 145 image(Exif) - htft&fZ P E I 7 Re HTML 1858
outguess V0, I:2 261 jpeg,png B FRY Steganographic T B
Tibrecad V:3,1:18 7893 | DXF CAD E¥4m#82% (KDE)
_— blend, TIFF, . g
blender V:3, 1:37 79166 VRML, -+ FRENER 3D 4riEEs
mm3d V:0, 1:0 3778 gff&?’_ %0 [ gtp4 OpenGL 9 3D 1 AUEERES

open-font-design-teolkit |, | ¢ oo .. | ERERERE T


http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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LGS mITE XA | B AR
alien V:2, 131 163 rpm/tgz — deb | IEIMREVEREEBLEFIRZ Debian FXFEE!
- T | B EFE” EHERRIT) ErE—RY JIS X 4081
freepwing V:0, I:0 421 EB - EPWING $8 (EPWING V1 )P )
calibre V38, 1:35 55048 | any ~ EPUB EERGENEER

Table 11.18: NEIFEFEMEHME R T ATIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html

Debian 2= F 202 /220

Chapter 12

AmTE

E@H4AE — L Debian RMHPHVEN, ENME2BRERRFNAKDITEMNERIAS, TELESETMNEEEFE 2 ¥
FERIST

Z4 manpages # manpages-dev 821, sJE@E!T “man BB EEFMERNSEEE, TELETGNUTL
BEMEBXXIERZE, FJEBET “info IBEFREE" EF2EXE. T GFDL N XIEH DFSG A RE,
FrA{REIREEE7E main EETRE S contrib # non-free ARE T H L L EEF,

FERERAREAERRAIE. 2R% 105 1,

5 A
=25

AERA “test” FRAMITHARXMGNEF, EE shell FREE “test” @<,

NIy
@ {ReJ ARG R IE AR 2B EIMNEF EIEME “/usr/local” 5 “/opt” Bi#fk, EXRFIUERERARERF
B,

R’
“Freh: 99 HRMEE" MVRESRGIFT MR R IR M E RS EES TR,

12.1 Shell {1z

Shell 1A 2B ESH FTEBINA AT MITHIXAEXH,

#1/bin/sh
. command lines

F—1TIEERBRE AL I TIE(E S Y shell fRFEES.

B 1E shell MAMRIFHNERSCIEME UNIX RAR WA TIER, EEE L shell mBIFNIRR. BF “Shell 88
$2” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJBA{R$E:RPEE,

A& shell REARI (2RF 1.5 THE 1.6 7)), shell IASIEEFERLSH. REFMBEERS,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell &4

ABETRIFF S IESBE TLAEBER POSIX shell (2R5R 1.13) RHIT,

. F8:8093EE &) POSIX shell »/bin/sh” 2 —{@1g[E% /usr/bin/dash IfFSEELE, MW S RAENER,
- FEERAEEIT POSIX shell 2 /usr/bin/bash,

545 BB bashisms ( bash {¥ ) 3¢F zshisms ( zsh {¥, ) FBiERY shell 5SS, HEIRIESISESB POSIX shell 2R
Br]BtEM, {ReIUAER checkbashisms(1) $EETBE,

FH9: POSIX ez 5HY: bashism

if [ "$foo” = "$bar” ] ; then .. | if [ ”"$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JGERIFHIFEIN: "\377” TREMFIRR: \xff”

Table 12.1: BA%Y bashism zEi£ 5

{E/M”echo” G SMRHEREIRUTXELE, ERRIBAE shell FIMPmLHIRNE, ENERBEER,
< BRMEMARR “-n” BIMERR SIS,
- BRAFRRERABEFY, ERIRIE shell RE, SHEERNERBER—H,

- =z
EE

RE “-n” BIELAE POSIX iEi%, BEEEBHREZES,

AN
MRMFEBEH L FEFRAERFI, Aprintf” L& echo” &<,

12.1.2 Shell 3|
55K shell 3| BUAZETE shell A B E# A Z,

shell 5|} =

30 shell 2% shell }E S HEFIRTE
$1 5 —1{E shell 51EX

$9 28 9 f& shell 51E%

$# I ESIHE=E

TEET "$1 $2 $3 $4 .7

II$@II II$1II "$2" II$3II "$4II N
$? RiL— X e T HE HIKERS
$$ =& shell $5< 157 PID

$! RIDFAIRFIEEEFE PID

Table 12.2: shell 5| &4%IFR
MR EECENERNSIEER,
DA EISEEIRER” ” BIR EEFE P2,
o« B ERAIEN var BREEERIES
« BB ERAIEE var BREEFERN, PJUASE



https://zh.wikipedia.org/wiki/POSIX
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HE GRS WR var EHERERBEES | R var EEUS B EAREER
${var:-string} ”$var” ’string”

${var:+string} ”string” “null”

${var:=string} “$var” ”string” (EE{T var=string”)
${var:?string} “$var” 7E stderr FEE/R’string” (BEEHE)

Table 12.3: shell 5| E{fREYIZR

HE S SR

${var¥%suffix} FRGIRS var ZZREERY suffix &/NILECIRTV
${var%%suffix} FRGIRS var ZARERY suffix Sx KILECIRTV
${var#prefix} BRRIAS var BHSERY prefix &x/NLECIRTC
${var##prefix} BRRIAS var FHRERY prefix Bz KILECIRTV

Table 12.4: EEM/ shell 5| EEIRTIR

12.1.3 Shell {&{4:ER
FEGSHERE BHIRE, BT RAGEaER,

s FYIfN: 0 ("True”)
+ 5LBY: 3E 0 ("False”)

IR
"0" £ shel IfRFFEIIPHIZRRE True”, AM0" #£ C R FEAHMISZHER False”,

IR
"[7 R test RS REFEN, EFMER]” ZERISIBRER —EFRFRTI.

TR REECIBHNER RHEE.

« ”command && if_success_run_this_command_too || true”
« ”command || if_not_success_run_this_command_too || true”

« MTFAMRRZSTIRSEBAER

if [ conditional_expression ]; then
if_success_run_this_command

else

if _not_success_run_this_command
fi

BEREN || true” BREEMN, ETTUREEE shell IESWERNNMERT “-e” BIEMBITIURAE

BIMEERE,
EMEHWLEBRERGRRXPAR -eq”, ”-ne”, ”-1t”, »-1le”, ”-gt” #”-ge”,

E#AT
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E =Y iR O] ¥5 HFr RV IR 4

-e file file F1E

-d file file 7t HE—EH

-f file file T HE —EZEBRER

-w file file N Hr] &

-x file file 7Y B o] H1T

filel -nt file2 filel Z&EE file2

filel -ot file2 filel ZAEE file2 &

filel -ef file2 file1 0 file2 IR AEREIHYEE 1 HEHEERY inode #m3%
Table 12.5: TEIRMHFRRAPETIERLLER

=R 1R [o] & #g B R FE RO IR 14

-z str str NREAE

-n str str IREABF

strl = str2 str1 F str2 lHF

strl '= str2

strl ¥l str2 ANBZE

strl < str2

str1 FESITE str2 Z Rl (AURISGES iR )

strl > str2

str1 HESUTE str2 218 (BURISEEERIR)

Table 12.6:

12.1.4 shell J@E
EEBLIERT AR POSIX shell FIEE I,

« »for x in fool foo2 ..
« "while condition ; do command ;
« 7until condition ; do command ;
« ”break” BAAFRIEHEHE,

« continue” BJLAFZREHHFEB T —KEE,

; do command ; done”,ZiBEE’fool foo2
done”,

done”,

ERHRRPETFHILR

LI EE X L {T command”,
EEEH{T command”,
EEEH T command”,

E”condition” AEHRSF,

&”condition” AR,

B
CiEs

FREVEEIL X RTBAA seq(l) BIRRAER fool foo2 ...%

BR
2H%E 939 T,

12.1.5 shell &< 70ERIE

ElEd
shell XELA R FIBINEFR 2R BEIE —(ElHE £ 15,

+ shell ZBEX—1T,

« WRZITEEHE"." K .., shell HZITEHEDR
BRI —{E4BET) .

* shell @@ F I FHAGT

DIEITHHEIES —(E1E:E (one token ) (

ammas

i2:5F: one token 2%8 shell i

FREEEE S 2 FRE 1258 ( tokens ),



https://zh.wikipedia.org/wiki/C_(programming_language)
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;& ()

FIT: T8 tab BITH
T |
AN

* shell BERREG BRI "..” 8% " ... " B token FHY REFRAEERIITA.

— {REBZ¥F: if then elif else fi for in while unless do done case esac

« shell REIAMIRS 7" 3L ' ... BB FIB,

« shell BRI ".." 3¢ " ... " HHYIKIRAR,

-~ _, BRERAENRE %
- ’~user” - user IR B%

« shell #JFAGIRL “. .. " HFE) EHEMA/EHIE

- 280: "$PARAMETER” ¢”${PARAMETER}”

- shell REARAIRR /... P HSEIR,
- ”$( command )” - “command” B9
- ” " command * - “command” BY#H

* shell AARGIRL 7.." 8¢ " ... " R glob BRIERHAABLEIESR,

- * L FFET
-? 5 _{@$i
- [..] - EENIRR”.” FFETT
« shell # T FHSEER SILHEIT,
- AREE
- NESS
— “$PATH” FRIOT#ITIESE

« shell BI{EF—17, LIFXBEEIEFHBERRXETRE

E5SRPIES IR BERR,

7E shell (T “set -x" BNfEFA “-x" BIERREN shell F] LA shell BERHFIBEMITR S, EHRERARIEES

(Ed:DR

12.1.6 FA? shell 5L B ERTES

% 7 {E(RHY shell F2T\7E Debian 4% LEF]AEth BB 0] BIEN, (REZIER YEREVERR

- "aptitude search ~E”, Bl HEAIEE

- ”dpkg -L package_name |grep ’'/man/man.*/’”,

B package_name ¥

S BT iR LR ERTEL,

B2 ELFT IR (HERY man F,

En?

&% moreutils RJBEARTFETE Debian Z4b, BERM T —LEFBIVNER, REFEIEMN—ER sponge®), &

1/J\IEE§I§QZE’\J$§?EH%, EEIEBIFA.

28% 1.6 THFIF.
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0He RITE KV | ZREH

dash V:913,1:993 | 221 INFIREY POSIX #HA shell, FHRR sh
coreutils V:901,1:999 | 17478 | GNU #%ib T E

grep V:837,1:999 | 1091 GNU grep. egrep #l fgrep

sed V:834,1:999 | 883 GNU sed

mawk V:392,1:997 | 242 INFITREY awk

debianutils V:932,1:999 | 230 FAHR Debian FIEfE L E

bsdutils V:708,1:999 | 394 RE 4.4BSD-Lite FIEfE L E
bsdextrautils V:80, 1:103 | 384 RH 4.4BSD-Lite WEBINI T E
moreutils V:12, 1:37 237 EBIMY Unix TH

Table 12.7: BIZ Y shell ¥ HERY/ VR EAZIIRVEREE R

0Es MITE XN B
dash V:913,1:993 | 221 sh: /NFOTRAY POSIX $HEHY shell, AHR sh
bash V:796,1:999 | 6470 | sh: B bash-doc ®IEHER “info bash”
mawk V:392,1:997 | 242 AWK: /NFIERET awk
gawk V:359, 1:440 | 2456 | AWK: Hi gawk-doc BIIEHEY “info gawk”
. ) =B _ _ _ =R
perl V609, 1:992 | 705 Perl: per 1(1) A& ® per L-doc # per I-doc-htm1 R HE
htm] 324
Libterm-readline-gijiperl | o9 | GNU ReadLine/History BER) Perl IEZEM: perlsh(l)
libreply-perl V:0, 1.0 170 Perl BY REPL : reply(1)

Uibdevel-repl-pert., ., 237 | Perl #J REPL : re.pl(l)

Python: python3(1) A% &8 python3-doc B html XX

python3 V:676,1:901 | 89

%
tcl V:28,1:390 | 22 Tcl: tc13) M&ES® tcl-doc BREMNEFMANFHEHF
tk V:28,1:382 22 Tk:tk(3) M&ZE® tk-doc BRENEFANFMEXHE
ruby V:141,1:308 | 35 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: HiZ=2RERAERIZELIIR



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://packages.qa.debian.org/g/grep.html
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://packages.qa.debian.org/s/sed.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
http://packages.qa.debian.org/b/bsdextrautils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
http://packages.qa.debian.org/libt/libterm-readline-gnu-perl.html
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://packages.qa.debian.org/libr/libreply-perl.html
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://packages.qa.debian.org/libd/libdevel-repl-perl.html
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
http://packages.qa.debian.org/p/python3.html
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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12.2 fREFEMESHHIEH

ERFETE Debian EEEMEMIT—EETS, MEESELEAMELESHESE, SEREMESHENR:

- (£ dash, MREHBIRHER, {EH shell FEXES CLI < TIER,
(£ python3, MREBAREHERN, FEFTHIARE,
« {EF perl, tcl. ruby:--- , UNIESR7E Debian - B AHELE

nlll’

EERNIRTFENS, FERTAERETRE,
MRREIENBAE, BEAWTER, FrIUREZIESERERBINS, EEBEESIT,

12.2.1 [REIBEREUESIENS
A5 BRI R AN E R R BB IRMIIAE,

« “dash -n script.sh” - Shell S B EI8E

« “dash -x script.sh” - BREft—{El Shell }§$15

« “python -m py_compile script.py” - Python 8 B8 5188
« “python -mtrace --trace script.py” - #R§—{E Python <45
« “perl -1 ./libpath -c script.pl” - Perl 3§ S 1655188

« “perl -d:Trace script.pl” - IRHE—1E Perl 35515

LA dash F22V8S, BT 9.1.4 5, BRHMTH bash BN EENRIR,

A&7 A per LI2XN85, E5T Perl B9 REPL IRIE, EZA Perl 247 Python #8{0{#Y REPL (=READ + EVAL + PRINT +
LOOP) IRiH,

12.2.2 {FF shell #1569 GUI 12T}

shell S ISRELOH OE R REE—EIRS|I AL GUI (BRERENTE ) 2, FRI52RA—(EBINEEERRAEE
A echo # read #H S HIZ KA E),

ERESS) TE X/ | ZRER
x11-utils V:171,1:581 | 712 xmessage(l): E—ERERER—IFAEEE (X)
whiptail V:116,1:996 | 71 1€ shell IS BFRIRNERAERFREEES R (newt)
dialog V:15, 1:118 1222 | i shell BB PRERERAERIFIVEGES R (ncurses )
zenity V:79,1:393 384 i€ shell FES B PREEREE ¢t (GTK)
B “_,__‘_u_. E. n n FHE A 0

ssft V:0, 1:0 75 E?%l)?a SHERIIm L H (zenity, kdialog, and 758 gettext AY dialog

%
gettext V:47,1:302 5843 “/usr/bin/gettext.sh”: El:E&:M

Table 12.9: ¥13% ( dialog ) I 7R

EER—ERRERN GUI 280067, EFERA—E shell IESBRZERS,
EEESHEER zenity RKEEZE—(EHEZ (FBRR /etc/motd) MRERE,
EEE S GUI RUENZR8ESIRSE 9.3.10 I,

fai ﬁr {ai



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd” --title="Select a file to check <«
") I\
( echo "E: File selection error” >&2 ; exit 1 )
# Check size of archive
if ( file -ib ”$DATA_FILE” | grep -ge 'Atext/’ ) ; then
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")”
else
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"”
fi

IEFB(E A shell FELHEM GUI BN ARRBBGERZENEREA, IRGE—EECEMEMNER, FEBEINE
FHHFELR.

12.2.3 Perl $EIESENRERIT

%TJEIE 51, shBELEMFIEFHIT cut, grep, sed F, 218K, MR —ERE, per | BERMEIEERIEE
R2REY, FTEA Debian ERVFF S RBHEETESTEMER per L,

FERMIER TE—1T AWK 8L H EBRAEE Perl HEIFEY.
awk ’($2=="1957") { print $3 }’ |

EEERTINEE—
perl -ne '@f=split; if ($f[1] eq "“1957") { print "$f[2]\n"}" |

perl -ne ’if ((@f=split)[1] eq ”1957”) { print "$f[2]\n"}" |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"' |

perl -lane ’print$F[2]if$F[1]eq+1957" |

RE—EFEMEEX,. ERLT TESHANSLE Perl B4,

- EHEATLEIR,

- FRERBFIFHENBENER,

< EBGSIRIE: perlrun(l) B9 Perl HITHIG
« Perl $5EEE(: perlvar(l)

TDMR Perl B9581E, EIEERS, BAFHPIREIL S AFBFEZLEOEZEXEE, FLATE VD,
FEZEIEH Perl 3555, BEEBAYIAF T Perl Golf,

12.3 #mzEBlsESTEIUi5

B, BIETEE 1233 THMEE 1234 T, FARMRIPERESRMNIENEEREA CEBERAEE, B EBFESIEEARE
C:E

i~



http://perlgolf.sourceforge.net
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ERES) TE N LE

gcc V:185,1:598 | 45 GNU C #mz=zs

libc6-dev V:241,1:615 | 14358 | GNU C [&E: FAsEEFNIZGEIEaR

g++ V:57,1:5519 | 15 GNU C++ #miZas

Libstdc++-10-devi y. ¢ 176 17752 | GNU 2% C++ BERRAS 3 ( BAZRER

cpp V:318,1:755 | 42 GNU C FEEHE

gettext V:47,1:302 5843 | GNU BE{EITE

glade V:0, I.7 1730 | GTK ERE N B2 es

valac V0, .7 684 fF3 GObject R4 38{L C# BUGES

flex V:8, 1:91 1279 | LEX #HZHY fast lexical analyzer generator

bison V:9, 1:101 2858 | YACC $H§E’J eSS

susv2 1.0 16 BB “E— UNIX iR&8 (hRA2) 7 B (REXRE)
susv3 1.0 16 Bt a UNIX #78 (hRA 3) 7 JEBY (REENIE)
golang 1:21 11 Go 12N B S i=es

rustc V1, .12 5720 | Rust AARTIENGE=

haskell-platform | o 12 THERY Haskell EFITE

gfortran V:10, 1:97 16 GNU Fortran 95 #mzZag

fpc I:3 122 B H Pascal

Table 12.10: #R:EFERAERES BIDITR

1231 C

fRe]BAEIR R I AR EBEMIRIERHEER C EESHEENEL.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential
libc6-dev EXBEE, BIGNUC &, Rt T C1R¥E, EE8E7T C BXESHERNE
S2EEHNNT.

- “info libc” (C EERRZE)

- gcc(1) # “info gcc”

« each_C_library_function_name(3)

+ Kernighan & Ritchie, “C f2xVi&515E5", % _HR ( Prentice Hall )

12.3.2 FHER C #£3{ (gee)

RIERTEITE,

—(ERSEMFIF “example.c” FILAEBINTARA “libm” E—R4REAFHITIER “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, X, y, argv[1]);



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
http://packages.qa.debian.org/g/g++.html
http://packages.debian.org/sid/libstdc++-10-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-10-dev
http://packages.qa.debian.org/libs/libstdc++-10-dev.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
http://packages.qa.debian.org/v/valac.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
http://packages.qa.debian.org/g/golang.html
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
http://packages.qa.debian.org/r/rustc.html
http://packages.debian.org/sid/haskell-platform
http://qa.debian.org/popcon-graph.php?packages=haskell-platform
http://packages.qa.debian.org/h/haskell-platform.html
https://zh.wikipedia.org/wiki/Haskell_(programming_language)
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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return 0;

}
EOF

$ gcc -Wall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

ATER sqrt(3), WAEFER “-1n” ELRE libce BREEBME “/usr/1lib/libm.so” , BERMERERAMN
“/1ib/”, ¥#88% “libm.so.6”, ERIEME “libm-2.7.s0” H—EEL,

FE-THUHNFHNRE R, BEEET “»l0s”, EMREBLT 10 EFT.

FRAEERRIGENIEZCIERIEERR, bl sprintf(3) # strepy), BEARESER, A LILREURALREM
B FEREAIRSRE, R snprintf(3) #l strncpy(3) KE/K.

12.3.3 Flex —{EF{FHI Lex

Flex 218% Lex FUMIEFEZ D MTIE VLR 23,
BJUAER “info flex” 148 flex(1) ML,

REERHEMECH main()” f”yywrap()”. BRI, {RE flex 1230, BERBKERN, HFENFERASTE, B
ERARyywrap” 2—fEES, "%option main” BEMFTRI T %option noyywrap”.

%optlon main

%%

.|\n ECHO ;

%%

FHIN—FERE, ERM cc(l) mLPINLEE, RrILAMERRmZESEEE, - 117, (RER”- 11 #Y AT&T-Lex ). FEIE
EIERT, R"EZ %option”.

12.3.4 Bison —{EE ) Yacc

£ Debian ¥, BEEFRIZEIRMH YacclBERIBIAEIERT LR #24T 5L LALR RRATAYERL RS,

#]iFe ITE X/ | ZREA

bison V:9, I:101 2858 | GNU LALR fEffres Erk 28

byacc V:0, I:5 160 {8524 (Berkeley ) LALR AT 38 £ R} 38
btyacc V:0, I:0 243 Ehf byacc FIEHRERE R ER

Table 12.11: 8% Yacc B LALR fRATS3 4Rl 2851%

BILAERA “info bison” 118 bison(l) BYEIE,

MEZERMHMFAE S main()” F1”yyerror()”. @&, Flex B H”main()” FEA”yyparse()”, & XM
Tryylex()”.

%%

%%



https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
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12.4 FREFERNEBIN LA

FEfL lint I T B RESAEHBNETEENME

*m

BF

REFZTVIE 4T,

FA{U Indent BV T RAESAEB EITIEDBRE, BB BMMNERBIULIRGS.

FAfll Ctags WT HAESAEMAETIEDGRE, ST ARBBHEERENBFERRS (FFH) BX.

VN

REMREEI4REER (emacs Bk vim) EAIEFEY lint 5| ZIMIEFEHNERNENE. ELINEBRSTAE
Language Server Protocol Y22,

128, BR—EFIEE

SEFEEEA, HEMERERE,

EREM LiFTENS{CE Debian &

ERESD) mATE X[ FREA

vim-ale 1.0 2022 | F3A% Vim 8 # NeoVim HJ3EEIS Lint 5|2
vim-syntastic I:3 1240 | vim EBiEREREE

elpa-flycheck V:0, I:1 792 Emacs IR BEREAIEE

elpa-relint V:0, 1.0 133 Emacs Lisp IFRISE% 52 T o5
cppcheck-gui V0, I:1 5529 | FPRE C/C++ FEViE R T LE (GUI)
shellcheck V:2,T:10 17977 | shell 3 5% R%HY lint TH

pyflakes3 Vi1, .15 23 Python 3 FEN IR ENTR S 28

pylint V2,114 1430 | Python IR iR Rein & an

pertl V:609,1:992 | 705 FENSFEERIRAIFIERESS: B: :Lint(3perl)
rubocop V:0, 1.0 2390 | Ruby FRREFENIE TS

clang-tidy V:0, I:5 22 Eh? clang B9 C++ IRAIEXiGETE
splint V:0, 1:3 2320 | FREBECENbug ITH
flawfinder V:0, 1:0 181 B8 C/C++ [RIFBHEREE A LE
black V1, 1:3 475 SERERY Python FETUISIRTVILER

per ltidy V0, 5 1674 | Perl IR LW HIFIEFIE L

indent V:0, I:11 425 C B = RN IER

astyle V:0, I:4 761 C. C++, Objective-C, C# # Java FI[RIEELRHEZS
bcpp V0, I:1 111 = cHH

xmlindent V0, I:1 53 XML REFIEE

global V-0, 1:3 1896 | [RIGIERZEIEE TR
exuberant-ctags | .,y 349 | BERREESERERRS

Table 12.12: FREEXB oM TENIIR

12.5 [REE
MREEEAPREZN 9. MEERERIEIEN, ELZEMMA—{E1FH Debian (EFAE, GESMH B R RMEER
s,

eSS ATE X |8

gdb V:12, 1:113 9799 | H gdb-doc BIIREET “info gdb”

ddd V:0, [:10 4092 | A ddd-doc BIIEfHEY “info ddd”

Table 12.13: PREEERFEELTITR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
http://packages.qa.debian.org/v/vim-ale.html
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
http://packages.qa.debian.org/v/vim-syntastic.html
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
http://packages.qa.debian.org/e/elpa-flycheck.html
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
http://packages.qa.debian.org/e/elpa-relint.html
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://packages.qa.debian.org/c/cppcheck-gui.html
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
http://packages.qa.debian.org/s/shellcheck.html
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
http://packages.qa.debian.org/p/pyflakes3.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://packages.qa.debian.org/r/rubocop.html
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
http://packages.qa.debian.org/c/clang-tidy.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
http://packages.qa.debian.org/b/black.html
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
http://packages.qa.debian.org/p/perltidy.html
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
http://packages.qa.debian.org/i/indent.html
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
http://packages.qa.debian.org/a/astyle.html
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://packages.qa.debian.org/b/bcpp.html
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://packages.qa.debian.org/x/xmlindent.html
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
http://packages.qa.debian.org/g/global.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
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12.5.1 EAXH) gdb EHAGS

Debian E[RIGRIIEFEIZNRE gdb(1), ERERIRERRNHITHIRHRIGEE,
EIFIERI TR REE gdb REMERREL.
# apt-get install gdb gdb-doc build-essential devscripts

$FHY gdb FFZEES MR ZEIR :

« “info gdb”

« £ /usr/share/doc/gdb-doc/html/gdb/index.html # “Debugging with GDB’

« “tutorial on the web”

BER—EMENGIT, M odo() & B #E" - g BIBMRBIEIRREEIREE,
$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
"R

72 gdb(1) L ERERMERS., Tab IEREMIRTE shell —#REBETAE,

12.5.2 [4#E Debian #4528

Debian RFEETERIBERT, FIEREN ZEMFIFEXN T stripped, FILKEF5 FREERTFIE ( debugging symbols ) 7£
BEMNHRECERZTWBIR, B 7TEH gdb(l) FR#E Debian #FEE, *-dbgsym REBEEHRE, (flW, TE
coreutils-dbgsym, FAIRFREE coreutils) [RIARSEARE B E BRI T EMFIEEEE — B ENERM * -dbgsym EX
128, FLERIBIIEBASHWIBILFTE debian-debug 1ERE, T2 Eifls52 /] Debian Wiki X5 ,

MR —EFBWIREBNEFERLBRME *-dbgsym EREE, (FEEHRUWTARNEREEHERLEZEE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BH B LR PR

&FEY bug,

AR EIREEIR AR ERIE 77 Debian (REANER, FIMEEHMEZFCFENERIERREELRN +debugl” FE, WMTF
PR R AR AR BT ERAEELN ~prel” F&E,

$ dch -i



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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ONF Pt R 2l 2 A R PR ER T SRRV ERBE BL,

$ export DEB_BUILD_OPTIONS="nostrip noopt”
$ debuild

$cd ..

$ sudo debi package_name*.changes

R

12.5.3 JESENE

SR 2 F2NEEBRIBHE, S bug BSMY ERIEE MR ERENEE,
FERWTAEZ—, "TLIER gdb(1) BUEEEER:
- 7£ GDB FEHERIAE:

- 1% GDB #1TIE=.,

- ERiERET

- £ GDB RRFF#HIA"bL”,
- ERBENAER:

— EFf “/etc/security/limits.conf” {EE, BETEAR:

* soft core unlimited

shell IBRTF FEIA”ulimit -c unlimited”,
RIE1E shell IBRFHITIER.
BRERIFEINE S —1Bl core dump &R,

BB BMBRIE MBI R R AR ZE &N HFIHRER T "CFLAGS=-g

-wall” ZEIg,

— & core dump ¥§%%| GDB, F”gdb gdb ./program_binary core”,

- 7£ GDB RRFH#IA"DL”,

HREPRIEE 5 A AR R ARSI, (RETLAUEIBHR Ctr1-\ 5k Ctrl-C &
N, (BR%E 93.12 %)

17 “kill -ABRT PID” 3@4IZ;EF2

VN

BE, MEFIHEENE —1THESTAE malloc()” 8’g_malloc()". BEELIRMHE, RINEEBRZIERE
BAN, HE-LCEREMN—(EFELZRRTERREZESMALLOC_CHECK " B{EH 2 (malloc(3)). fRAJLAE

BT EAYSNEMIT gdb BRERE,
$ MALLOC_CHECK_=2 gdb hello

1254 SP% gdb s
12.5.5 ieEEEKEME

AT FTRER 1dd(1) REHIZNAIEMRFEM,

$ ldd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

E% 1s(1) $ITE chroot ed 3R1E, UA_EAYEEFE chroot ed IRIEth B R ] Y,
28% 936 T,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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we EEvFﬁ EHHER
(gdb) thread apply all bt REZHITAEEINRMBMTERER
(gdb) bt Full haml%&tﬂ?"um%ﬁﬂﬁ% BEH

(gdb) thread apply all bt full M EEE—EFEEESE

§gdb) thread apply all bt full | eman o mEipmpomiatiz BEaR, MR ERTARMISS

(gdb) set logging on & gdb R HE L Z1TE3E (FERRRIZE gdb . txt”)

Table 12.14: 5P gdb @R <5

12.5.6 FNREMFAUFRMT B
7E Debian 1, B&ESNEEILIRM THFE, 28% 93 %,

12.5.7 FREAEE X HHRERVERRR

MR —{E GNOME 21\ previewl IREI T —{E X $5:R, BEEBR — IR TEERNE.

The program ’‘previewl’ received an X Window System error.

MRIMZBEFERR, ReIUAEHEIITIERNRHEIMN L - -sync” EIH, B gdk_x_error” RN ERE PEMRIE
SEmE,

12.5-8 EE'L /ﬁlﬁ AAI J

Debian EH—LER] B IEERIRIEGAITH,

0Ee RITE XAV | &RER
1ibc6-dev V:241,1:615 | 14358 | mt race(l) F&E8 glibc AFAY malloc
valgrind V:5, 1:45 80378 | selERBEEIER M DIES
electric-fence | V0,15 70 malloc(e) BEEEN
Tibdmalloc5 V0, I:3 393 BN KEERE
o =HRET ] .
duma V0, T:0 59 ?):EE%;] C++ FENF AN REGE I AN TRENR &) ( buffer under-runs
Teaktracer V0, I:2 57 C++ FEENECBS R IR L 25

Table 12.15:; seiE 8 M ImIEE T EMTIR

1259 RE4H_EMHIFERN

{RETAfEFE T EAY 75 =03@38@ objdump(l) 4w ss — NI HIFE TS,
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

ES -}
gdb(1) FIMAAREE R E4RIZNEE,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://packages.qa.debian.org/d/duma.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
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[ YESD) mITE KN [ &

make V:174,1:603 | 1592 | 1&E1® make-doc BIEHER “info make”

autoconf V:42,1:280 1846 i autoconf-doc BIEHERE) “info autoconf”
automake V:41, 1:278 1830 M automakel.10-doc BRE#HAE “info automake”
Tibtool V:35, [:264 1198 i libtool-doc B f#”info libtool”

cmake V:16, 1:122 22944 | cmake(l) BEE, HENFR=AR

ninja-build V4, 1:30 347 ninja(l) BOl Make e e/ NiRaE R 40

meson V:2,1:18 2761 | meson(l) E ninja 2 ENSEENNBER G
xutils-dev Vi1, I:11 1466 | imake(1), xmkmf(1) &,

Table 12.16: #rzE T EERESBIVIR
12.6 #mi=1 B

12.6.1 make

Make @ —{E4EERENANTE, —B#1T make(1), make EiEERAIESR Makefile, B# LR BIZERMIENE,
MRBFRERKMIOBRMIERZELE TNE, BENTEHERER, AEBFRERATTE, TEELEREMIEE
Eil:SE: 3
RAERMEZWN T AT,
target: [ prerequisites ... ]

[TAB] commandil

[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

EEMEP’[TAB]” @ —fB TAB 121018, B —1TEEITEEBIRNEEH shell BB, TITRER"\” REGLLIESE.
ER$$” BIAN"$” RIETT shell IELEHIIRIFEEUE,

BiZREEER e LB ERINARAIAA H, FIaN, WFFIR.

%.0: %.c header.h

EER, BREaT % Fiu (RREMPHEIINE—E), "% FrefLiLERBERERTER—EIEZ=NTFH,
TRRAERERER%" RRATCMRERE B FEREILBEEN,

BEIEE &

$@ ErIEZ

$< BEERERER

$? L TR EES

$A FrBERafE SR

$* BiZENA, $* BRI/ % LRSS

Table 12.17: BEIEEHITIR

BHIBEREH iR

fool := bar —XEBREHF
foo2 = bar EOEREHR
foo3 += bar Eh0

Table 12.18: EBUEAEHMTIR

#iT'make -p -f/dev/null” < RISEANEBEEMLAIIEA,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
http://packages.qa.debian.org/libt/libtool.html
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
http://packages.qa.debian.org/c/cmake.html
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
http://packages.qa.debian.org/n/ninja-build.html
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
http://packages.qa.debian.org/m/meson.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
https://zh.wikipedia.org/wiki/Make_(software)
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12.6.2 Autotools ( BEN{tTH)

Autotools @—EREIiRFT LR, WERFHFAMEIGRIGISIKIEEBIERIFTS 28 Unix R,

« Autoconf B —{Elf{f”configure.ac” 4pk shell #§<$ 1 configure” T E,
- »configure” fE& AR "Makefile. in” EIREM "Makefile”,
« Automake 2 —{E{t"Makefile.am” £pf"Makefile.in” T H,
» Libtool @—1@ shell #5185, ERRRISMELZER, FAREMERIEMBIEMERRE,

12.6.2.1 #mENZLEEELD

or:
lrd

BT ERZFVENNEER, IRTEEERMRER.

Debian NE7E”/usr/local” 8y”/opt” Bix FEIMUIER, NRMBERKBHEIEN, IEELEE]"/usr/local/”
Hik T, EAELAEREER Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 fRIALTHEREDR

MRIFERIBEL BEERA autoconf(l)automake(l), MRIFEELCFIIREKREECHIE, MITUH TAIG S RERK
LEREN,

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

(E, MRMMTHREREEFICEREMET ”/usr/local/” Tt BE#EZHEEZERRA, (F°] BB T
wm R RBREMBNAE.

# find /usr/local -type f -print® | xargs -0 rm -f

MRFAFEEIERELZREN THE, ReTUAEEEMA checkinstall BREEEIHHY checkinstall(8), EMERHt—
{EBMRIRRR L IR, IRE, EMREUTE “-D" iEIAR Debian BREEEL,

12.6.3 Meson

The software build system has been evolving:

+ Autotools on the top of Make has been the de facto standard for the portable build infrastructure since 1990s. This is extremely
slow.

» CMake initially released in 2000 improved speed significantly but was still build on the top of inherently slow Make.

+ Ninja initially released in 2012 is meant to replace Make for the further improved build speed but is also designed to have its
input files generated by a higher-level build system.

* Meson initially released in 2013 is the new popular and fast higher-level build system which uses Ninja as its backend.

See documents found at ”The Meson Build system” and ”"The Ninja build system”.



https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://en.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://en.wikipedia.org/wiki/Ninja_(build_system)
https://en.wikipedia.org/wiki/Meson_(software)
https://en.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

BEANENRREENHE AT B0 T F5EHIF,
- SIRLBERERAENR HTML F2x,
- RN MBRREFBN SR ER D web AARFXHHERIBSI BRI TS URL FEZ—,

- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

* £ URL #E”%nn” ZfEA—{E 16 EAIFIFTH nn ERE,

- IRIBEEEETEA: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

» Web faliR28 LRICGIFZR (IR —{E”program. *”) FEMITRS, EBEEMA"SQUERY_STRING” IRIFEEL.
« CGI 2R stdout {FiXEIRER, FRATENENRE web EHRER.

HRELEE, RIFAZEECETERBERT CGL 3| BHIFE. £ Perl I Python PERBRMEMEFILAER. PHP HE S
BEINEE. BEEEEFIMERHHTER, a[{ERHTTP cookies . BB ERIEE Fin&E FI0F, 1BE 8 HJavascript.
FZEH, 28 EFRESENHE, Apache EXFEE £ =, 0 JavaScript.

EIETE2IE 8 b A& A http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial FL 7] BA7E Google F32Z “CGI
tutorial”, ERTE Google {AARES LI CGI IESBHITHIF A,

12.8 [RIGHHEIR

[RiqrSEERiE,
ERESS) TE XAV | BASEE BT
perl V:609, 1:992 | 705 AWK - PERL| IE[RIARETE AWK EIR% PERL: a2p(1)
f2c V:0, I'5 442 FORTRAN - ( E[RIA557E FORTRAN 77 EI&pY C/C++: T2¢c(1)
intel2gas V-0, I:0 178 intel  gas & NASM (Intel #83¥) BEHERL GNU ZARTZEV (GAS)

Table 12.19: [RIRISER T BYIR

12.9 R{E Debian &

WRFERAVE—{E Debian €1, BB FEAR.

- £ 2 EEREANEEIERR

« 55 2713 TIERERNBEIAE

« 58 9.10.4 TIEEREEAH chroot 1T

- debuild(1) 1 sbuild(1)

« 58 12.5.2 THRIEFNFREE

« Debian 4#5E&E 55| (debmake-doc £1)

+ Debian FZ2E 2 EFM (developers-reference &)

* Debian EEFMH (debian-policy &)

debmake, dh-make, dh-make-perl FEEEE, HHREEITEERE, thEEH,



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟件基金會
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/

Debian 2= F 219/ 220

Appendix A

B %

EXIEER,

A.1 Debian *=

Linux R E —EEEALET ERININEERANGETE, A, BEEACHNLIINELIESE. EAIF PostScript
FUFTENHEECE LPR $TENHERRTY, BRELFHIF. ( BIRERH CUPS REMHNLRAKLIRER, MTABEHEHEE, )

E—REEMAFRAMEM# “SOURCE CODE” , EIFF EE(EBHIEMRE, BE —L2EZ0] HOWTO F1 mini-
HOWTO, EfISRIERRE, BAETASHMETRMEAGL T AAE, ETERAREGRS, HEHEERREN HOWTO
Rk EFXR,

HALEIS(E “Debian 2EFM (AR 2.80)" (2021-08-21 01:56:31 UTC ) BERIENFE Debian X EREAMERIAM, Hfth
FIRM—EFR LIRS E.

A.2 |RIEFESE

Debian £2ZF M F ( Osamu Aoki<osamu at debian dot org> ) 22, SEEE—EREARRKEIESEL., HTHMNHFS KW
BEBRH K Debian FFE42IZRFNE M Debian HHEAERIEFHER,

FEIR4N T 3 B Josip Rodin FJE:% 2% (Josip Rodin fEDebian XAEIER (DDP ) HFIEE;ERE ), “Debian 2EFM (F
—hR, 2001-2007 )’ R{E T DDP XiEM—8,

6 F1&, HEMEIRRN “Debian 2EZFM (F—HR ) NBRE, EHBEHRESARE, Y “Debian 2EFM (F
ZhR)’ TE 2008 FE A,

H B4 EF 7 "Debian 2EFM (WA 2)” REIEFHVFERE (Systemd, Wayland, IMAP, PipeWire, Linux #Z/0) 5.10), R
IBHAGERE (SysV init, CVS, Subversion, SSH 1 ##5%, 2.5 R4 Z BRI Linux #Zi0y). Jessie 8 (2015-2020) kR ABI1ENR, SHEE
ERNB BRI BIR,

iE {E”Debian £ % 3} (version 2.80)” (2021-08-21 01:56:31 UTC) B Z T X &f 4 Bullseye (=stable) 1 Bookworm
(=testing) Debian fRZA,

HIEMERMER, TLUER T EIRNERIER,
« *Linux {#H%& FM” Larry Greenfield (1996 £ 12 B)
- B8 RE (Debian #F2) EUX
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